1%l illumio

IllHlumio LW-VEN Release Notes 1.1.10

< GYELEEH LU | o R
X . -3
o ) 2wl AR
.\ T L Lol
Nl 2<% ARIRET A Y
& 1




[llumio LW-VEN Release Notes 1110

Table of Contents

LAl N O O o
PO UG VB S 0N e
A OUL This DOCUM BN o e
Resolved [ssues in 1110 LW-VEN



[llumio LW-VEN Release Notes 1110

Legal Notice

Copyright © 2024 Illumio 920 De Guigne Drive, Sunnyvale, CA 94085. All rights reserved.

The content in this documentation is provided for informational purposes only and is provi-
ded "as is," without warranty of any kind, expressed or implied of Illumio. The content in this
documentation is subject to change without notice.

Resources

* Legal information

* Trademarks statements
* Patent statements

* License statements

Contact Information
* Contact lllumio

* Contact lllumio Legal
e Contact lllumio Documentation


https://www.illumio.com/legal-information
https://www.illumio.com/legal/trademarks
https://www.illumio.com/legal/patents
https://www.illumio.com/legal/eula
https://www.illumio.com/support/contact
mailto:legal@illumio.com
mailto:doc-feedback@illumio.com
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Product Version

LW-VEN Version: 1110
Standard versus LTS Releases

For information about Standard versus Long Term Support (LTS) releases, see Versions and
Compatibility in the lllumio Support portal (log in required).

llumio Core release numbering uses the following format: “a.lb.c-d+e”.

* “a.b” Standard or LTS release number, for example, “2.2”
e “.c”: Maintenance release number, for example, “1”
» “-d”: Optional descriptor for pre-release versions, for example, “preview?2”


https://support.illumio.com/software/versions-and-compatibility.html
https://support.illumio.com/software/versions-and-compatibility.html
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About This Document

These release notes describe the new features, enhancements, resolved issues, and known
issues for the Legacy Windows Virtual Enforcement Node (LW-VEN) 1110 release.

The LW-VEN is a custom version of the standard lllumio VEN. Like standard VENSs, the
LW-VEN is a lightweight multi-process application with a minimal footprint that runs on a
workload. The LW-VEN programs the native OS firewall that enforces the policy controls
you've defined for your legacy Windows machines.

See the LW-VEN Installation and Configuration Guide for information.
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Resolved Issues in 1.1.10 LW-VEN

* ICMP rule generation created empty command (E-120840)
When the LW-VEN generated a rule to add/modify/delete an ICMP rule, it also generated
an empty command which caused the LW-VEN to fail when it tried to apply policy to that
empty command. This issue is fixed.

* Excessive time needed for Windows firewall to apply lllumio rules (E-120184)
Policy application failed when the Windows firewall took longer than expected to apply
PCE-generated rules. This issue is fixed. Policy is now applied in the background. Note that
applying firewall commands on a low-powered server can take longer than expected.

* Policy conflict lead to policy sync failure and LW-VEN crash (E-120119)
A conflict occured when merging the default Illumio policy with the customer’s Illumio-
generated policy. This caused an Illumio policy sync failure and crashed the LW-VEN serv-
ice. This issue is fixed.
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