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Overview of PCE Administration

This section describes how to maintain and operate the Policy Compute Engine (PCE). It also
includes other tasks required to manage your PCE deployment and help you with ongoing
PCE operations and administration.

Before You Begin

Before you begin, become familiar with the following technology:

* Your organization's security goals

* General computer system administration of Linux and Windows operating systems, includ-
ing startup/shutdown, common processes or services

e Linux shell (bash) and Windows PowerShell

« TCP/IP networks, including protocols and well-known ports

* PKI certificates

Notational Conventions

This section gives information about the notational conventions used here.

Review these Notational Conventions

* Newly introduced terminology is italicized. Example: activation code (also known as pairing
key)

« Command-line examples are monospace. Example:i |l um o-ven-ctl --activate

* Arguments on command lines are monospace italics. Example:i |l um o-ven-ctl --acti -
vate activation_code

* In some examples, the output might be shown across several lines but is actually on one
single line.

e Command input or output lines not essential to an example are sometimes omitted, as
indicated by three periods in a row. Example:

sone conmand or command out put

PCE Architecture and Components

This section describes how the PCE functions, and provides an overview of its components
and how they function together.
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About the PCE Architecture

The PCE has four main service tiers that are used by both the PCE Web Console Ul and the
VEN:

Web Console VEN
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Each of these service tiers are responsible for various functions, as shown below and descri-
bed further in the following table.
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Description of PCE Components

Tier

Front-end

Processing

PCE component
Management

interfaces: PCE web
console and VEN

VEN events
App Router

App Gateway

Login

Agent Manager

Agent Traffic

Collector

Audit Events
Fluentd

Executor

Description
Management interfaces include:

* PCE web console

« REST API

* PCE command line
* VEN command line

For information, see VEN Administration Guide.
Directs requests to the proper service.

Ensures that all coommunication between cluster nodes is encrypted and
that only cluster nodes can connect to internal services. Most services
connect via the application gateway.

Central server for authentication.

Manages data in the policy domain, such as workload context and policy
definitions. Also, manages data for all user and organization authentication
and authorization, such as users, organizations, API keys, and roles.

Provides information about traffic to and from VENSs. Serves as the service
underlying Illumination.

Aggregates packet and traffic flow information sent from the VEN. Serves
as the service underlying Illlumination.

Creates an overview of auditable system events across the PCE and VENSs.
Log forwarder service that forwards the flow log files received from VENSs.

Backbone for asynchronous job execution, such as report generation and
background jobs.
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Tier

Service

Persistence

PCE component
Fileserver

Search Index

Traffic Query

Flow Analytics Dae-
mon

Network Device

memcached

Background Jobs

Set Server

Agent Traffic cache

Data Job Queue (Re-
dis + workers)

Fluentd data

Policy primary data-
base and replica

Traffic database pri-
mary and replica

Description

Central storage and retrieval for large data files.
Supports auto-completion in the PCE web console.
API for traffic explorer

Flow analytics daemon

Manages network devices such as switches and server load balancers that
are managed by the PCE.

Open source component: in-memory cache.

The backbone for asynchronous job execution, such as report generation
and background jobs.

In-memory cache to aid in policy calculations.

Stores the traffic flow data and graphs for lllumination. See Agent Traffic.
In the PCE architecture diagram, labeled "AT Cache.”

Data job queue

Flow files

Postgres database that contains all the policy and agent related data. The
primary and replica databases run on separate data nodes.

Postgres database that contains all the historical traffic flow data. Traffic
Explorer is backed by this data store. The primary and replica databases
run on separate data nodes.

Management Interfaces for PCE and VEN

The following diagram illustrates the logical view of the management interfaces to the PCE

and VEN.
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PCE and VEN Management [nterfaces

B483 TCP
(defaull, orrpremises)
443 TCP (Saa5)

Biad TCP
(defiae, on-promises)
443 TCP [ Sam’)

This guide focuses on the use of the i | | um o- pce-ctl control script and related administra-
tive programs on the PCE itself.

Interface

PCE web con-
sole

PCE com-
mand line

REST API

VEN com-
mand line

Notes

With the PCE web console, you can perform many common tasks for managing the lllumio Core.

Use of the command line directly on the PCE. Thei | | um o- pce-ct| command-line tool is the
primary management tool on the PCE. You can perform many common tasks for managing the
[llumio Core, including installing and updating the VEN.

With the Illlumio Core REST API, you can perform many common management tasks, such as
automating the management of large groups of workloads rather than each workload individually.
The endpoint for REST API requests is the PCE itself, not the workload. The REST API does not
communicate directly with the VEN.

Theillum o-ven-ctl command-line tool is the primary management tool for the VEN.

PCE Control Interface and Commands

The Illumio PCE control interfacei | | um o- pce-ctl is a command-line tool for performing
key tasks for operating your PCE cluster, such as starting and stopping nodes, setting cluster
runlevels, and checking the cluster status.
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0 IMPORTANT

In this guide, all command-line examples based on an RPM installation. When
you install the PCE using the tarball, you must modify the commmands based
on your PCE user account and the directory where you installed the software.

The PCE includes other command-line utilities used to set up and operate your PCE:

e i llum o-pce-env: Verify and collect information about the PCE runtime environment.
e illum o-pce-db- mranagenent : Manage the PCE database.
» super cl ust er - sub- command: Manage specific Supercluster operations.

The PCE control interface can only be executed by the PCE runtime user (i | o- pce), which is
created during the PCE RPM installation.

Control Command Access with / usr/ bi n

For easier command execution, PCE installation creates softlinks in / usr/ bi n by default
for the lllumio PCE control commands. The / usr/ bi n directory is usually included by de-
fault in the PATH environment variable in most Linux systems. When your PATH does not
include [ usr/ bi n, add it to your PATH with the following command. You might want to add
this command to your login files ($HOVE/ . bashr ¢ or $HOVE/ . cshrc).

export PATH=$PATH: / usr/bin

Syntax of i | | uni o- pce-ct |

To make it simpler to run the PCE command-line tools, you can run the following Linux
softlink commands or add them to your PATH environment variable.

$ cd /usr/bin

$ sudo In -s /opt/illum o-pce/illun o-pce-ctl ./illum o-pce-ctl

$ sudo In -s /opt/illum o-pce/illuni o-pce-db-nmanagenment ./illuni o-pce-db-
managenent

$ sudo In -s /opt/illum o-pce/illum o-pce-env ./illum o-pce-env

After these commands are executed, you can run the PCE command-line tools using the
following syntax:

$ sudo -u ilo-pce illum o-pce-ctl sub-command --option
Where:
sub- command is an argument displayed by i | | unm o-pce-ctl --hel p.
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PCE Organization and Users

A PCE organization is a group of policies and users targeted toward a specific business
group or unit, including all the networking security rules and people who are associated
with the policy. An organization can contain any number of users, workloads, policy objects
(policies, IP lists, services, and security settings), and labels.

Organizations are initially set up by your lllumio administrator. When an organization is cre-
ated, an email is sent that contains a user login for the organization. When this user logs in,
the organization is created, and users can now be invited to join.

Invite Users to Your Organization

When you are an organization owner, you can invite other users to your organization and
grant roles to specify permissions for those users.

When you invite a user to your organization, the user receives an email at the specified
address that contains a link for their account setup. The link in invitation email is valid only for
7 days, after which it expires. If you invited a user who did not receive their email or did not
sign up using that email, you can re-invite them.

External Users and Non-Email Usernames

When you use an external corporate Identity Provider (IdP) to authenticate users with the
PCE, but your IdP usernames do not use email addresses, the PCE cannot send email invita-
tions to those users when you add them to the PCE. When you add this type of user, send
them a login URL that they can use to set up their lllumio Core accounts and log in to the
PCE web console.

Invitation Emails Are Not Sent

When users you invite do not receive their invitation emails, the SMTP server might not be
configured correctly with the PCE.

* Make sure that your PCE’s IP address is allowed to relay messages and that its emails are
not blocked by any anti-spam protection.

e Check your PCE'sruntine_env.ynm file to make sure that the sntp_rel ay_addr ess value
is correct.

10
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Connectivity Configuration for PCE

This section describes how to configure connectivity to control access to network resources
and communication between workloads.

Connectivity Settings

This section describes how to modify PCE settings that affect connectivity.

NOTE

Permission to edit these settings depends on your role.

Private Data Centers

The PCE uses connectivity settings to decide whether workloads are allowed to communi-
cate with each other in private datacenters, private clouds, and shared network environments
(private datacenter and public cloud).

By default, the Private Data Center connectivity setting is set and intended for workloads
that are hosted in private datacenters, which do not have duplicate IP addresses in the
network. When your network environment hosts workloads in your own private datacenter
and in a public cloud, and you want to change this setting, contact Illlumio Support.

Offline Timers

You can configure Offline Timers in Settings > Offline Timers and choose appropriate set-
tings for your workloads.

S NOTE
To configure Offline Timers, you must be the Global Organization Owner for
your PCE or a member of the Global Administrator role.

A WARNING

Disabling the Offline Timer setting degrades your security posture because
the PCE will not remove IP addresses that belonged to workloads that have
been disconnected from those that were allowed to communicate with the

disconnected workloads. You need to remove the disconnected workloads

from the PCE to ensure that its IP addresses are removed from the policy.

1
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The PCE isolates a workload from the other workloads when the workload goes offline. The
VEN sends a heartbeat message to the PCE every 5 minutes and a goodbye message when it
is gracefully shutdown. The PCE marks a workload offline when these conditions occur:

* The PCE hasn't received a heartbeat message from:
» Server VENSs: for 3600 seconds (1 hour).
* Endpoint VENSs: for 24 hours

e The PCE receives a goodbye message from the VEN.

Under the following conditions, you can change the default Offline Timer settings before
putting your workloads in enforcement:

* The default setting might potentially disrupt your critical applications.
* Application availability is more important than security.

S NOTE
How you configure this setting is a tradeoff between benefiting from an in-
creased zero-churn outage time window versus increasing the window of time
where |IP addresses could be reused. You should weigh the operational and
security benefits and find a balance suitable for your applications.

Decommission and IP Cleanup Timer

Sets how much time must elapse before a managed workload is marked "offline" after it
sends a goodbye message. By default, the High Security setting is:

e Server VENs: Wait 15 minutes .
e Endpoint VENs: Wait 1 day.

Wait 1 hour/1 day - High Security (Default)
The PCE performs the following actions:

1. Listens for Goodbye messages from the VEN.

2. Pushes an updated policy to the peer workloads that were previously allowed to commu-
nicate with the removed workloads.

3. Immediately cleans up those workloads IP addresses from its active policy.

* Never remove IP addresses - Highest Availability

This setting has the following affect on the PCE:

* Ignores Goodbye messages from workloads.

» Keeps all IP addresses in policy and never automatically remove unused IP addresses.

* Requires a removal of those unused IP addresses.
e Custom Timeout

Enter a time period (Minimum: O seconds).

12
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The PCE performs the following actions:

* Listens for Goodbye messages from the VEN.

* Waits for the specified time period before cleanup of those workloads IP addresses from its
active policy.

* Pushes an updated policy to the peer workloads that were previously allowed to communi-
cate with the removed workloads.

Disconnect and Quarantine Timer

Sets how much time must elapse before a managed workload is marked "offline” after the
PCE has received no heartbeat from the VEN. By default, the High Security setting is:

« Server VENs: Wait 1 hour.
* Endpoint VENs: Wait 1 day.

Wait 1 hour/T day - High Security (Default)

The PCE performs the following actions:

1. Waits for the configured time to receive a heartbeat from the disconnected workloads

and then quarantines workloads that do not respond within that time period.

Removes the quarantined workloads IP addresses from its active policy.

3. Pushes an updated policy to the peer workloads that were previously allowed to commu-
nicate with the quarantined workloads.

Lo

Never remove IP addresses - Highest Availability

This setting has the following affect on the PCE:

* Never disconnects or quarantines workloads that fail to heartbeat.
* Keeps all IP addresses in policy and never automatically removes unused IP addresses.
* Requires a removal of those unused IP addresses.

Custom Timeout

Enter a time period (minimum: 300 seconds).

The PCE performs the following actions:

Waits for the specified time period for the VEN to heartbeat.

Quarantines those workloads that do not respond within that time period.

Removes the quarantined workloads IP addresses from its active policy.

Pushes an updated policy to the peer workloads that were previously allowed to commu-
nicate with the quarantined workloads.

AwNn =

Disconnect and Quarantine Warning

Sets how much time must elapse before the PCE emits a warning event to indicate that the
VEN missed heartbeats. The server VEN will appear in a warning state on the VEN pages.

The default settings are:

13
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* Server VENs: Wait one-quarter of the Disconnect and Quarantine Timer.
e Endpoint VENSs: Disabled.

Wait one-quarter of the Disconnect and Quarantine Timer - (Default) (applies to Server VENs
only)

The PCE performs the following actions:

1. Wait one-quarter of the Disconnect and Quarantine Timer setting for the server VEN to
heartbeat before emitting a warning event indicating that the server VEN has missed
heartbeats. The server VEN appears in a warning state on the VEN pages.

2. If the Disconnect and Quarantine Timer is set to Never remove IP addresses - Highest
Availability, the PCE emits a warning event 15 minutes after receiving the previous VEN
heartbeat.

3. If you set a custom time of 20 minutes or less for the Disconnect and Quarantine Timer
and the PCE receives no heartbeat from the VEN at least 5 minutes after receiving the
previous heartbeat, the PCE emits a warning event to indicate the missed heartbeat. The
endpoint VEN will appear in a warning state on the VEN pages.

Custom Timeout (applies to Server and Endpoint VENS)

Enter a time period greater than 5 minutes (300 seconds) and less than the value specified
for the Disconnect and Quarantine Timer.

1. Waits for the specified time period for the VEN to heartbeat.
2. VENSs appear in a warning state on the VEN pages.

Set the IP Version for Workloads

This section describes how to enforce a preference for IPv4 over IPv6 addresses.

Change Linux Workloads to Prefer IPv4

To ensure that your paired Linux VEN workloads prefer IPv4 over IPv6 addresses in your PCE
organization, edit the / et ¢/ gai . conf file on the VEN by adding the following line:

precedence ::ffff:0:0/96 100

This change will cause get addri nf o system calls to return the IPv4 addresses before IPv6
addresses.

This method works when you assign IPv4 addresses to your workloads. However, it doesn't
work when your workloads only have IPv6 addresses (meaning, no IPv4 addresses for the
hosts) or the software installed is hard coded to look for IPv6 addresses.

Change Windows Workloads to Prefer IPv4

When you choose to allow only IPv4 traffic for your PCE organization, the VENs on your
workloads drop IPv6 traffic when they are in Enforced mode. This decision can lead to delays
and communication failures in applications because applications will wait for IPv6 connection
attempts to time out before attempting to connect over IPv4.

14
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The problem occurs because, by default, the Windows OS prefers IPv6 over IPv4 and will
attempt to connect over IPv6 before IPv4. As a workaround, you can change the order of
connection attempts so that IPv4 is preferred over IPv6. With this change, applications will
connect over IPv4 first and succeed or fail as governed by the workload's firewall policies.

For information about changing the connection order to prefer IPv4 over IPv6, see the Micro-
soft KB article Guidance for configuring IPv6 in Windows for advanced users.

As explained in the KB article, run the following command and reboot the Windows work-
load:

reg add hkl m system currentcontrol set\services\tcpi p6\paraneters /v
Di sabl edConponents /t REG DWORD /d 0x20

To avoid rebooting the Windows workload, run the following commands:

netsh interface i pvé delete prefixpolicy ::ffff:0:0/96
netsh interface i pvé add prefixpolicy ::ffff:0:0/96 60 4

Manage Security Settings

You can manage security settings by accessing the page Settings => Security:

Security for Options Description
VENS (Versions IPv6e Allow IPv6 traffic Allowed based on policy
20.2.0.and traffic
higher)
Block IPv6 traffic Blocked only in Enforcement state. Always allowed on AIX

and Solaris workloads

VENS (Versions IPv6 Allow IPv6 traffic All IPv6 traffic allowed
lower than traffic
20.2.0)
Block IPv6 traffic Blocked only in Enforcement state. Always allowed on AIX

and Solaris workloads

IKE Authentica- Au- PSK Use Pre-shared Keys for authentication
tion thenti-
cation
type
Certificate Use certificates for authentication
Public cloud NAT Private Data Center For workloads in a known public cloud (such as AWS or
configuration Detec- or Azure) the public IP address of the workload as seen by
tion the PCE is distributed along with the IP addresses of the
interfaces on the workload. Use this setting only if there
Public Cloud with are no shared SNAT IP addresses for egress traffic from
1.1 NAT (default) the public cloud workloads.

15
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Security for Options Description
Public Cloud with The PCE will ignore the public IP address of the workload
SNAT/NAT Gate- in policy computation. This setting is used in environments
way (recommen- where workloads in a known public cloud (e,g, AWS or
ded setting if us- Azure) that connect to other workloads or the PCE out-
ing a NAT gateway side the VPC or cloud via the SNAT IP address or SNAT
in AWS or Azure pool (e,g, NAT Gateway in AWS) as the public IP seen by
or the default out- the PCE is nit specific to any workloads. Only the IP ad-
bound access in dress of the network interfaces on the workload (usually
Azure the private IP addresses) is distributed in the policy.

Enable IP Forwarding

(For Linux VENs only)

In PCE versions earlier than 21.5.10, IP forwarding is automatically enabled for hosts in a
container cluster that is reported by Kubelink to the PCE or hosts explicitly set to use the
Container Inherit Host Policy feature.

Starting in PCE version 21.5.10, you can enable IP forwarding on hosts without using any
container segmentation features. To enable this feature, contact lllumio Support.

1. In the PCE web console, choose Security > IP Forwarding. The |IP Forwarding tab appears
if the feature is enabled.

NOTE

Use the API call to the PCE to enable this feature so it appears in the
Security menu as an option.

2. In this tab, you can use labels and label groups to enable IP forwarding for the workloads
that match the label combination. Use combinations of Role, Application, Environment,
and Location labels and label groups in the same way that you would to specify work-
loads for any other purpose; for example, in a Rule or any of the tabs under the Security
Settings page.

Workloads with IP forwarding enabled will configure the host firewall to allow all forwarded
traffic without visibility, including traffic forwarded through the host.

SecureConnect Setup

Enterprises have requirements to encrypt in transit data in many environments, particularly in
PCl and other regulated environments. Encrypting in transit data is straightforward for an en-
terprise when the data is moving between datacenters. An enterprise can deploy dedicated
security appliances (such as VPN concentrators) to implement IPsec-based communication
across open untrusted networks.

However, what if an enterprise needs to encrypt in transit data within a VLAN, datacenter,
or PCI environment, or from a cloud location to an enterprise datacenter? Deploying a dedi-
cated security appliance to protect every workload is no longer feasible, especially in pub-

16
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lic cloud environments. Additionally, configuring and managing IPsec connections becomes
more difficult as the number of hosts increases.

SecureConnect Features

SecureConnect has the following key features.

Supported Platforms

SecureConnect works for connections between Linux workloads, between Windows work-
loads, and between Linux and Windows workloads.

IPsec Implementation
SecureConnect implements a subset of the IPsec protocol called Encapsulating Security

Payload (ESP), which provides confidentiality, data-origin authentication, connectionless in-
tegrity, an anti-replay service, and limited traffic-flow confidentiality.

In its implementation of ESP, SecureConnect uses IPsec transport mode. Using transport
mode, only the original payload is encrypted between the workloads. The original IP header
information is unchanged so all network routing remains the same. However, the protocol
being used will be changed to reflect the transport mode (ESP).

Making this change causes no underlying interfaces to change or be created or any other
underlying networking infrastructure changes. Using this approach simply obfuscates the
data between endpoint workloads by encrypting the data between them.

If SecureConnect is unable to secure traffic between two workloads with IPsec, it will block
unencrypted traffic when the policy was configured to encrypt that traffic.

IKE Versions Used for SecureConnect

SecureConnect connections between workloads use the following versions of Internet Key
Exchange (IKE) based on workload operating system:

e Linux & Linux: IKEv2
* Windows < Windows: IKEV]
* Windows « Linux: IKEV1

For a list of supported operating systems for managed workloads, see VEN OS Support and
Package Dependencies on the Illumio Support portal.

Existing IPsec Configuration on Windows Systems

Installing a VEN on a Windows system does not change the existing Windows IPsec configu-
ration, even though SecureConnect is not enabled. The VEN still captures all logging events

(event .l og, pl atform | og) from the Windows system that relate to IPsec thereby tracking

all IPsec activity.

17
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Performance

The CPU processing power that a workload uses determines the capacity of the encryption.
The packet size and throughput determine the amount of power that is required to process
the encrypted traffic using this feature.

In practice, enabling SecureConnect for a workload is unlikely to cause a big spike in CPU
processing or a decrease in network throughput. However, lllumio recommends benchmark-
ing performance before enabling SecureConnect and comparing results after enabling it.

Prerequisites, Limitations, and Caveats

Before configuring your workloads to use SecureConnect, review the following prerequisites
and limitations, and consider the following caveats.

VEN Versions

To use PKI certificates with SecureConnect, your workloads must be running VEN version 17.2
or later.

Maximum Transmission Unit (MTU) Size

IPsec connections cannot assemble fragmented packets. Therefore, a high MTU size can
disrupt SecureConnect for the workloads running on that host.

llumio recommends setting the MTU size at 1400 or lower when enabling SecureConnect for
a workload.

Ports

Enabling SecureConnect for a workload routes all traffic for that workload through the
SecureConnect connection using ports 500/UDP and 4500/UDP for NAT traversal and for
environments where ESP traffic is not allowed on the network (for example, when using
Amazon Web Services). You must allow 500/UDP and 4500/UDP to traverse your network
for SecureConnect.

Unsupported SecureConnect Usage
SecureConnect is not supported in the following situations:

* SecureConnect cannot be used between a workload and unmanaged entities, such as the
label “Any (0.0.0.0/0 and ::/0” (such as, the internet).

* SecureConnect is not supported on virtual services.

» SecureConnect is not supported on workloads in the Idle policy state. If you enable it for
a rule that applies to workloads that are in both Idle and non-Idle policy states, you can
impact the traffic between these workloads.

* SecureConnect is not supported on AlIX and Solaris platforms.

SecureConnect and Build and Test Policy States
When you configure workloads to use SecureConnect be aware of the following caveat.

18
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SecureConnect encrypts traffic for workloads running in all policy states except Idle. If mis-
configured, you could inadvertently block traffic for workloads running in the Build and Test
policy states.

SecureConnect Host-to-Host Encryption
When you configure workloads to use SecureConnect be aware of the following caveat.

SecureConnect encrypts traffic between workloads on a host-to-host basis. Consider the
following example.

v 1 iriva-Scope Fule | + | | Reomer Aok 1=1af 1 Total

B No. PrvisionSatus  Satus Providens Providing Senvce Consumers Pt

x o N ) (== 7

In this example, it appears that enabling SecureConnect will only affect MySQL traffic. How-
ever, when you enable SecureConnect for a rule to encrypt traffic between a database work-
load and a web workload over port 3306, the traffic on all ports between the database and
web workloads is protected by IPsec encryption.

Use Pre-Shared Keys with SecureConnect

SecureConnect supports the use of pre-shared keys (generated by the PCE) or client-side
PKI certificates for IKE authentication.

You can configure SecureConnect to use pre-shared keys (PSKs) to build IPsec tunnels that
are automatically generated by the PCE. SecureConnect uses one key per organization. All
the workloads in that organization share the one PSK. SecureConnect uses a randomly gen-
erated 64-character alpha-numeric string, for example:

c4aeb6230c508063db3e3elf ac185bea9c4d17b4642a87e091d11c9564f bd075

When SecureConnect is enabled for a workload, you can extract the PSK from a file in

the /opt/illum o directory, where the VEN stores it. You cannot force the PCE to regener-
ate and apply a new PSK. If you feel the PSK has been compromised, contact Technical
Support.

S NOTE
[llumio customers accessing the PCE from the Illumio cloud can have multiple
Organizations. However, the lllumio Core PCE does not support multiple Or-
ganizations when you have installed the PCE in your datacenter.

asfasdfasdf
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Configure SecureConnect to Use Pre-Shared Keys

You can configure SecureConnect to use pre-shared keys (PSKs) for IKE authentication and
IPsec communication between managed workloads. SecureConnect uses one key per Organ-
ization. All the workloads in that organization share the one PSK. SecureConnect generates a
random 64-character alpha-numeric string for this key.

1. From the PCE navigation menu, choose Settings > Security Settings.
2. Choose Edit > Configure SecureConnect.
The page refreshes with the settings for SecureConnect.
3. In the Default IPsec Authority field, select the PSK option.
4. Click Save.

Use PKI Certificates with SecureConnect

SecureConnect allows you to use client-side PKI certificates for IKE authentication and IPsec
communication between managed workloads. If you have a certificate management infra-
structure in place, you can leverage it for IKE authenticate between workloads because it
provides higher security compared to using pre-shared keys (PSKs).

Certificate-based SecureConnect works for connections between Linux workloads, between
Windows workloads, and between Linux and Windows workloads.

The IPsec configuration uses the certificate with the distinguished name from the issuer field
that you specify during PCE configuration for IKE peer authentication.

Requirements and Caveats

* You must have a PKI infrastructure to distribute, manage, and revoke certificates for your
workloads. The PCE does not manage certificates or deliver them to your workloads.

e The PCE supports configuring only one global CA ID for your organization.

* Only use certificates obtained from trusted sources.

* The VEN on a workload uses a Certificate Authority ID (CA ID) to authenticate and estab-
lish a secure connection with a peer workload.

e Connected workloads must have CA identity certificates signed by the same root certifi-
cate authority. When workloads on either end of a connection use different CA IDs, the
IKE negotiation between the workloads will fail and the workloads will not be able to
communicate with each other.

Leaf certificate X.509 field requirement

* Version 3
e Subject Name DN must contain Common Name (example: OU=VEN, CN=centos6.ilabs.io)
* SubjectAltName (required for better compatibility) must contain an email address
field that is identical to the Common Name of DN (example: DNS:centos6, email:.cen-
tose@ilabs.io)
* Must contain key usage with
* Digital Signature
* Key Encipherment
* Data Encipherment
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* Key Agreement
e Must contain Extended key Usage with

e |PSec End System

* |[PSec User

e TLS Web Server Authentication (optional for macOS X compatibility)
* Must Contain Authority Key Identifier

Set up Certificates on Workloads

To use PKI certificates with SecureConnect, you must set up certificates on your Windows
and Linux workloads independently.

File Requirements

File Requirements
Issuer's cer- The global CA certificate, either root or intermediate, in PEM or DER format
tificate

NOTE
On Linux, the issuer's certificate must be readable by the Illumio user.

pkcs12 con- Archive containing the public key, private key, and identity certificate generated for the workload
tainer host.

Sign the identity certificate using the global root certificate.

You can password protect the container and private key but do not password protect the public
key.

Installation Locations
Windows Store

Use the Windows OS (for example Microsoft Management Console (MMC)) to import the
files into these locations of the local machine store (not into your user store).

* Root certificate: Trusted Root Certificate Store
* pkcsl12 container: Personal ("My") certificate store

Linux Directories
Copy the files into the following Linux directories. (You cannot change these directories.)

* Root certificate: /opt/illum o_ven/etc/ipsed. d/ cacert
* pkcsl2 container:/opt/illum o_ven/etc/ipsed.d/ private

Configure PKI Certificates

You can use client-side PKI certificates for IKE authentication and IPsec communication
between managed workloads. The PCE supports configuring only one global CA ID for your
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organization. Configuring SecureConnect to use certificates applies the setting to All Roles,
All Applications, All Environments, and All Locations.

Configuring SecureConnect to use PKI certificates in the global Security Settings page does
not manage certificates for your organization or deliver them to your workloads.

@ NOTE
You must set up certificates on your Windows and Linux workloads inde-
pendently. For information, see Requirements for Certificate Setup on Work-
loads [21].

Go to Settings > Security Settings.

Choose Edit > Configure SecureConnect.

In the Default IPsec Authority field, select Certificate Authority.

In the Global Certificate ID field, enter the distinguished name from the Issuer field of
your trusted root certificate. (This certificate is used globally for all workloads in your
organization enabled with SecureConnect.)

5. Click Save.

AwWN

AdminConnect Setup
Using AdminConnect, you can control access to network resources based on Public Key
Infrastructure (PKI) certificates. Because the feature bases identity on cryptographic identity

associated with the certificates and not IP addresses, mapping users to IP addresses (com-
mon for firewall configuration) is not required.

With AdminConnect, a workload can use the certificates-based identity of a client to verify
its authenticity before allowing it to connect.

For more information, SecureConnect Setup [16] and AdminConnect Setup [22].

Certificates for AdminConnect

AdminConnect relies on PKI certificates for relationship-based access control of workloads.

The feature uses the same certificate infrastructure enabled for SecureConnect. If you have
not set up a certificate for SecureConnect, see Configure SecureConnect to Use Certifi-
cates [21].

The same prerequisites and limitations for certificate setup apply to AdminConnect. Addi-
tionally, because you can use AdminConnect to control access for laptops, certificates on
laptops must meet these additional requirements:
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e The certificate must have a unigue Subject Name and Subject Alt Name.
* The certificate must be enabled with all extended key usage to check trust validation.

Secure Laptops with AdminConnect

You can use lllumio to authenticate laptops and grant them access to managed workloads. To
manage a laptop with AdminConnect, complete the following tasks:

—

Deploy a PKI certificate on the laptop. See Certificates for AdminConnect. [22]

2. Add the laptop to the PCE by creating an unmanaged workload and assign the appropri-
ate labels to it to be used for rule writing

3. Create rules using those labels to grant access to the managed workloads. For informa-
tion, see "Enable AdminConnect for a Rule” in the Security Policy Guide.

4. Configure IPsec on a laptop.

To add a laptop to the PCE by creating an unmanaged workload:

To manage a laptop with AdminConnect, add the laptop to the PCE as an unmanaged
workload.

—

Choose Workloads > Add > Add Unmanaged Workload.

Complete the fields in the General, Labels, Attributes, and Processes sections.

3. In the Machine Authentication ID field, enter all or part of the DN string from the Issuer
field of the end entity certificate (CA Subject Name). For example:

CN=win2k12, O=lllumio, OU=Portal, ST=CA, C=US, L=Sunnyvale

N

TIP
Enter the exact string that you get from the openssl command output.

4, Click Save.

To configure IPsec on a laptop:

To use the AdminConnect feature with laptops in your organization, you must configure
IPsec for these clients.

See the Microsoft Technet article Netsh Commands for Internet Protocol Security (IPsec) for
information about using netsh to configure IPsec.

See also the following examples for information about the IPsec settings required to manage
laptops with the AdminConnect feature.

PS C.\ W NDOAE\ syst enB2> net sh advfirewal | show gl obal

G obal Settings:

| Psec:
St r ongCRLCheck 0: Di sabl ed
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SAl dl eTi meM n 5min

Def aul t Exenpt i ons Nei ghbor Di scovery, DHCP
| PsecThr oughNAT Server and client behind NAT
Aut hzUser G p None

Aut hzComput er G p None

Aut hzUser G pTr anspor t None

Aut hzConput er G pTr anspor t None

St at ef ul FTP Enabl e

St at ef ul PPTP Enabl e

Mai n Mode:

KeyLi fetinme 60m n, Osess

SecMet hods ECDHP384- AES256- SHA384
For ceDH Yes

Cat egori es:

Boot Ti meRul eCat egory W ndows Firewal |

Fi rewal | Rul eCat egory W ndows Firewal |

St eal t hRul eCat egory W ndows Firewal |
ConSecRul eCat egory W ndows Firewal |

(0’8

PS C.\ W NDOWB\ syst en82> netsh advfirewal |l consec show rule nane=all

Rul e Nane: t el net

Enabl ed: Yes

Profiles: Domai n, Pri vate, Public
Type: Static

Mode: Transport

Endpoi nt 1: Any

Endpoi nt 2:

10. 6. 3. 189/ 32, 10. 6. 4. 35/ 32, 192. 168. 41. 163/ 32

Port 1: Any

Port 2: 23

Pr ot ocol : TCP

Acti on: Requi r el nRequi r eQut

Aut h1: Conput er Ker b, Conput er Cert
Aut h1CANane: CN=MACA, O=Conpany, QOU=engi neeri ng,
S=CA, C=US, L=Sunnyval e, E=user @anpl e.com

Aut h1Cer t Mappi ng: No

Aut h1Excl udeCANane: No

Aut h1Cert Type: I nt er medi at e

Aut hlHeal t hCert : No

Mai nMbdeSecMet hods: ECDHP384- AES256- SHA384
Qui ckModeSecMet hods: ESP: SHA1- AES256+60m n+100256kb
Appl yAut hori zat i on: No

K.
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Access Configuration for PCE

This section describes how to configure the PCE to control access.

Role-based Access Control

This section describes the concepts of role-based access control (RBAC) and how it works
with the PCE.

Overview of Role-based Access Control

Security-oriented companies should grant employees the exact permissions they need based
on their role. lllumio Core uses role-based access control (RBAC) to deliver security at an
enterprise scale in the following ways:

* Assign your users the least required privilege they need to perform their jobs.
Limit access for your users to the smallest operation-set they need to perform their jobs;
for example, monitor for security events.

* Implement separation of duties.
Delegate the responsibility to manage a zone to a specific team or delegate authority
to application teams; for example, delegate a team to manage security for the US-West
Dev zone, or assign the DevOps team to set security policy for the HRM application they
manage.

* Grant access to users based on two dimensions: roles and scopes.
Each role grants access to a set of capabilities in Illumio Core. Scopes define the workloads
in your organization that users can access and are based on three labels: Application,
Environment, and Location. The scopes specify the boundaries of the sphere of influence
granted to a user.
For example, a user can be added to the Ruleset Provisioner role with the scope Appli-
cation CRM, Environment Staging, and Location US. With that access, the user could
provision rulesets for workloads that are part of your CRM application in the Staging
environment located in the US.

e Centrally manage user authentication and authorization for Illumio Core.
Configure single sign-on with your corporate Identity Provider (IdP) and designate which
external IdP groups should have access roles. Group membership is managed by your IdP
while resource authorization is configured in [llumio Core.

Use Cases

llumio designed our RBAC feature around a set of use cases based on the way that enter-
prises manage the security of the computing assets in their environment. These use cases
encompass common security workflows for the modern, security-conscious enterprise. The
personas include different levels of security professionals.

Support the Security Workflow

Customers can configure the RBAC feature to support any type of responsibility bifurcation
that they have in their workflow models. For example, the following workflows are supported:
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* Architect-level professionals define all security policy for an enterprise by adding rulesets
and rules in the PCE.

» Junior-level professionals provision rulesets and rules to workloads during maintenance
windows. Junior personnel cannot edit any policy items in the Illumio PCE.

* Some users only view the infrastructure and alert senior team members when security
issues occur.

Manage Security for Specific Workloads

When you combine lllumio Core RBAC roles with scopes, you can secure access for IT teams
who support specific applications or different geographic locations. For example, customers
could delegate authority for workloads in the following ways:

* To manage security for workloads around silos; for example, a particular cloud provider like
AWS.

» To decentralize their security policy to specific application teams allowing them to act
quickly when managing application security without waiting for the central security team.

» To bifurcate the security of their infrastructure in such a way that one user is responsible
only for the West coast assets and another user is responsible for the East coast assets.

Features of Role-based Access Control

Built-in Roles

llumio Core includes seven roles that grant users access to perform operations. Each role is
matched with a scope. See About Roles, Scopes, and Granted Access [27] for information.

Granular Permissions

You can assign multiple roles to one user and by mixing and matching the different roles, you
can achieve different levels of granularity of permissions.

You can grant different permissions to different users for different resources by defining
scopes. For example, you might allow some users complete access to add rulesets for all
workloads in your staging environment. For other users, you might grant access to all work-
loads in all environments. Users can be assigned exactly one role, representing their singular
job function while other users can be assigned multiple roles, representing multiple job func-
tions.

Identity Federation Using External Users and Groups

You can connect to external LDAP directories to manage users and user groups by configur-
ing single sign-on (SSO) for the PCE.

Using this feature, you can create and manage users locally in PCE, or use an IdP to manage
users and user groups from an existing directory. External user and user groups authenticate
with the external IdPs.

Custom Role Assignments
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You can customize access to suit your organization by specifying specific scopes for the
Ruleset Manager and Ruleset Provisioner roles.

Audit Information
You can access an audit trail of user activity through the following reports:

* The User Activity page, which displays the authentication details for each user, when they
logged in, and whether they are online.

* The Organization Events page, which displays when Organization Owners granted users
access, when users logged in and out, and the actions they performed.

About Roles, Scopes, and Granted Access

[llumio Core includes seven roles that grant users access to perform operations. Each role is
matched with a scope. You can add users (local and external) and groups to all the roles.

Roles with Global Scopes

These Global Roles use the scope All Applications, All Environments, and All Locations. You
cannot change the scope for these roles. The roles have the following capabilities in [llumio
Core.

Role Granted Access

Global Organization Own- Perform all actions: add, edit, or delete any resource, security settings, or user account
er

Global Administrator Perform all actions except user management: add, edit, or delete any resource or

organization setting
Global Read Only View any resource or organization setting
They cannot perform any operations.
Global Policy Object Pro- Provision rules containing IP lists, services, and label groups

visioner

They cannot provision rulesets, virtual services, or virtual servers, or add, modify, or
delete existing policy items.

NOTE

You can add, modify, and delete your API keys because you own them.

About the Read Only User Role

The Read Only User role applies to all users in your organization—local, external, and users
who are members of external groups managed by your IdP. This role allows users to view
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resources in lllumio Core when they are not explicitly assigned to roles and scopes in the
PCE.

For example, you configure single sign-on for your corporate Microsoft Active Directory
Federation Services (AD FS) so that users managed by AD FS can log into the PCE by
using their corporate usernames and passwords. However, you haven't added all your exter-
nal users to the PCE or assigned them to roles. These users can still log into the PCE by
authenticating with the corporate IdP and view resources in the PCE.

The Read Only User role is not listed in the Role-Based Access > Global Roles or Scoped
Roles pages because it is considered a default, catchall type of role. Users have access to
this role on an organization-wide basis because you either enable or disable it for your entire
organization. Additionally, you do not see it in the list of a user's role assignments when

you view the user’s details page (Role-Based Access > Users and Groups). However, when
the role is enabled for your organization, you see it listed in the Role-Based Access > User
Activity details for each user.

NOTE

You can enable and disable the Read Only User role from the Role-Based
Access > Global Roles > Global Read Only page.

When the Read Only User role is disabled for your organization, users who are not assigned
to roles cannot access lllumio managed resources. When attempting to log into the PCE, they
are still authenticated by their corporate IdP but the PCE immediately logs them out because
they do not have access (even read-only access) to any lllumio managed assets.

Roles with Custom Scopes
You can apply the following roles to specific scopes. These roles are called “Scoped Roles.”

Role Granted Access

Full Rule- * Add, edit, and delete all rulesets within the specified scope.

set Man- * Add, edit, and delete rules when the provider matches the specified scope. The rule consumer can
ager match any scope.

NOTE
You can choose the All Applications, All Environments, and All Locations scope
with the Full Ruleset Manager role.
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Role Granted Access

Limited * Add, edit, and delete all rulesets within the specified scope.

Ruleset * Add, edit, and delete rules when the provider and consumer match the specified scope.

Manager * Ruleset Managers with limited privileges cannot manage rules that use IP lists, custom iptables rules,

user groups, label groups, iptables rules as consumers, or have internet connectivity.

NOTE
You cannot choose the All Applications, All Environments, and All Locations
scope with the Limited Ruleset Manager role.

Ruleset Provision rulesets within specified scope.
Provision-
er

NOTE
You can choose the All Applications, All Environments, and All Locations scope
and custom scopes with the Ruleset Provisioner role.

Workload Manage workloads and pairing profiles within the specified scope. Read-only access provided to all
Manager other resources.

NOTE

The 19.1.0 PCE does not support unpairing multiple managed workloads via the
REST API when you are logged in as a Workload Manager. You can unpair work-
loads using the PCE web console because it restricts selection of workloads by
the user's scope. However, via the REST API, the bulk unpair operation fails when
multiple workloads are selected and one or more of the workloads are out of the
user's scope.

Workload Manager Role

Use Case 1

You want to use scripts in your development environment to programmatically spin up and
bring down workloads; your scripts create pairing profiles and generate pairing keys without
you granting elevated Admin privileges to the scripts.

Use Case 2

Your application teams are in charge of changing the security posture of workloads, such as
changing the policy enforcement states. You want to allow your application teams to manage
workload security without granting them broad privileges, such as All | All | All access.

Use Case 3

You want to prevent your PCE users from accidentally changing workload labels by moving
the workloads in Illumination.

Solution
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Users with the Workload Manager role can create, update, and delete workloads and pairing
profiles. This role is a scoped role; when you assign a user to a scope, they can only manage
workloads within the allocated scope. The Workload Manager can pair, unpair, and suspend
VENs and change the policy state. It is an additive role; you can assign the Workload Manag-
er role to a user and combine it with any other PCE role to provide additional privileges for
that user.

Configuration

Create a local user with “None” or Global Read Only role.

Assign the Workload Manager role to the user.

(Optional) Provide the invitation link to the new workload manager user.

The workload manager can then log into the PCE and manage workloads and pairing
profiles per the allocated scope.

AWN S

The Workload Manager role is available under Scoped Roles. Users assigned this role can
view applications that are outside their scopes but can only modify those applications that
are within their scopes.

NOTE

A workload manager user cannot clear traffic counters from workloads within
their scope.

Example: Limited Ruleset Manager Role
A user has the role Full Ruleset Manager role and access to the following scope:

All Applications | Production Environment | All Locations
The user can create and manage:

* Any ruleset that matches the Production environment

e Intra- or extra-scope rules that match this scope:
All Applications | Production Environment | All Locations
Where the provider and consumer of the rule are both within the Production environment
scope.

For intra-scope rules, all workloads can communicate within their group (as defined by the
scope), so the rule consumer is not restricted. However, in extra-scope rules, the Environment
label of the resource selected as the consumer must match the label in the scope exactly.

The user cannot create a rule with the scope “All | All | All” because that scope is broader
than the user's access, which is only for the Production environment.

Because the user is a member of the Limited Ruleset Manager role, the user cannot manage
custom iptables rules and the following resources cannot be selected as consumers in extra-
scope rules:

30



PCE Administration

* |P lists

* Label groups
* User groups
* Workloads

Combine Roles to Support Security Workflows

lllumio includes fine-grained roles to manage security policy. The roles control different as-
pects of the security workflow. By mixing and matching them, you can effectively control the
access needed by your company.

Ruleset Only Roles

You can add users to the Full Ruleset Manager and Ruleset Provisioner roles so that they
can edit the security policies on the workloads within their assigned scopes without affecting
other entities, such as services, virtual services, or virtual servers.

These users can write rules for their workloads and provision them when the rules do not
have dependencies on global objects, such as services or IP lists.

Ruleset Plus Global Policy Object Provisioner Roles

You can add users to the Ruleset Manager (Full or Limited) role and the Global Policy Object
Provisioner role so that they can control the security policy for workloads.

These users can create rulesets within their assigned scopes and write rules that are not de-
pendent on global objects. However, they can provision any workloads, even those containing
services, |P lists, and label groups.

Global Organization Owner or Administrator Roles

You can add architect-level professionals to the Global Organization Owner or Global Admin-
istrator role so that they can define all security policy for an enterprise.

They have the capability to modify global objects, such as services and labels, add work-
loads, pair workloads, and change workload modes to function as a security policy adminis-
trator.

Role Access is Additive

In the following example, Joe Smith is added to two user roles and one external group and
each is assigned a specific role and scope. Joe's ability to manage security for his company is
a union of the roles and scopes he is assigned to.
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Frincipal Role Scope
joe.smithi@xyz.com Ruleset Provisioner [Prod]
joe.smith@xyz.com joe.smithi@xyz.com Ruleset Manager [Azure]
devops Global Objects Provisioner Al AL Al
All, All, Azure Write Rulesets Editing
Provider: All, All, Azure  Writa Rule Editing
All, Prod, All Wite Rulesets Provisioning Read Any
scope
All, Adl, All Write Global Objects Provisioning

Everything Else

Example Role Workflows

The following example shows the hand offs between a user who is a member of the Global
Organization Owner role and a member of a Ruleset Manager role.

1. An Organization Owner grants access to one or more scopes for a Ruleset Manager by
selecting specific labels, which define the permitted scopes for the Ruleset Manager.

2. The Ruleset Manager logs in and creates rules that conform to the specified scopes, as
defined by the labels that are accessible to that user.

3. The Ruleset Manager has read-only access to all other PCE resources, such as services or
rulesets with different scopes from the scopes that the Ruleset Manager can access.

4. The Organization Owner reviews the rules created by the Ruleset Manager and provisions
them as needed.

Prerequisites and Limitations

* You must be a member of the Global Organization Owner role to manage users, roles, and
scopes in the PCE.

* Configuring SSO for an lllumio supported IdP is required for using RBAC with external
users and groups.

If you have not configured SSO, you can still add external users and external groups to the
PCE; however, these users will not be able to log into the PCE because they will not be able
to reach the IdP or SAML server to authenticate.

* [llumio resources that are not labeled are not access restricted and are accessible by all
users.

« External users who are designated by username and not an email address in your IdP will
not receive an automatic invitation to access the PCE. You must send them the PCE URL so
they can log in.

* You cannot change the primary designation for users and groups in the PCE; specifically,
the email address for a local user, the username or email address for an external user, or
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the contents of the External Group field for an external group. To change these values, you
must delete the users or groups and re-add them to the PCE.

« An App Owner who is in charge of the application in both production and development
environments does not have permissions to write extra-scope rules between production
and development.

Local users are not locked out of their accounts when they fail to log in. After 5 consecutive

failures, the PCE emails the user that their account might be compromised.

Locked users retain all their granted access to scopes in the PCE; however, they cannot log
into the PCE.

Setup for Role-based Access Control

This section describes how to configure role-based access control (RBAC) for the PCE.

NOTE

Permission to configure these settings is dependent on your role.

Add a Scoped Role

Add a scoped role to create fine-grained access control to manage security policy for your
workloads.

By defining scopes, you can grant different permissions to different users for different re-
sources. For example, you might allow some users to add rulesets for all workloads in your
staging environment. You might grant access to all workloads in all environments for other
users.

When adding a scoped role:

e use the Access Wizard

* Define the scope of the role by selecting labels or label groups for applications, environ-
ment, and location.

* Add a local user, external user, or user group to the role.

» Select roles and confirm your choice.

Manage a Local User
Local users are created in the PCE (an IdP does not manage them). When they log into the

PCE, they must enter their email addresses and passwords. The lllumio PCE encrypts and
stores their passwords.

33



PCE Administration

When you install the PCE, the first user account it creates is a local user. You can create
additional local users as a backup in case your external IdP goes offline or the SAML server is
inaccessible.

To add a local user:

e In the Local Users tab, click Add.
* Enter a name and an email address. The email address must use the format
XXXX@YYYY.zzzz and be 255 characters or less.

You can add email addresses with an apostrophe (') in them. In the PCE, you can have
duplicate names for local users, but you cannot have duplicate email addresses.

The PCE emails the user to the address you specified an invitation to with a link to create
their lllumio user account. The link in the invitation email is valid only for 7 days, after which
it expires.

* Select a role for the user: None, Global Organization Owner, Global Administrator, or Global
Read Only.

You can change a user’'s role membership after adding them by going to the user's details
page or from a role details page. The "My Roles" feature allows you to view the list of
assigned permissions (roles).

To remove a local user

Select it in the Users and Groups and remove it.

When you remove a local user while the user is online, the PCE logs the user out as soon as
the user is removed.

The user is removed from the Local Users tab; however, the user remains in the User Activity
page and is designated as offline. The user's actions remain in the Organization Events page.

You can re-add the user to the PCE as a local or external user with the same name and email
address or username.

To edit a local user

In Users and Groups, find the user you want to edit. change the user's name and save.

You cannot edit a user's email address. You must remove and re-add the user with the new
email address.

Changing a local user's name only changes it in the RBAC Roles and Users and Groups
pages. The name is not changed in the user's profile or on the RBAC User Activity pages.

NOTE

Local and external users can change their names when they create their ac-
counts or from their profiles.
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To convert a local user

In Users and Groups, select the name of the user and click Convert.

You can convert a local user to an external user so that your corporate |IdP manages the user
authentication credentials. When you convert a user to an external user, the user retains all
their role memberships.

To invite a local user

In Users and Groups, select the name of the user and click Re=invite.

You can send a new email to users to create their account when they haven't responded to
the original email. An invitation remains valid for 7 days.

To lock or unlock a local user

In Users and Groups, select the name of the user and click Loek.

Local users are locked out of their accounts when they fail to log in after five consecutive
failures.

Locked users retain all their granted access to scopes in the PCE; however, they cannot log
into the PCE. When an account is locked, the PCE web console reports that the username or
password is invalid even when a user enters valid credentials. The user's account resets after
15 minutes and does not require an lllumio administrator to unlock it.

Add or Remove an External User

Using RBAC, you can control access to lllumio Core for users who a corporate IdP externally
authenticates. Your corporate IdP manages authentication so that when these users log into
the PCE, they are redirected to the IdP to authenticate. The PCE does not validate their
usernames or passwords.

Using RBAC, you control the access external users have to lllumio Core features and func-
tionality. When you add an external user to the PCE, you specify that user's access by
assigning the user to lllumio roles and scopes.

To add an extemal user:

Use the External Users tab to click Add and enter a name, email address, or username.

Whether you enter an email address or username for the user depends on how you have
configured your IdP to identify corporate users. The username can contain up to 225 alpha-
numeric and special characters (. @/ _ % + -). In the PCE, you can have duplicate names for
external users, but you cannot have duplicate email addresses or usernames.
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When your IdP is configured to identify users by using email addresses, the PCE emails the
user at the address you specify an invitation with a link to create their lllumio user account.
If your IdP is configured to use usernames, you must provide the user your lllumio PCE web
console URL.

Select the role: None, Global Organization Owner, Global Administrator, or Global Read Only.

Users without a role (None) can still log into the PCE to view resources when Read Only
User access to the PCE is enabled. You can enable and disable Read Only User access in the
Global Read Only role.

You can change a user’'s role membership after adding them by going to the user's details
page or from a role details page.

To change an external user's name, click Edit User from the user's details page. You cannot
edit the email address or username for an external user. You must remove and re-add the
user with the new information.

To remove an external user:

Use the External Users tab to select the user you want to remove and click Remove.

Removing an external user removes the user from the External Users tab and all the user's
RBAC role memberships. Your corporate IdP still manages the user's authentication.

If Read Only User access to the PCE is enabled for your organization, the user can still log
into the PCE and view resources after you remove the user.

When you remove an external user while the user is online, the PCE logs the user out for their
next action after being removed.

Add or Remove an External Group

The RBAC feature in lllumio Core integrates with the user groups maintained in your corpo-
rate |IdP so you can manage user authentication centrally for the Illumio Core. In the PCE, you
assign roles and scopes to the groups managed by your IdP to control the access that Illumio
users have to their lllumio managed resources.

With user groups, you can authorize your teams to manage the security for the applications
they manage without waiting for a centralized security team to delegate authority.

When a user who is a member of an external group logs into the PCE, the corporate IdP
authenticates the user and returns the list of groups the user belongs to. For each of those
groups, the PCE determines what roles and scopes are assigned to the group. The user is
granted access to the resources associated with the roles and scopes.
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A user can belong to multiple external groups. When a user belongs to multiple groups, the
user is granted access to lllumio resources based on the most permissive role and scopes
defined for each group.

To add an extermnal group:

* Use the External Users tab to add an external group

* In the External Group field, enter the group name as it's configured in your IdP.
In your IdP, the group is designated by a simple group name (for example, “Sales”) or by a
group name in distinguished name (DN) format (for example, “CN=Sales, OU=West”").
To verify the correct format to enter the PCE, check the memberOf attribute in the SAML
assertion from your IdP. The memberOf attribute is a multiple-value attribute that contains
a list of distinguished names for groups that contain the group.

To change an external group's name, click Edit Group from the group's details page. You
cannot edit the External Group field. You must remove and re-add the group with the new
information.

To remove an extemal group:Click Edit Group from the group's details page to change an
external group's name.

Use the External Users tab to remove an external group, select it, and click Remove.

Removing an external group from the PCE removes all the group's RBAC role memberships
and, therefore, removes access for all the group members. Your corporate IdP still manages
user authentication for the group members.

If Read Only User access to the PCE is enabled, the external group members can still log into
the PCE and view resources after you remove the group.

Change Users and Groups Added to Roles

When you change the membership for a role, the affected users must log out and log in to
access the new capabilities.

When you revoke a user's access to scopes or global objects while the user is online, the PCE
logs them out of the next action they can take after revoking their access.

e In Global Roles, click the name of the role you want to assign users or groups to

e To remove a user or group from the role, select it and click Remeove.

* To add a user or group to a role, click Add.

* From the first drop-down list, select what (Any Principal Type, Local Users, External Users,
or External Groups) you want to add to the role.
Selecting what you want to add filters the second list to display only those types of users
or user groups.

* Select the user or group to add to the role.

» Click Grant Access.

Alternatively, you can select users or groups to add to roles from the Role-Based Access >
User and Groups dctails pages, and select Add and follow the steps in the Access Wizard.
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View User Activity

You can access a historical audit trail of user activity through the following reports:

» User Actlvity: Go to Role-Based Access > User Activity

* Displays session details for each user, including their status, email address, and when
they were last logged in.

» Click a user to view all the roles and scopes that are assigned to that user.

The User Activity page also displays users who were removed and are designated as
offline.

S NOTE
The names that appear in the User Activity pages can be different from the
Role-Based Access > Users and Groups pages when users edit their pro-
files or an Organization Owner changes names in the Role-Based Access >
Users and Groups pages.

- Organization Events: Go to Troubleshooting > Organization Events

The Organization Events page provides an ongoing log of all events in the PCE. For exam-
ple, it captures actions, such as users logging in and logging out and failed log-in attempts,
when a system object is created, modified, deleted, or provisioned, and when a workload is
paired or unpaired.

Each of these events has a severity level and are exportable in JSON format. You can
narrow the search for many eventsby event type, severity, or time filters.

Change Your Profile Settings

If you want to change the password you use to access the PCE web console, you can do so
from your User menu located at the top right corner of the PCE web console.

To change your password

e In My Profile, click on Change Password.
* Enter your current password and then your new password twice.
* Click Change Password.

Color Vision Deficiency Mode

Users with color vision deficiency (Deuteranopia, Protanopia, or Tritanopia) can select Col-
or Vision Deficiency mode, making it easier for them to distinguish between blocked and
allowed traffic lines in the lllumination map. This mode can be enabled on a per-user basis.

The color vision deficiency mode is disabled by default.
To enable color vision deficiency mode
* In My Profile, Accessibility section, select the Color Visioin Deficiency button.
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NOTE

To restore the default setting, select the Normal Vision button.

Role-based Access for Application Owners

The enhancements made to the Role-based Access Control (RBAC) framework in the lllumio
Core 20.1.0 release enable organizations to address several use cases related to application
owners.

Overview

These enhancements include:

* Delegation of policy writing to downstream application teams.

* Assigning read-only privileges to application owners. Those users get read access based
on the assigned scopes.

« Flexibility to assign read/write or read-only privileges to the same user for different appli-
cations. For example, the same user can have read/write privileges in a staging environ-
ment but has read-only privileges in a production environment.

Although the RBAC controls in releases prior to lllumio Core 20.1.0 restricted "writes" based
on user role and scope, users had visibility into all aspects of the PCE irrespective of the
role. With these new RBAC controls, application owners get visibility into the applications
within their assigned scopes, specifically the PCE information relevant to their applications.
Depending on the user's role, application owners can:

« Read/write policies to manage application segmentation.

* View inbound and outbound traffic flows as well as use Explorer.

* View labeled objects used in policies.

* View details of global objects such as, IP Lists and Services used by their applications.

Benefits
The key benefits of the RBAC framework in the PCE are as follows:

* Provides a label based approach to define user permissions.

* Provides roles based on application owner personas to manage application segmentation.

* Provides a building block based approach to stack permissions for users.

« Offers flexibility to delegate read/write and read-only privileges to same user for different
sets of applications.

* Enables enforcement of least privilege by hiding information outside of an application
scope.

« Allows application owners to effectively manage segmentation for their applications.

Updates to Roles

lllumio Core provides two types of user roles - Global and Scoped. It also provides the ability
to stack multiple roles for the same user. A PCE owner can assign multiple roles to the same
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user. The resulting set of permissions is the summation of all permissions included with each
stacked. With these updates:

* Existing scoped roles were enhanced to restrict reads by scope.

* The new scope-based read-only role limits read access by labels.

* Scoped users get limited visibility into objects 1-hop away (this applies to Explorer, App
Group Maps, Rule Search, and Traffic).

* Global read-only is disabled by default for new PCE installations.

* PCE performance and scale enhanced to support concurrently active users.

Global Roles

Global roles allow the user to view everything and perform operations globally. The four
Global roles are :

* Global Organization Owner: Allowed to manage all aspects of the PCE, including user
management.

* Global Administrator: Allowed to manage most aspects of the PCE, except user manage-
ment.

* Global Viewer: Allowed to view everything within the PCE in a read-only capacity. This role
was previously called "Global Read-only".

* Global Policy Object Provisioner: Allowed to provision global objects that require provision-
ing, such as Services and Label Groups.

Scoped Roles

The Scoped roles are defined using labels. The permissions included with the assigned role
apply only to the assigned scope, where the scope is defined using a combination of as
many label types as you have defined (and with only one label value per type). To provide
permissions to different applications for a user, each of the application scopes has to be
added to the same user.

All the Scoped roles have been enhanced to restrict reads and writes by Scope. The Scoped
roles are :

* Ruleset Viewer: A new scope-based read-only role. A user with this role has read-only per-
missions within the assigned scope. The user can view policy, application groups, incoming
and outgoing traffic, and labeled objects, such as workloads, within the assigned scope.

* Ruleset Manager (Limited or Full): An existing scope-based read/write role. A user with
this role can read/write policy within the assigned scope. The user can also view applica-
tion groups, incoming and outgoing traffic, and labeled objects within the assigned scope.

* Ruleset Provisioner: This role allows a user to provision changes to scoped objects, pro-
vided the objects are inside the user's assigned scope. A user with this role can also
provision changes to policies within the assigned scope. The user can also view application
groups, incoming and outgoing traffic, and labeled objects within the assigned scope.

* Workload Manager: This role allows a user to perform workload-specific operations such as
pairing, unpairing, label assignment, and changing policy state. A user with this role cannot
view policies and traffic and cannot provision changes.
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Configuration

The Global Read-only user setting should be disabled to enforce scoped reads for users with
scoped roles. To disable this setting, make sure that the Read Only User setting under Acecess
Management > Global Roles > Global Viewer is sct to Off.

NOTE

In PCE versions 20.1.0 and higher, the Global Read-only user setting is disa-
bled by default.

On PCE versions upgraded from prior releases, this setting must be manually turned off for
users to have reads restricted by scope. If this setting is se Om, users with scoped roles will
get global visibility by default.

Figure 1. Global Viewer Setup

B8 Home > A Access  Giobal Roles @

[a@

Global Viewer & ?
Scope ) Al
Raola Clobal Viewer
Granted Access o
Read Only Usar Off Al users without role membership cannat log in Turn On
@ Add C Rafresh
1-50 of 90 Total ¥ >

Principals and Roles
Type * Mame Email/Usermname/Group Mame Roles

¥
i Aditeya aditeya_pandey@illumio.com Global Viewer
2 asdfasdf greg.konush+3203g@ilumio.com Global Viewsr
2 asdfasdf greg.konush+44@illumio.com Global Viewer
2 asdfasdf sadfsdafigillumic.com Global Viewer
2 asdfazdfdsaf asdfadsfi@illumio.com Global Viewsr

Manage Global Owners

Facet Searches for Scoped Roles

The Scopes page now features a search bar with auto-complete and facets. This is restricted
to users with a Global Organization Owner role. To use this feature, navigate to Access
Management > Scopes. The search bar allows Organization Owners to query a list of users
by a user's role. They can search by labels and label groups to get a list of users with the
selected label(s) in their assigned scope(s), or for users with no labels assigned. They can
also select Principals to search for a specific user.

Ruleset Viewer
Ruleset Viewer is a new scope-based read-only role. When assigned, a user get read-only vis-

ibility into the assigned application scope. As a Ruleset Viewer, you can view all the Rulesets
and Rules within the assigned scope. However, you cannot edit any of the rules or create new
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rules. You can use Policy Generator to preview the policies that will be generated. However,
you are not allowed to save policy after previewing it using Policy Generator.

A Ruleset Viewer is allowed to view everything that a Ruleset Manager with the same scope
is allowed to view. This includes traffic flows, labeled objects, application groups, global
objects, and so on. The only difference between a Ruleset Manager and a Ruleset Viewer is
the absence of write privileges for a Ruleset Viewer. A Ruleset Manager is allowed to create
and update policy within the application scope.

Scoped Roles and Permissions

The following table provides a summary of the different permissions provided with each of
the scoped roles.

* (R) = Restricted based on scope
* (T) = Restricted based on resource type

e --- = Not applicable

Page Ruleset Ruleset Ruleset Workload Application
Viewer Manager Provisioner Manager Owner
(Scoped (Combined
Read-Only) Permis-

sions)

Traffic - llumination, App Group, Explorer

lllumination Lo- --- --- - ---

cation Map

App Group Pol- Read (R) Read (R) Read (R) --- Read (R)

icy Map

App Group Vul- Read (R) Read (R) Read (R) --- Read (R)

nerability Map

App Group List Read (R) Read (R) Read (R) Read (R)

Explorer Read (R) Read (R) Read (R) Read (R)

Blocked Traffic Read (R) Read (R) Read (R) --- Read (R)

Policy

Policy Genera- Read (R) Read+Write Read (R) --- Read+Write

tor (R) R

Rulesets and Read (R) Read+Write Read (R) --- Read+Write

Rules (R) (R)

Rule Search Read (R) Read (R) Read (R) Read (R)

Policy Check Read (R) Read (R) Read (R) --- Read (R)

Provisioning Read (R) Read (R) Read+Write --- Read+Write

Draft Changes (R) (R)
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Page Ruleset
Viewer
(Scoped
Read-Only)

Policy Versions Read (R)

Provisioning Read (R)

Status

Labeled Objects

Workloads Read (R)

Container Read (R)

Workloads

Virtual Enforce- Read (R)

ment Nodes

Pairing Profiles -

Virtual Services Read (R)

Virtual Servers Read

Global Policy Objects

Services Read

IP Lists Read

User Groups Read

Labels Read

Label Groups Read

Segmentation
Templates

Role-Based Ac-
cess Global
Roles

Role-Based Ac-
cess Scoped
Roles

Role-Based Ac-
cess Users and
Groups

Ruleset
Manager

Read (R)

Read (R)

Read (R)

Read (R)

Read (R)

Read (R)

Read

Read
Read
Read
Read

Read

Ruleset
Provisioner

Read (R)

Read (R)

Read (R)

Read (R)

Read (R)

Read (R)

Read

Read

Read

Read

Read

Read

Workload
Manager

Read+Write
(R)

Read (R)

Read+Write
(R)

Read+Write
(R)

Read (R)

Read

Read
Read
Read
Read

Read

Application
Owner
(Combined
Permis-
sions)

Read (R)

Read (R)

Read+Write
(R)

Read (R)

Read+Write
(R)

Read+Write
(R)

Read (R)

Read

Read
Read
Read
Read

Read
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Page

Role-Based Ac-
cess User Activ-
ity

Load Balancers

Container Clus-
ters

Bi-directional
Routing Net-
works

Event Settings
Setting Security

Setting Single
Sign-On

Setting Pass-
word Policy

Setting Offline
Timers

VEN Library
My Profile
My API Keys
Other

Support Re-
ports

Events

Reports
Support

PCE Health
Product Version
Help

Terms

Privacy

Ruleset
Viewer
(Scoped
Read-Only)

Read+Write

Read+Write

Read (R, T)

Read

Read
Read
Read

Read

Ruleset
Manager

Read+Write

Read+Write

Read (R, T)

Read

Read
Read
Read

Read

Ruleset
Provisioner

Read+Write

Read+Write

Read (R, T)

Read

Read

Read

Read

Read

Workload
Manager

Read
Read+Write

Read+Write

Read+Write
(R)

Read (R, T)

Read

Read
Read
Read

Read

Application
Owner
(Combined
Permis-
sions)

Read
Read+Write

Read+Write

Read+Write
(R)

Read (R)

Read

Read
Read
Read

Read
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Page Ruleset Ruleset Ruleset Workload Application
Viewer Manager Provisioner Manager Owner
(Scoped (Combined
Read-Only) Permis-
sions)
Patents Read Read Read Read Read
About Illumio Read Read Read Read Read

Scoped Users and PCE

Each scoped role has different permissions that impact an application owner's visibility into
various aspects of the PCE. Application owners can be assigned scoped roles that come with
different permissions.

Navigation Menus

The PCE navigation menu options vary based on the user's role. The navigation menu options
available for Application Owner are limited. For example, a user is logged in as a Global
Organization Owner has more (complete) menu options displayed than when a user logs in
as a scoped user (Application Owner).

The following table provides the menu options available for different scoped users.

* Y = Yes (menu option is displayed for the user)
* N/A = Not applicable (menu option is hidden from the user)

Page Ruleset Ruleset Ruleset Workload

Viewer Manager Provision- Manager
er

Illumination Map N/A N/A N/A N/A

Role-based Access N/A N/A N/A N/A

Policy Objects > Segmentation Tem- N/A N/A N/A N/A

plates

Policy Objects > Pairing Profiles N/A N/A N/A Y

Infrastructure N/A N/A N/A N/A

Troubleshooting > Events N/A N/A N/A N/A

Troubleshooting > Support Reports N/A N/A N/A Y

Settings N/A N/A N/A See row below

Settings > VEN Library N/A N/A N/A Y

PCE Health N/A N/A N/A N/A
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Page

App Groups > Map

App Groups > List

App Groups > Vulnerability Map
Explorer

Policy Generator

Rulesets and Rules

Rule Search

Workload Management > Workloads

Workload Management > Container
Workloads

Workload Management > Virtual En-
forcement Nodes (Agents)

Provision > Draft Changes
Provision > Policy Versions

Policy Objects > IP Lists

Policy Objects > Services

Policy Objects > Labels

Policy Objects > User Groups
Policy Objects > Label Groups
Policy Objects > Virtual Services
Policy Objects > Virtual Servers
Troubleshooting > Blocked Traffic
Troubleshooting > Export Reports
Troubleshooting > Policy Check
Troubleshooting > Product Version
Support

My Profile

My Roles

Ruleset
Viewer

Ruleset
Manager

Ruleset
Provision-
er

Workload
Manager

N/A (App
Group Members
are visible)

Y

N/A
N/A
N/A
N/A

N/A

N/A

N/A

N/A

N/A
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Page Ruleset Ruleset Ruleset Workload

Viewer Manager Provision- Manager
er

My API Keys Y Y Y Y

Help Y Y Y Y

Terms Y Y Y Y

Patents Y Y Y Y

Privacy Y Y Y Y

About Illumio Y Y Y Y

Landing Page

The PCE landing page changes dynamically based on the user's role. The lllumination page
opens when you log in to your account as an Organization Owner. However, when you log in
as a Scoped user, the landing page changes to the App Groups List page where you can see
the list of App Groups assigned.

Labeled Objects

The scope of the user filters labeled objects, such as workloads. On the Workloads page,
you will only see the list of the workloads within the application scope. You cannot see any
workloads that are outside the application scope. This applies to any labeled object, such as
workloads, containers, Virtual Services, and Virtual Enforcement Nodes (VENS).

The menu functions and buttons change dynamically to reflect a user's permissions. If logged
in as a Ruleset Manager, you cannot manage workloads. So, all the workload-specific opera-
tions buttons are disabled. However, you can view the list of workloads within the scope and
get details for individual workloads, except for Virtual Servers.

NOTE

While Virtual Servers are considered labeled objects, they are visible to all
scoped users regardless of object scope.

Facet Searches and Auto-complete

The search bar with auto-complete and facets is scoped for labeled objects and Rulesets.
For example, if you search for Application Labels, you can only select the Application Labels
under the assigned scope. This applies to other label types such as Environment labels and
Location labels. However, Role labels are excluded since Role labels are not part of the user
scope. The restriction of visibility by scope applies to facets such as hostname, IP address,
etc. The search bar automatically filters the facets to the list of facets in the user's assigned
scope.
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Global Objects

Scoped users get complete read-only visibility into all global objects. This includes IP Lists,
services, labels, label groups, and user groups. However, scoped users cannot create, modify,
or provision global objects.

NOTE

Only the Global Organization Owner and Global Administrator can create,
modify, and provision global objects.

Rulesets and Rules

Scoped users, except Workload Managers, can see rulesets and rules that apply to their
applications. A Ruleset Manager can edit the ruleset, whereas the other scoped roles (Ruleset
Viewer and Ruleset Provisioner) can view rulesets. A scoped user can see all the rules within
the application ruleset.

When label groups are used within the scope of a ruleset, a Ruleset Manager may not be
allowed to edit the ruleset and its rules even if there is a scope match between the user's
assigned scope and the underlying scope of the ruleset. The user will, however, be able to
view the rules within such a ruleset.

In addition, scoped users can also see rules that apply to their applications. For example,
scoped users can view rules written by other applications that apply to their application. To
see those rules, click Rule Search from the navigation menu.

On the Rule Search page, a scoped user can see all the rules that apply to their application.
This includes rules for incoming and outgoing traffic flows. The rules highlighted in the
screenshot below are the outbound rules which are for your application. The application
owner provides visibility to all the rules that are applied to your application.

Policy Generator and Explorer

With Policy Generator, scoped users can generate policies only for their applications. Only
Ruleset Managers can generate policies with Policy Generator. Ruleset Viewers can preview
Policy Generator without the ability to save the policy.

Explorer views are also filtered for scoped users. To use Explorer, one of the endpoints has to
be within the scoped user's application. The same applies to Blocked Traffic.

My Roles

"My Roles" is a new feature that allows you to view the list of assigned permissions (roles).
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Configure Access Restrictions and Trusted Proxy IPs

To employ automation for managing the PCE environment, you can use API Keys created by
an admin user and automate PCE management tasks. This section tells how you can restrict
the use of APl keys and the PCE web interface by IP address. In this way, you can block API

requests and users coming in from non-allowed IP addresses.

Configure Access Restrictions

This section tells how to use the lllumio web console Ul to configure access restrictions. You
can also configure access restrictions programmatically using the REST API calls described in
"Access Restrictions and Trusted Proxy IPs” in the REST API Developer Guide.

* You must have the global Org Owner role to view or change access restrictions.
* A maximum of 50 access restrictions can be defined.

To configure access restrictions:

1. Login to the PCE web console as a user with the Global Org Owner role.
2. Open the menu and choose Access Management - Access Restrictions.
The Access Restriction page opens with a list that shows which IP addresses are allowed
and where the restrictions have been applied.
3. To add a new restriction, click Add.
The Add Access Restriction page opens.
Provide the required attributes:
* Provide a name.
* In Restriction Applies To, choose User Session, APl Key, or Both. Access restrictions
can be applied to these different types of user authentication.
e List a maximum of eight IPv4 adresses or CIDR blocks.
4. Click Edit to edit the restriction.
5. View the access restrictions applied to local users. The default is blank, no restrictions.

6. You can assign access restrictions to local and external users or user groups. To add a
local user:

a. Click Add.

b. In Access Restriction, choose the type of access restriction.

c. Click Add.

View the local user's detail page. To modify the user settings, click Edit User.

8. Use the Edit User dialog to apply restrictions.
If an Org Owner assigns an access restriction to any Org Owner, a warning is shown,
because this can result in the Org Owner user losing access to the PCE.

9. View the list of APl keys in the API Keys page and the Event page.

N

Configure Trusted Proxy IPs

This section tells how to use the lllumio web console Ul to configure trusted proxy IPs. You
can also configure trusted proxy IPs programmatically using the REST API calls as described
in "Access Restrictions and Trusted Proxy IPs" in the REST API Developer Guide.
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When a client is connected to the PCE's haproxy server, this connection can traverse one or
more load balancers or proxies. Therefore, the source IP address of a client connection to
haproxy might not be the actual public IP address of the client.

Log in to the PCE web console as a user with the Global Org Owner role.

Select Settings > Trusted Proxy.

In the Trusted Proxy IPs page, click Edit.

A list of trusted proxy IPs is displayed. Proxy configuration can have upto 8 Trusted Proxy
IPs.

To remove any of the proxies from the list, select the checkbox in front of the proxy
address and click Remove.

To edit Trusted Proxy IPs, click Edit.

7. In the Edit Trusted Proxy IPs dialog box, you can add a proxy IP address to the list, or
delete any of the existingaddresses by hoiwering oiver the number in front of the address
and then clicking the Trash Can icon that shows up.

r

AwWN S

g

o

Edit Trusted Proxy IPs x
* IP Addresses ¥ w0ama (0]
2 7777
3 192.768.100.0/24
i (G]

4 Total
Maximum 8 IPv4 Addresses or CIDR Blocks

8. Once you have added or deleted the proxy addresses for your needs, click Save.

Manage API Keys

You can add and edit API keys using the PCE console;

Creating API Keys

1. In the Web console, type "API keys"in the Search field.

2. Inthe API Keys page, click Add.

3. In the "Create API Key" pop-up dialog, add the

a. Key Name

b. Description of the key

c. OrglID

Click Create.

5. The confirmation dialog appears to show the data for the created API key.

P
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API| Key Created X

This is the only time these credentials will be available to download. You can

© manage and recreate these credentials at any time.
Mame Pubs-key
Description Pubs group key
Key ID 13b0b856607c4Ba49
Authentication api_1300b856607c4Ba49
Username
Secret 1b04e72318e0ada?62daal0980bbbbS87916e215a5b5baf413565

2d0b903274e

Close Download Credentials

6. To download the credentials, click on Download Credentials.
You can download the credentials only after the key is created. You can, however, manage
the credentials at any time.

7. The credentials will be downloaded in the default download directory on you hard drive ,
with the name API-Key-<your-key-name>. The format of the credential is a TXT file.

{"key_id":"13b0b856607c48a49", "aut h_user name": "api _13b0b856607c48a49",
"secret":"1b04e723f 8e0ada762daa00980bbbb987916e215a5b5baf 4139652d0b903274
e"}

Editing Expiration of APl Keys

To edit expiration of the Service account API keys using the PCE console:

—

Select Settings > API Keys.

2. On the API Key Settings page, click Edit.

3. By default, APl Key for Service Account expires in:
Select from thr dropdown list: Never expires, 1 day, 30 days, 60 days, or 90 days.
If you change this setting, expiration of the existing API keys will not be impacted.

4. Keep expired API keys for:

Select from the dropdown list: 1 day, 30 days, 60 days, 90 days, or cust om

Password Policy Configuration

The PCE enforces password policies that only a Global Organization Owner can configure.
In the PCE web console, you set password policies that the PCE enforces, such as password
length, composition (required number and types of characters), and password expiration,
re-use, and history.

About Password Policy for the PCE

You need to be a Global Organization Owner to view the Password Policy feature under the
Settings > Authentication menu options.
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Prior to Illumio Core 18.2.0, a Global Organization Owner set the password in the PCE by
using the PCE runtime script. The settings in the PCE runtime script are the same as before
llumio Core 18.2.0, except that the password length can now be set to a maximum of 64
characters.

g NOTE
The Password Policy feature is not applicable for organizations using SAML
authentication.

S NOTE
Permission to edit this setting is dependent on your role.

Password Requirements

The password requirements you set are displayed to users when they are required to change
their passwords. You can set the minimum character length, ranging from a minimum of 8
characters to a maximum of 64 characters. The default length is 8 characters.

A Global Organization Owner should configure passwords based on the following categories:

* Uppercase English letters

* Lowercase English letters

* Numbers O through 9 inclusive

* Any of the following special characters:! @# $ %" & * < > ? .

A WARNING

Any other special characters are neither tested nor supported.

You have to select at least three of the above categories. The default password requirement
is one number, one uppercase character, and one lowercase character. You can set the pass-
word to use either one or two characters from each category.

Password Expiration and Reuse

You can set the password expiration range from 1 day to 999 days. The default setting for
password expiration is “Never.”
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You can set the password reuse history from 1to 24 passwords before a user can reuse the
old password. The default setting is five password changes before reuse of the password is
allowed.

S NOTE
The number of password changes before password reuse is allowed is the
value you enter + 1 (the current password). For example, when you specify 3,
the number of passwords before reuse is allowed is 4.

You can also set the similarity of a password by not allowing a user to change their password
unless it changes from a minimum of 1 to a maximum of 4 characters and positions from their

current password.

Allowable password reuse and password history can be set to from 1to 24 passwords before
reuse is allowed. The default setting for password reuse is five password changes before
reuse is permitted.

Caveats

* When a Global Organization Owner increases the required minimum password length pol-
icy or increases the password complexity requirements and enables the password expira-

tion (1-999 days), all the existing users must reset their passwords based on the new policy.

* When a Global Organization Owner configures the password to never expire, all users who
were migrated from an older release to 18.2.0 must reset their passwords when they next
log in.

Change Password Policy Settings

1. From the PCE web console menu, choose Access > Authentication.

2. In the Authentication Settings screen, choose the Authentication Method to authenticate
users for accessing the PCE:
LOCAL (IN USE) : User will sign in to the PCE only with a local credential provided by the
user's organization password policy.
SAML (IN USE) : SAML users can also authenticate to the PCE using local credentials.
LDAP: LDAP user can also authenticate to the PCE using local credentials>

3. Once you decide which option to take, click on the Configure button.

4. Depending on the authentication method, these are the available options:
Choose option LOCAL, SAML, or LDAP:

LOCAL (in use)

Password requirements

Min lengths 8 characters

53



PCE Administration

LOCAL (in use)

Character categories

Min characters per cate-
gory

Password expiration and
reuse

Expiration

Reuse history

A-Z (required),

a-z (required),

0-9 (required)

Never

1 password changes

Similarity 1 character and position from the current password

Session timeout The session expiration timeout values must be set accordingly to balance security
and usability so that your users can comfortably complete operations within the
PCE web console without their session frequently expiring. The timeout value is
dependent on how critical the application and its data are. For example, you might
set the timeout to 3-5 minutes for high-value applications and 15-30 minutes for
low-risk applications.
The changed session timeout value applies to new browser sessions. Existing
browser sessions are not affected when the session timeout value is changed.
The PCE Org owner can go to Access > Authentication > Local to configure
Session Timeout. This PCE session timeout is applicable to any user belonging to
the same organization, regardless whether they are local or external users.

Timeout 30 minutes

SAML (in use)

Information from

identity provider

SAML Identity pro-  ----- BEG N CERTI FI CATE-- - - - M | CpDC-

vider certificate

Remote login URL

CAYWCCQDO5WZzgx RugDANBgkghki GOWOBAQs FADAUVRI WEAYDVQQD-

DAl sb2NhbGhve 3QuHhcNMTgxMTEOM Ay Nz MeWAcNM gx MTEX M

j AyNzM2W AUMRI w EAYDVQQDDAI sh2NhbGhvc3QaggEi MAOGCSqGSI b3DQEBA-
QUAA4I  BDwAWggEKAol BAQDXs/ ChHI0! PQBgBr UMyz QZb5M 72f u+Ay0s

P8gl 1v8Ri UgSl +WNo8s9L8GNI 9hnQT+OXg99PNMDE41xi Al nx
qx8T78Qxb9zX3uc4hec+9bNMSF7i i eU FXVWQQ | UVMBg8TW 6B5¢g

Uapt OvZcxNok2eNnhi FvVTLgPzB06vb2/ yUB8i | w@Bwz/ M3O00Un/ | RW3LORy -
NEALuMeT6t er W X8JQGbvc1qYddnXD86Y5MOPLIAXU+ 1wlwlJFxDOuKi uOHIv-
NYf Jj ki sEbDi s9bQ/ ECOSyayVA7ABELaw QTf eWWBxLr NnZCTGeQ Kb4XHVBgel i A-
| oEvNDDof KbLDQ Wy | f 7 TAgMBAAEWDQYJKoZI hvc NAQELBQADggEBANLhgsZs-
FUng7kc+B5a vMOXbCNInSaASBULs X+akexhyJdMZUxmNewf Lj Z3FOwxvFuhe-
Ta ZpkplUt C+2E9YI xY/ / FXOX/ YyvNT/ xf OBz qZ9SCs Nx pCBs SRK5X4

DS+2j GQuz 3f wbJDx TXP4sKNUZ/ E9Z+dCINpdq7xt cXr 7pWhl 2qe

MOBEI9LdVf W.csqq8Z0Vt xy HYYZYNn8KNOQe Chf K1sPCAQZ/ 292B

xm2ckxsVWDTy ONV8yt LQKwp93exxqnezpbz6qi 23y0B4udaf +/ SW9 ukj zD/

at P34bYLYj eLBCsKEgy 1nDTVgy pAZSEy 46k J9mAu6t 3r 4/ gEg XTKMYQDL r PA= - - - - - END

CERTI FI CATE- - - - -

https://hohoho.illumio.com
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SAML (in use)

Logout landing URL https:/hohoho.illumios.com/llogout

Information for

Identity provider

Authentication meth- unspecified

od

Force re-authentiu- no

cation

Sign SAML request no

SAML version 2.0

Issuer URL https://2x2testlab360.ilabs.io:8443/login

NamelD format urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress

Assertion consumer https://2x2testlab360.mylabs.i0:8443/login/acs/6b5243ef-2305-4ffd-

URL bf81-4fa97fb9labb

Logout URL https:/2x2testllab360.mylabs.io:8443/login/logout/6b5243ef-2305-4ffd-
bf81-4fa97fb91abb

Timeout 30 minutes

5. LDAP authentication is not active. Click Tum On to apply on all the LDAP servers.
6. To create an LDAP server, click on Create Server.
To continue with LDAP server configuration, see the "LDAP Authentication” topic.

Authentication

The lllumio PCE supports the use of either SAML SSO or LDAP as an external authentication
method. Both SAML SSO and LDAP cannot be used at the same time. When LDAP is turned
on, the use of SAML SSO, if already configured, is disabled. Similarly, enabling SAML SSO
after LDAP is enabled will disable LDAP authentication.

SAML SSO Authentication

When you use a third-party SAML-based ldentity provider (IdP) to manage user authentica-
tion in your organization, you can configure that IdP to work with the PCE. By configuring

a single sign-on (SSO) IdP in the PCE, you can validate usernames and passwords against
your own user management system, rather than having to create additional user passwords
managed by the [llumio Core.

llumio Core currently supports the following SAML-based IdPs:

e Azure AD
* Microsoft Active Directory Federation Services (AD FS)
* Okta
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* OnelLogin
* Ping Identity

NOTE

You can use other SAML-based IdPs; however, configuring those IdPs is your
responsibility as an Illumio customer.

Before you configure SSO in the PCE, you need to configure SSO on your chosen IdP and
obtain the required SSO information. After obtaining the IdP SSO information, log into the
PCE web console and complete the configuration.

PCE Information Needed to Configure SSO

Before you configure SSO in the PCE, obtain the following information from your IdP:

* x.509 certificate
« Remote Login URL
e Logout Landing URL

The PCE supports the following optional attributes in the SAML response from the IdP:

e User.FirstName - First Name
e User.LastName - Last Name
e User.MemberOf - Member of

Details

User email address is the primary attribute used by the PCE to uniquely identify users.

o IMPORTANT

The client browser must have access to both the PCE and the IdP service. The
[llumio PCE uses HTTP-redirect binding to transmit SAML messages.

To obtain the SSO information from the PCE:

—h

From the PCE web console menu, choose Access Management > Authentication.

2. On the Authentication Settings screen, locate the SAML configuration panel and click
Configure.

3. Use the displayed information (as shown in the example below) while configuring your

specific IdP.
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Information for Identity Provider

Authentication Method Unspecified
Force Re-authentication No
SAML Version 2.0
Issuer https:f/c i 13/login
NamelD Format  urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress
Assertion Consumer URL  https:f/__. __. ______ _ 13/loginfacs/aB3e 19598e

Logout URL  https:ff__ __  ______ _ 43/login/logout/a63¢ 149598e

S NOTE
Even though the SAML NamelD format specifies an emailAddress, the PCE
can support any unigue identifier such as, userPrincipalName (UPN), common
name (CN), or samAccountName as long as the IdP is configured to map to
the corresponding unique user identifier.

Signing for SAML Requests

There are four new APIs you can use to sign SAML requests:

CGET /aut hentication_settings/sam _configs

CET /authentication_settings/sam configs/:uuid

PUT /aut hentication_settings/sam configs/:uuid

POST /aut hentication_settings/sam _configs/:uuid/pce_signing_cert

These APIs are covered in detail in REST API Developer Guide.

Signing of SAML requests is, however, disabled by default.

To enable SAML request signing:

1. Using the Web Console, go to Access Management > Authentication.
2. In the Authentication Setting screen, select Configure button for SAML.
3. In the SAML screen, click Turn On.

57



PCE Administration

= L SAML - 2x2testvci62.ilabs.io

Local (In use) SAML LDAP

Off SAML authentication is not active. Click Turn On to enable SAML.

SSO method  SAML

Information from Identity Provider

SAML Identity Provider
Certificate

Remote Login URL
Logout Landing URL

Information for Identity Provider
Authentication Method  Unspecified
Force Re-authentication MNo
Sign SAML Request Mo
SAML Version 2.0
Issuer URL  https://2x2testvc162 ilabs.io:8443/login
NamelD Format  urn:oasissnamesitcSAMLIT. :nameld-format:emailAddress

Assertion Consumer URL  hittps://2x2testvc162.ilzbs i0:8443/login/acs/2f762c04-b327-42e8-2e0a-2954366d5d8

Logout URL  hitps://2x2testvc162 ilabs.io:8443/login/logout/2f762c04-b327-42e8-aela-2954366d5ed8

4. In the pop-up screen, click Confirm.

Confirm Change X

Confirm SAML as the default authentication setting?

The updated SAML screen shows that SAML authentication is active.

1. SAML - 2x2testvci62.ilabs.io

Local (In use) SAML (In use) LDAP

On SAML authentication is active. | Turn Off
s Edit
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If necessary, you can disable it at any time.
Once configured using these steps, the lifetime of the SAML certificate is ten years.

Active Directory Single Signh-on

This section describes how to configure Microsoft Active Directory Federation Services (AD
FS) 3.0 for Single Sign-on (SSO) 2.0 authentication with the PCE.

Overview of AD FS SSO Configuration
To enable AD FS for the PCE, the PCE needs three fields returned as claims from:
* NamelD

e Surname
* Given Name

There are two ways for AD FS to produce the NamelD claim for an SSO user. The first uses

the email field in an Active Directory user account for the NamelD.

The second way to return a NamelD of an Active Directory user is to use the User Principal
Name (UPN). Each user created in Active Directory has an extension to their username that’s
ADUserName@yourADDomanName. For example, a user named “test” in an Active Directory
domain called “testing.com” would have a UPN of test@testing.com.

Configure AD Users to Use Different UPN Suffixes

To configure different UPN suffix as the source for NamelD:

1. Add a UPN suffix. On your system under Server Manager Tools, click Active Directory
Domains and Trusts.

File Action View Help
] 6 =] |
{[[Z Active Directory Domains and Trust|| Name e
% ILDAD.ILLUMIO.COM % ILDADILLUMIO.COM m = —_—
More Actions »
< " [>]] < ] >

2. From the left side of the window, right-click Active Directory Domains and Trusts, and se-
lect Properties. In this dialog, you can create new suffixes for Active Directory usernames.
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UPN Suffiees

The names of the cument domain and the root domain are the default user
principal name (UFN) sufiices. Addna attemative domain names provides
additiona lagon securty and simplifies user logon names.

if you want altemative UPN suffices to appear during user creation. add
them to the following kst.

Altemative UPN suffiees:
! | [ Aad ]

| Remove |

3. Create a suffix that matches the external namespace you'll be using and click Add.

LPN Suffixes |

The names of the cument domain and the root domain are the default user
principal name (PN} suffices, Adding attemative doman names provides
additional logon security and simplfies user logon names.

if you want altemative UPN suffices to appear during wser creation, add
them to the following list.

Altemative UPMN suffoes: -
( | [ A |

llumioeval com

You can now assign an Active Directory user your custom UPN for the SAML response.
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4. You can add multiple UPNs if needed. As shown below, you can select the UPN created in
the previous steps.

MemberOi | Dialdn |  Envionment | Sessions
Remote contol |  Remote Deskiop Services Profle |  COMs
General | Address | Account | Profile | Telephones | Organization
Uzer logon name:
frest || @/LDAD.ILLUMIO.COM v]
R — 2000} | LOAD.ILLUMID.COM
" Elllumisewval

ILDADA | test o |
| LogonHours.. | | LogOnTo.. |
[] Unlack account
FAoccourt options:
[] User must change password at nest logon 2
[] User cannet change password I:l
[+] Password never expires
[ Store password wsing reversible encryption I~
Account expires
(®) Mever
() End of: [‘n’n’cdncsda}‘. January 20, 2016 EJI

ok | [omed [ ooy | [P ]

Your UPN configuration is set up and you can begin configuring AD FS for SSO with the
PCE.

Initial AD FS SSO Configuration

This task explains how to perform the initial configuration of AD FS to be your SSO IdP for
[llumio Core.

To configure AD FS:

1. Open Microsoft Server Manager and click the notification icon.

2. Click the “Configure the federation service on this server” link.

3. Select “Create the first federation server in a federation server farm” option and click
Next.

4. Specify a domain admin account for AD FS configuration.
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Welcome

Specify Service Properties ILDAD\dw (Current user)
Specify Service Account
Specify Databass

Connect to Active Directory Domain Services G ... oo

Specify an account with Active Directory domain administrator permissions to perform the
federation service configuration.

[ <Previous | [ New> | | conguee | [ Cancel |

5. Select or import a certificate. This certificate can be a self-signed certificate.

Specify Service Properties ILDAD-DCOLLDADILLUMIOCOM
Welcome - -
Connect to AD DS kS | [*] [ import.. |
ot socaropene | =
Federation Service Name: [ -]
Exampte: focontasa.com
Federation Service Display Name:

Users will see the display name at sign in.
Example: Contoso Corpovation

[<Previous | | mewt> | | conigure | | Cancel |

6. Specify your Federation Service Name, enter a display name for this instance of AD FS,

and click Next

62



PCE Administration

Specify Service Properties

Welcome .
Connect to AD DS o ]
Federation Service Mame:

Federabion Service Display Name:

7. Specify your service account and click Next.

|¢Pmdn|:|| Mext >

TARGET SERVER
ILDAD-DCOLILDADILLUMIO.COM

[ *Alumiceval.com [*] |__mport. |
Weew

[ ilumiceval.com |~

Example: fs.contosecom

Users will see the display name at sign in.
Example: Contoso Corporation

!. Configure | Cancel I

Specify Service Account

Wielcome
Connect to AD DS
Spacify Service Properties

Spacify Database

Account Name:

Account Name:
Account Password:

TARGET SERVER
ILDAD-DCOLILDADILLUMIC.COM

Specify a domain user account or group Managed Service Account.

_) Create a Group Managed Service Account

ILDADA,

®) Use an existing domain user account or group Managed Service Account

ILDAD\dw | cear ||

| <Previous | | Nea> |

[ configure | [ Cancel” |

8. Select “Create a database on this server using Windows Internal Database” or choose the

SQL server option, and click Next.
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tl'I'Z'I
Specify Configuration Database (LDAD- DOOLILDADILLUMIO.COM
Welco
ez Specify a database to store the Active Directory Federation Service configuration data.
Connect to &0 D5
® Create a database on this server using Windows Internal Database.
Spacify Service Proparties
Specify Service Account () Specify the location of a SQL Server database.
Databace Host Name:
Review Options
Fra-requisite Chacks Database Instance:

To use the defoult instance, leave this field biank.

| <Previous | | Next> | Itmﬁgufe| Cancel |

9. Review your selected options and click Next.

i i TARGET SERVER
Review Options e
Welcome Review your selections:
Connectio AD DS This server will be configured as the primary server in a new AD F5 farm “illumioeval.com’,

Specify Service Properties AD FS configuration will be stored in Windows Intemnal Database.
Specify Service Account
Specify Database

_ Federation service will be configured to run as ILDADdw.

Pre-requisite Checks

Windows Internal Database feature will be installed on this server if it is not already installed.

These settings can be exported to a Windows PowerShell script to automate

additionsl installtions
<Previous | | Nest> | | Confiqure | | Cancel |

64



PCE Administration

10 Click Configure to finish the basic configuration of AD FS.

Soh TARGET SERVER
Pre-requisite Checks ILDAD-DCOLILDADILLUMIO.COM
I ® All prerequisite checks passed successfully. Click ‘Configure’ to begin nstallation. Show mare x

Welcome Prerequisites must be validated before Active Directory Federation Services is configured on this
Connect 0 AD D5 computer.

Specify Service Properties Rerun prerequisites check

Specify Service Account
Specify Database

Review Options 0 rrecequisites Chack Completed
0 All prerequisite checks passed successfully. Chck *Configure’ to begin installation.

 View results

Nest> | | Configure | [ Cancel |

11. In the results screen, click Close.
AD FS is now installed with the basic configuration on this host.

Create a Relying Party Trust

To start configuring AD FS for SSO with the PCE, you need to create a Relying Party Trust for
your lllumio PCE.

1. From Server Manager/Tools, open the AD FS Manager.
2. From the left panel, choose Relying Party Trusts > Add Relying Party Trust.
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@ File Action View Window Help [_[=] =

«= 2o BE
] ADFS Relying Party Trusts
B j Sarace TP — X '.
4 1 Trust Relationships : I
B Gl Becoider Trits Add Relying Party Trust...
[ Relying Party Tsste. Add Non-Claims-Aware Relying Pasty._.
1 Attribute Store|_ Add Relying Party Trust.. View »
b [0 Authenticstion | &dd Non-Claims- Aware Rebying Party Trust...
| ! Mew Window from Here
| Wiesw Ls i Refrest
| Mew Window frem Here e
| ke @ e
Help | Device Registration Service &

Update from Federation Metadata...
Edit Clairm Rules...
Disable
Prospeerties
K Delete
@ heo

cf " ] )

Add s mrel,itgputymutmmemfﬁgurﬂinr.l.m

The Add Relying Party Trust Wizard appears.

Welcome to the Add Relying Party Trust Wizard

This wizard will el you 8dd & new relying party bt to the AD F5 configurstion databass. Rehing paties
consuma clams in security tolosns that ane issued by ths Fedemtion Sendce 1o make authenication and

‘authonizabon

The redyng party trust that ths wizand creates defines how this Federation Senvice recognizes the nelang
pasty and issues clasms to L. You can define seuancs transfom nues for issung clasms bo the rhing paty
after you complete the wizard,

Click Start.
. Select the “Enter data about the relying party manually” option and click Next.
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Select Data Source

Steps Salect an option that this wizard wil use to chtain data about this relving pary:
Welcome
= e () Impaort data about the relying pardy published online or on a local network:
| LIBE Use this option 1o impart the necessary data and certficates from 3 relying party organization that publishes
@ Spechy Display Name s federation metadata onlne or on a bocal network:
@ Choose Profils Federation metadata address thost name or LIAL):
@ Configure Centiicate [
@ Configure URL Bxample: fs contoso com or hitps-//www contoso com./app
@ Configure idantifiers () import data about the relying party from a file
@ Configure Mulifactor Use this option 1o impart the necessary data and certficates from a reling party organization that has
Autherdication Now? exported ts federation metadata to a fle. Ersure that this file is from a trusted source. This wizard will not
e O i walidate the source of the fis.
Authonzation Fules Fedaration metadats file lacstion:
@ Ready to Add Trust : | [ Browse_ |
@ Finish

() Enter data about the relying party manually
Lise: this option to manualy input the necessany data about this refying pary organization,

| eProvious || MNet> || Cancal |

5. Name your Relying Party Trust and click Next.
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Specify Display Name
Steps Erder the desplay name and any cptional notes for this relying party.
@ Welcome Dispilary riame:

@ Select Diata Source [ Bumic PCE

@ Speciy Diaplay Nama Moles:

@ Choose Profile [
@ Corfigure Centfficate
@ Configure URL

@ Corfigure kdertfiers

@ Corfigurs Mubifactor
Authertication Now?

@ Choose fssuance
HAuthonzation Rules

@ Readyto Add Trust
@ Finish

| <Previous | | Net> || Cancel

6. Select "ADFS profile” and click Next.

68



PCE Administration

Steps This wizard uses configuration profiles to aid in creating the nelying party trust. Chooss the appropriate
@ Welcoms configuration profite foe this relying party trust.
@ Select Data Source (%) ADFS profle
@ Speciy Display Name Thés profife supparts rehying parties that am interoperable with new AD FS features, such as
securty token encryption and the SAML 2 0 protocol.
@ Choose Profile
@ Configure Cestficate ) ADFS 1.0and 1.1 profile
@ Configure URL Thits profis supports relying parties that am intercperable with AD FS 1.0 and 1.1
@ Configure |dertifiers
@ Configure Multifactor
Mow?

@ Choose lssuance

Autherization FRules
@ Ready to Add Trust
@ Finish

| <Previous | | MNet> || Concel |

7. \When you have a separate certificate for token encryption, browse to, select it, and click
Next.

NOTE

To use the standard AD FS certificate (created during AD FS installation)
for token signing, don’t select anything in this step and click Next.
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Configure Certificate
Steps Mﬂ:mﬂ:ﬂ-mnﬂ“b:u hﬂmﬂnﬂ&:rmmh
Welrame claima that are sant to this relying party. refying party will Lse cadtificate to
» decrypt the claims that am sant to it umdrhm.dd:m..
@ Select Dala Souce
@ Specify Display Name “.
i i Efective date:
@ Corfigure Cantficate Exgirghion date
@ Configure URL : - ;
@ Configure Kdentfiers [ Ve | [(owse.] [ Remove
@ Configure Mulifactor
HAuthertication Now?
@ Choose lssuance
Authorization Fubes.
@ Readylo Add Trust
@ Finish

8. Select “Enable support for the SAML 2.0 WebSSO protocol.” In the Relying party SAML
2.0 SSO service URL field, add your “Assertion Consumer URL” (obtained from the PCE
web console).
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AD FS suppons the W5-Trust, W5-Federation and SAML 2.0 WebS50 pretocals for relying padies.
W5-Federation. SAML, or both ans used by the relying party, select the check boxes for them and specify the
URLs to use. Suppost for the WS-Trust protocol is always enabled for a rebing party.

[T] Enable support for the WS-Federation Passive protocal

The WS-Federation Passive protocal URL supports Web-browserbased claims providers using the
'WS-Federation Passive protocol.

Relying party WS-Federation Passive protocal UIRL:

Exampls: hitps-//fs contoso_com./adis/ s/

[+ Enable support for the SAML 210 WebSS50 protocal

The SAML 2.0 single-sign-on ($50) service URL supports YWeb-bowserbased claims providers using the
SAML 2.0 Web550 protocal.

Relying party SAML 2.0 550 service URL:
[hitps://poe-mnc Sumiceval com:3443login/acs/ 24020 16-3d75-4432-ab6d- 1047569704 78] |
Example: hitps-//www contoso com/adis/le/

| cPrevious || Net> || Concel |

To locate the “Assertion Consumer URL,” go to Settings > Authentication > Information
for Identity Provider in the PCE web console:

Default User Role
SAML Version
lssuer

NamelD Format

Read Only
2.0
hitps://pee-mnc.illumioeval com:B443/ogin

urn:oasis:names:te:SAML:1.1:nameid-format:emailAddress

|' Assertion Consumer URL

https:./fpce-mnc.illumiceval.com:B443/login/acs/2402fb18-3d75-4432-abBd-10475897b4 76 I

Logout URL

hnpsf!pca-mnc.ilhmlowa!.mm:&ﬁﬂﬂaginﬂaqwﬁ'zdm1B-:Id?5-4432-abﬁd-1ﬂd ToB9TDATE

9. On the Configure Identifiers page, use the same URL for the Relying party trust identifier,
without the / acs/ <r andomNunber s>.

For example: htt ps: // pce. donmai n. com 8443/ 1 ogi n.

Click Next.

10 Select the radio button “I do not want to configure multi-factor authentication settings for
this relying party at this time” and click Next.

11. Select "Permit all users to access this relying party” and click Next.

12. On the Ready to Add Trust page, click Next.
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Ready to Add Trust

. The gty st has ben cariured. Reew theflowng setings,and hen chk N 0 a3 he

@ Welcome rehang party tnest to the AD FS configuration datahase

@ Select [lata Source Merkorrg | identfiers | Encryption | Sgnature | Accepted Giams | Organization | Endports | Notd < | *

& Spmcty Diplay Heowma Spechy the monikonng settngs for this relhing party tust.

@ Choose Frofie Relying party's federation metadata URL-

@ Corfigure Coticate | |
Configure URL

- il ] Moniior nehng party

@ Configure identifiers

@ Cord Wt factor | Putormsalically update nelping panty
Al mann Tria relying pisty's federalion metadata data woa last chacked on:

@ mm P

o Rt Add Toal This refying party was last updated from federation metadata on:

- F'H_I o Mol

| cPrevioss | | MNet> || Conced |

13. Leave the Open the Edit Claim Rules checkbox selected and click Close.

S Thie rsiying paty tnust was succassiully added to the AD FS configuration datsbase.

@ Welcome

@ Select Data Source

@ Spacy Diaplay Nama
@ Choose Profile

@ Corfigurs Canrtficate

@ Configum URL

@ Configure identifiers

@ Carfigure Multifacior
Authentication Mow?

@ Chooss ksuance
Aydthorization Fules

@ Rmady to Add Trust
@ Frish

Yeou can modify this relying party inust by using the Propesties dislog box in the AD FS Management snag-in,

[+ Open the £ Clam Fiues dalog for this reiping party trust whee the wizard closes
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Create Claim Rules

You need to create claim rules to enable proper communication between AD FS and the PCE.

1. In the Edit Claim Rules dialog, click Add Rule.

e r
Py ;

issuance Transform Rules | lssuance Authonzation Rules | Delegation Authonzation Rules |

The following transform rules specify the claims that wil be sert Lo the reling party.

Order  Fude Name Izzued Claims

)
£
AddRue.. | | Edt Fuie.. | | Remove Rule.. |
Lok || Cocd || sony |

2. Under Select Rule Template, select “Send LDAP Attributes as Claims” and click Next.
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Select Rule Template

Steps Select the template for the claim nule that you want to create from the following list. The description provides
@ Choose Fule Type details about each claim nue template.
@ Configure Claim Rule Claim rule template:

| Send LDAP Attributes as Claims v

Claim rnule template description:

Lsing the Send LDAP Attribute a2 Claims rule template you can select atirbutes from an LDAF attribute
store such as Active Directory to send as claims to the relying party. Multinle attrbutes may be sent as
multiple claims from a single rule using this rule type . For example, you can use this rule template to create
a rule that will exdract attribute values for authenticated users from the displayName and telephone Number
Active Directory attibutes and then send those values a3 two diferent outgoing claima. This rule may also
be used to send all of the user's group memberships. i you want to onfy eand individual group
memberships, use the Send Group Membership as a Claim rule template.

| <Prvioss | [ Netz || Concd |

I ———_—_—_—_—_—_—_—_—_—_

3. Name the Claim rule “lllumio Attributes” and select Active Directory as the Attribute
store. Under the first attribute, select “User-Principal-Name” and “E-Mail Address” as the
outgoing. Select “Surname” and type the custom field name of “User.LastName” in the
outgoing field. Repeat the values for “"Given-Name” and “User.FirstName” and click Finish.
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Configure Rule

ens You can configure this nile to send the valuee of LDAF attrbutes as claime. Select an attrbute store from
@ Choose Rule Type which to exdract LDAFP attibutes. Specify how the atributes will map to the outgoing claim typee that will be
= igsued from the rule,
e
Claim rule name:;
| lumio Atributes

Rule template: Send LOAP Attrbutes as Claims

Aftribute store:
I.Pd:'r\l'&l]‘ﬂtﬁw vE

Mapping of LOAP attributes to autgoing claim types:

e e Outgoing Ciaim Type (Select or type to add more)

[ |ser-Prncipal-Mame w || E-Mail Address W
Sumame « || User LastName W
Given-Mame + || Uzer Firsthlame ]

- v v

| <Previous | | Fnish || Cancel |

4. In the Edit Claim Rules dialog with your new rule added, click Add Rule to add the final
rule.
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lssuance Transform Rules  ssuance Authorization Fules | Delegation Authorization Rules |

The folowing fransform nides specify the claims that will be sent to the relying party.

Order  Rule Mame lszued Claims

Bumio Aributes E-Mail Address, User First

Add Rule... | | Edt Rule.. | | Remove Rule..

Lok || concel |[ sosty |

5. Under the Claim Rule Template, select “Transform and Incoming Claim” and click Next.
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Select Rule Template

Steps Selact the template for the claim nile that you want to create from the folowing list, The description provides
@ Choose Fule Type details about each claim rule template.
@ Configure Claim Rule Claim rule template:

|Tm1dunnmk'mrhgﬂun v]

Claim nule template description:

Lising the Transform an Incoming Claim rule template you can select an incoming claim, change its claim
type. and optionally change s cleim value. For example, you can use this rule template to creste a rwle
that will send a role claim with the same claim value of an incoming group claim. You can also use this
ruis to send a group claim with a claim value of "Purchasers™ when there is an incoming group claim with
a value of "Admins”. Muiple claims with the eame claim type may be emitted from this ruls. Sources of
rmmmbmdmhmmw For more information on the sources of ncoming

| <Pevioss |[ Net> || Caned |

6. Name the rule “Email to NamelD Transform” and change the incoming claim type to
“E-Mail Address.” Set the Outgoing claim type to “Name ID” and the Outgoing name ID

format to "Email” and click Finish.

77



PCE Administration

Configure Rule
Steps You can corfigure this rule to map an incoming claim type to an outgoing claim type. As an option, you can
@ Choose Rue Type also map an incoming claim valus to an outgoing clasim value. Specify the incoming claim type to map to the
oulgoing claim type and whether the claim value should be mapped to a new claim value.
@ Configure Claim Rule
Claim rule name:
|Emailto NamelD Transform
Rule template: Transform an Incaming Claim
Incaming claim type: [E-Maiﬁd:i'eu v|
Incoming name 10 format |w,ad " |
Outgoing claim type: [Name 1D v]
Outgoing name 10 format: [Emg ...|

(®) : Pase though all ciaim values |
() Replace an incoming claim value with a diferent outgoing ciaim value

Incoming claim value: | |

Cwtgoing claim value | | Browse...

() Replace incoming e-mail suffix claime with a new e-mail suffix

New e-mai suffoc | |
Example: fabrkam com

<Previous | | Fnish || Cancel

The Edit Claim Rules window opens.
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lssuance Transform Rules | lssuance Authorization Rules | Delegation Authorization Rules |

The following transfom rules spacify the claims that will ba sant to the relying party.

Order Rule Mame lssued Claims
1 Bumio Attributes E-Mail Address, |Jser First...

Email to NamelD Transform Mame D

7. (Windows 2016 and Windows 2019) Skip to step 12.

The Edit Claim Rules window has three tabs. You have already filled out the first tab. The

other two tabs are not available in Windows 2016 or Windows 2019. Therefore, skip steps

8 -1l

Select the Issuance Authorization Rules tab.

9. To allow all your Active Directory Users to access the PCE, leave the “Permit Access to All
Users” as is. Otherwise, you should restrict access to a single group or groups of users.

®
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| Issuance Transform Rules | Issuance Authorization Rules | Delegation Authorization Rules |

The following authorization nules specify the users that will be pemmitted access to the relying
party. When the list does not contain a nule, all users will be denied access.

Order  Rule Name lssued Claims
1 Peamit Access to All Users Parmit

Add Rule... | | EditRule.. | | Remove Rue.. |

10 Select "Permit or Deny Users Based on an Incoming Claim” and click Next.
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Select Rule Template

Sheps Select the template for the claim nuie that you wan to create from the following list. The description provides
@ Choose Rule Type details about each claim rule template.

@ Configure Claim Rule Claim rule template:

[ Pemit or Deny Users Based on an Incoming Claim v

Claim rule template description:

Using the Permit or Deny Users Based on an Incoming Claim rule template you can pemit or deny users
access ta the relying party based on the type and value of an incoming claim. For example, you can use
this rule template to create a rule that will permit only users that have a group claim with a value of
"Domain Admins”. K you want to permit all users to access the relying party, use the Permit All Users rule
template. Users who are permitted to access the relying party from the federation service may till be
denied service by the relying party.

|=.'P'revicms |[ Nexd > || Cancel |

11. Name the rule “AD FS Users” and change the Incoming claim type to “Group SID” (you
might have to scroll to find it). In Incoming claim value, browse to the group of users you
want to give access. Make sure “Permit access” is selected and click Finish.
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Configure Rule

Steps
@ Choose Rule Type

@ Configure Claim Rule

You can corfigure this rule to pemmit or deny users based on an incoming dlaim. Specify the incoming claim
type. claim value, and whether the users should be permitted or denied access to the relying party.

Claim rule name:

AD FS Users |
Rule template: Authorize Uisers Based on an Incoming Claim

Incoming claim type:

I&omSIﬂ v|

Incoming daim value:
[ILDAD\ADFS Users | Browse..

Select one of the following options to indicate whether users with this claim will be pemitted or denied access
to the relying party.

(® Pemit access to users with this incoming claim
() Deny access to users with this incoming claim

| <Previous | | Finsh || Cancel |

12. If you are using RBAC with groups, you need to create a Goup Claim Rule.

To add groups to AD FS claim rule configuration, click Edit Rule. Add the requirement for
“LDAP Attribute: memberOf” by selecting the Outgoing Claim Type as “User.MemberOf.”

Click OK.
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You can configure this rule to send the values of LDAP attributes as claims. Select an attribute store from
which to extract LDAP attributes. Specify how the attibutes will map to the autgoing claim types that will be
issued from the nule.

Claim rule name:
[Eroues]
Rule template: Send LDAP Attributes as Claims

Attribute store:
| Active Directory W

Mapping of LDAP attributes to outgoing claim types:

LDAP Attribute (Select t . :

add mare) a A Outgeing Claim Type (Select or type to add maore)
3 Token-Groups - Ungualfied Names  w || User. MemberCf W
[ i -

Obtain ADFS SSO Information for the PCE

Before you can configure the PCE to use AD FS for SSO, obtain the following information
from your AD FS configuration:

* x.509 certificate supplied by ADFS
* Remote Login URL
e Logout Landing URL

To obtain the AD FS SSO information for the PCE:

N

To find the certificate in your AD FS configuration, log into the AD FS server and open the
management console.

Browse to the certificates and export the Token-Signing certificate.

Right-click the certificate and select View Certificate.

Select the Details tab.
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5. Click Copy to File.

g File Action View Window Help

E A

Certificates

Subject lssuer Bfective Date  Bxpiration Date  Statuz  Pn
Service communications
[EJCN=* umiceval.com, OU=.., CN=COMODO RSA Dom.. 7/21/2015 8/15/2018

] Claim Descriptions

4 [ Trust Relationships Token-decrypting
"] Claims Provider Trusts CN=ADFS Encryption - ano...
j Relying Party Trusts en-signing | General | Detais | Certification Path |
[ Attribute Stores EEICN-ADFS Sigring - anoop ..

4 [ Authentication Policies Show! |<AI>

[] PerRelying Party Trust

Field Value

" |version v3

| Serial number 58 5f 50 5F 2c Ob d2 83 4F a6 ...
sha2S6RSA

|| signature hash algorithm sha256

1 1ssuer ADFS Signing - anoop.illumicey...
Thursday, December 10, 2015...
Friday, December 9, 2016 12:...

|| subject ADFS Signing - anoop.ilumicev. ..

N\

[ EdtPropertes... |

6. When the Certificate Export Wizard launches, click Next.

7. Verify that the “"No - do not export the private key” option is selected and click Next.
8. Select Base 64 encoded binary X.509 (.cer) and click Next.

9. Select where you want to save the file, name the file, and click Next.

10 Click Finish.

11. After exporting the certificate to a file, open the file with a text editor. Copy and paste
the contents of the exported x.509 certificate, including the BEG N CERTI FI CATE and END
CERTI FI CATE delimiters in to the SAML Identity Provider Certificate field.

12. To find the Remote Login URL (which AD FS calls “Sign-On URL"”), download and open
the following metadata file from your AD FS server by navigating to htt ps://serv-
er . mydonai n/ Feder ati onMet adat a/ 2007- 06/ Feder at i onMet adat a. xml and search for
Si ngl eSi gnOnSer vi ce.
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format:persistent</NameIDFormat><NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid
-format:transient</NameIDFormat><SingleSignOnSefrvice

Binding="urn:ocasis:names:tc:S5AML:2.0:bindings:HTTP-Redirect"
| Location="https:// L .1ITumio .com/adfs/1s/"/b<SingleSignOnService
Binding="urn:casis:names:tc:5AML:2.0:bindings:HTTP-POST"
Location="https://anoop.illumioceval.com/adfs/1ls/"/><Attribute
Name="http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress"

13. To find the Logout Landing URL for the PCE, you can use the login URL of the PCE
(preferred):

htt ps: // <myPCENanmeAndPort >/ 1 ogi n
Or, a generic logout URL of AD FS:
https:// <URLToMyADFSSer ver >/ adf s/ | s/ ?2wa=wsi gnout 1. 0

You are now ready to configure the PCE to use AD FS for SSO.

Configure the PCE for AD FS SSO

Before you configure the PCE to use Microsoft AD FS for SSO, make sure you have the
following information provided by your AD FS, which you configure in the PCE web console:

* x.509 certificate supplied by ADFS
* Remote Login URL
* Logout Landing URL

For more information, see Obtain ADFS SSO Information for the PCE [83].

S NOTE
When SSO is configured in lllumio Core and for the IdP, the preferences in
[llumio Core are used. When SSO is not configured in Illlumio Core, the default
IdP settings are used.

To configure the PCE for AD FS:

1. From the PCE web console menu, choose Settings >SSO Config.
2. Click Edit.
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3. Select the Enabled checkbox next to SAML Status.
4. In the Information From Identity Provider section, enter the following information:

« SAML Identity Provider Certificate

* Remote Login URL

* Logout Landing URL

5. Select the authentication method from the drop-down list:

« Unspeclfled: Uses the |dP default authentication mechanism.

- Password Protected Transport: Rcquires the user to log in with a password using a
protected session; select this option and check the Force Re-authorization checkbox to
force user re-authorization.

6. To require users to re-enter their login information to access Illlumio (even if the session is
still valid), check the Force Re-authentication checkbox. This allows users to log into the

PCE using a different login than their default computer login and is disabled by default.

Ig NOTE
You must select "Password Protected Transport” as the authentication
method and check the Force Re-authentication checkbox to force users
to re-authenticate.

7. Click Save.
Your PCE is now configured to use AD FS for SSO authentication.

Azure AD Single Signh-on

This topic describes how to configure Azure Active Directory (AD) to provide SSO authenti-
cation to the Illlumio PCE.

TIP
Because you'll configure settings in both the Illlumio PCE Web Console and in
Azure AD, have both applications open in adjacent browser tabs.

Prerequisites

To perform this configuration, you need the following:

« An Azure AD subscription. If you don't have a subscription, you can get a free account.
* An lllumio single sign-on (SSO) enabled subscription.

STEP 1: Obtain URLs from the Illumio PCE Web Console

In this step you'll copy and preserve URLs from the Illumio PCE for use in Step?2.

1. Login to the PCE as a Global Organization Owner.
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L

Go to Access Management > Authentication.

3. On the SAML tile, click Configure.

4. Copy and preserve the following URLs needed to complete the Azure configuration in a
later step:

TIP
Make sure to replace the x's in the URLs below with the actual values from
your implementation.

STEP 2: Configure SSO settings in Azure AD

NOTE

Only an Azure Application Administrator can configure Azure AD.

1. In a different browser tab, log in to Azure AD as an Application Administrator.
2. Go to Enterprise applications > All applications.
3. Search for the lllumio SSO app and then click the app.

= Microsoft Azure

Home » Enterprise applications
a2z Enterprise applications | All applications
([ . I
lllumio - Azure Active Directory
“ - .
= New application O Refresh < Download {
Cverview
© overview View, filter, and search applications in your organizatio
X Diagnose and solve problems The list of applications that are maintained by your org
Manage [ numio sso X
i All applications 1 application found
. T j
& Application proxy Name 4 Object
) b io 55

4. In the center of the page under Getting Started, click Get started on the Set up single
sign on tile.
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Microsoft Azure L Search resources, services, and docs (G+/)

Home > Enterprise applications | All applications >

Y Illumio SSO | Overview

Enterprise Application

# overview Properties

Deployment Plan Filumio Name @

A Diagnose and sclve problems | lllumio 550 n |
Application ID @
Manage
| baobdsfa-bace-4d3e-83c2-... |h|
il Properties
! ObjectiD @
Owners [ 998bbdde-8b7d-dec0-8105-.. 0 |

&

il Roles and administrators .

Getting Started
£a Users and groups
2

2 Single sign-on

@ Provisioning & 1. Assign users and groups —3 2. Set up single sign on
i Application proxy Provide specific users and groups access Enable users to sign into their application
. to the applications f f re 4D credentials
©  Self-service Assign users and groups GS:@
] stom security attributes

5. If prompted to select a single sign-on method, click SAML.
6. Configure Basic SAML:
a. On the Set up Single-Sign On with SAML page Basic SAML Configuration tile, click
Edit.

Set up Single Sign-On with SAML

An 550 impl ation based on federation protocols improves security, reliability, and end user experiences and is easier to
implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenlD Connect or OAuth. Learn
mare.

Read the configuration guide o for help integrating Illumio SSO.

o Basic SAML Configuration

Identifier (Entity ID) Required
Reply URL {Assertion Consumer Service URL) Required
Sign on URL Optional
Relay State (Optional) Optional
Logout U (Optional) Optional

b. On the Basic SAML Configuration panel that opens, populate the fields with the
values you copied and preserved.

* In the Identifier (Entity ID) field, paste the Issuer URL you copied from the lllumio
PCE.

* In the Reply URL (Assertion Consumer Service URL field, click Add reply URL
and then paste the Assertion Source URL you copied from the lllumio PCE. Note:
Your Reply URL must have a subdomain such as www, wd2, wd3, wd3-impl,
wd5, wd5-impl. For example, http,/www.mylllumio.com will work but htto,/myillu-
mio.com won't.

c. Click Save and close the Basic SAML Configuration panel.
7. Click Edit on the Attributes & Claims tile.

e Attributes & Claims
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8. Under Required claim, update the Claim name:
:Attributes & Claims

-+ Add newclaim -+ Adda group daim =2 Columns FQ Got feedback?

| Required claim

Claim name Type Value

Uneque User Identifier (Mame ID) SAML user.mail [nameid-forma B

Additional claims

Claim name Type Value

~  Advanced settings

a. Click the three dots.

b. On the Manage claim page, click in the Source attribute field and select user.mail
from the dropdown.
c. Click Save.
9. Back on the Attributes & Claims page, delete all of the existing claims in the Additional
claims section by clicking the three dots for each one and then clicking Delete.

Additional claims

Claim name Type Value

http://schemas xmisoap.org/ws/2005/05/identity/claims/emailadd... SAML user.mail
http://schemas xmisoap.org/ws/2005/05/identity/claims/givenname SAML user.givenname
http.//schemas xmiscap.org/ws/2005/05/identity/claims/n SAML user.userprincipalname .
http:/fschemas xmisoap.org/ws/2005/05/identity/claims/sumame SAML usersurname

10 Click Add new claim and add three new claims:
: Attributes & Claims

-+ Add newclaim -+ Addagroup claim == Columns &7 Got feedback?
Required claim
Claim name Type Value
Unigue User Identifier (Name 1D} SAML user.mail [nameid-forma.. ***

Additional claims

Claim name Type Value

Given Name SAML user.givenname
Sufmame SAML user.surname
UserMemberQf SAML userassignedroles

Given Name
Surname
User.MemberOf

STEP 3: Obtain SAML certificate and URLs from Azure AD

In this step, you'll download a certificate and copy two URLs that you'll later paste into the
llumio PCE SAML setup.

1. On the SAML Certificates tile, click Download for the Certificate (Base64) certificate and
save the certificate to your computer.
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SAML Certificates

Token signing certificate f Edit
Status Active
Thumbprint A
Expiration 10/5/2025, 2:20:54 PM
Motification Email haiderjarral@illumio.com
App Federation Metadata Url https://login.microscftonline.com,/68b76eeb-dd53... [
I Certificate (Basesd) Download I
Certificate (Raw) Download
Federation Metadata XML Download

Verification certificates (optional) (Preview)

& Edit
Required Mo
Active 0
Expired 0

2. On the Set up lllumio SSO tile, copy and preserve the following URLs that you'll later
paste into the lllumio PCE SAML setup.

Set up lllumio S50

You'll need to configure the application to link with Azure AD.

Logjin URL | https://login.microsoftonline.com/68b76eeb-dds53.. [ |
Azure AD Identifier | https://sts.windows.net/68b76eeb-dd53-4531-955.. D) |
| https://login.microsoftonline.com,/68b76eeb-dds3.. D |

STEP 3: Create and assign a test user in Azure AD

1. In Azure, go to Azure Active Directory.

2. In the left pane, click Users and then All users.
3. Click + New user.

4. In the User properties:

a. In the Name field, enter a name (Example.Name).
b. In the User name field, enter the user name in the form of an email address (Exam-
ple.Name@exampledomain.com).

c. Select Show password, and then make a note of the value that appears in the Pass-
word box.

. Click Create.

Go to Home > Azure Active Directory.

Under Overview > Manage, click Enterprise applications > All applications.
Search for and click the Illumio SSO zpp.

Now

®
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= Microsoft Azure

Home » Enterprise applications

22z Enterprise applications | All applications

BEE llumio - Azure Active Directory

T Mew application O Refresh < Download {
Overview

@ overview View, filter, and search applications in your organizatio
X Diagnose and solve problems The list of applications that are maintained by your org
Manage [ tumio sso %

§ Al applications 1 application found

N .

¥} application proxy Name 4 Object
- fiwio illumio S5

& User settings gilm_lllumio S50 993bbd

In the left pane under Manage, click Users and Groups.

10 Click + Add user/group.

1.
12.

13.

On the Add Asslgnment page, click Users and groups.

In the Users and groups panel that opens, click the user you created in a previous step
(Example.Name).

Click Seleect.

14. On the Add Assignment page under Select a role, click one of the roles you created in a

15.

previous step.
Click Assign.

STEP 4: Configure SAML SSO settings in the lllumio PCE

N

this procedure you'll paste the following information that you copied and preserved from

Azure:

AWN S

Certificate (Base64)
Azure Login URL
Logout URL

In the Illumio PCE Web Console, go to Access Management > Authentication.

On the SAML tile, click Configure.

Click Edit.

In the Information from Identity Destination scction, enter the following information that

you obtained from Azure AD:

- SAML identity Destination Certificate: Open the certificate that you downloaded and

then copy and paste the contents.

* Remote Logln URL. Paste the Login URL you copied from Azure AD.

* Logout Landing URL.: Paste the Logout URL you copied from Azure AD.

In the Information for Identity Destination scction:

a. Choose an authentication method:
- Unspecified uses the IdP default authentication mechanism.
- Password Protected Transport rcquires the user to log in with a password in a

protected session.

b. If you want to require users to re-enter login credentials to access lllumio (even if the
session is still valid), select Force Re-authentication. This allows users to log in to the
PCE using login credentials different from their default computer login credentials.
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6. Click Save.

STEP 5: Create App Roles in Azure AD

In this step you'll create app roles in Azure AD that you'll map to roles in the lllumio PCE Web
Console.

For reference in this step, here's a list of the Global Roles available in the PCE Web Console:

* Global Organization Owner

* Global Administrator

* Global Viewer

* Globally Policy Object Provisioner

1. In Azure AD, go to Users and Groups and then click application registration.

lllumio SSO | Users and groups
& I group

nterprice Application
+ Add user/group Edit . & Update credent == columnrs | A Gotfeedback?

B overview

€ The spplication will appear For assigned users within My Apps. Set Visible to users?’ te ne in praperties ts prevent this, —
[ Seployment Plan

X Diagnose and solve problems

Assign users and groups to app-roles for your application here. To create new app-roles for this application, use thefapplication regstration,
Manage

M First 200 shown, to search all users & gro..

It properties

P a—— Display Hame Object Type Role assigned
&. Roles and administrators a . TEST-Ven-Group Group R-illumic-admins
£ Users and groups

D single sign-on

b erevisioning

2. Create the roles you want by clicking + Create app role and entering the required infor-
mation for each role:
- Display name: For example, enter one of the Global Roles that appear in the PCE Web
Console.
* Value: This must match the name you'll enter in the Add Extemal Groups dialog box.
* Descrlption: The description will appear as help text in the app assignment and consent
experiences.
3. Click Apply for each role that you create.
4. Delete the default app role msiam_aceess.
Note: You first need to disable the default app role before you can delete it.
Click msiam_access to open the Edit app role panel.
Deselect Do you want to enable the app role?
Click Apply. The side panel closes.
Click mslam_aececess cgain to to open the Edit app role panel again.
Click Delete.

Pop oW

When you're done creating roles in Azure AD, the App roles section should look similar to
this:
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App roles

App roles are custom roles to assign permissions to users or apps. The application defines and publishes the app roles and interprets|
as permissions during authorization. l

How do | assign App roles

Display name Description Allowed member types Value D

|
Global Organization O... Global Organization Owner Users/Groups GOO 309c1 Sﬁdé
Global Administrator ~ Global Administrator Users/Groups GA fﬁ-‘?BeﬁSj
Global Viewer Global Viewer Users/Groups GV ch??BSlé
Global Policy Object P... Global Policy Object Provisioner Users/Groups GPOP dO?bﬂbli

STEP 6: Assign users and groups to app roles in Azure AD

In this step, you'll assign users and groups to the app roles you created.

Pup W

In Azure AD, go to Users and groups.

Select the Illumio SSO app.

Click Remeove to remove the current app assignments.

Click Yes to confirm removal.

Click Add user/group.

On the Add Assignment page, assign desired role(s) to users or groups:
a.
b.

Under User and groups, click None Selected.

In the Users and groups panel that opens, search for your desired user/group, click to
select it, and then click Selleet at the bottom of the panel.

Back on the Add Assignment page, under Select a role*, click None Selected.

In the Seleet a role pancl that opens, find and click the role you want to assign, and
then click Seleet at the bottom of the panel.

Back on the Add Asslgnment page, click Asslgn at the bottom of the page.

Repeat these sub-steps for each user and/or to which you want to assign app roles.

STEP 7: Add External Groups and assign roles in the PCE Web Console

In this step, you'll add external groups in the PCE Web Console and assign them the relevant
global or scoped roles in lllumio RBAC.

TIP

Alternatively, you can add individual users by going to the External Users tab
and following the onscreen prompts.

1. On the PCE Web Console, go to Access Management > External Groups.
2. Click Add.
3. In the Add External Group dialog box:

* Enter a Name.

+ Enter an External Group.
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© N o

0 IMPORTANT

This must match the Value that you specified for the app role.

* Click Add.
Repeat for additional groups.

Add External Group x

* Name Global Organization Owner

* External Group GO0

Ed

Cancel

= Access Management — External Groups

Global Roles Scopes External Groups External Users

o

Select a principal

Customize columns v

[] *Name External Group
[l Global Administrator GA

[[1 Global Organization Qwner GO0

[[1  Global Policy Object Provisioner GPOP

[ Global Viewer GV

Click to open a group you created in the above step.

Click Add Role > Add Global Role or Add Scoped Role.

In the Access Wizard, sclect the appropriate Role and then click Grant Access.
Repeat for additional groups.
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= Access Management — Access Wizard

Scope @Al
Name  mil-test

Email or Username  mi-test-group

o Select Roles

Global Viewer
Global read-only access to all resources

"] Global Policy Object Provisioner
Provision Services, IP Lists, Label Groups, and Security Settings. Read-only access to all other resources,

Global Administrator
Manage all resources and Security Settings. Cannot manage users and roles.

Global Organization Owner
Manage all resources, users and Security Settings.

Summary Scope @ Al
Principals mi-test
Role Please select a role

= Cancel

STEP 8: Turn on SAML authentication in the PCE Web Console

1. In the PCE Web Console, go to Access Management > Authentication.
2. On the SAML tile, click Configure.
3. On the SAML page, click Turn On and then click Conflrm.

= t SAML

Local (In use) SAML LDAP

Off SAML authentication is not active. Click Turn On to enable SAML

S50 method  SAML

STEP 9: Test SSO

Perform this procedure to test the SSO authentication you configured in the previous steps.

1. In Azure AD, go to Single sign-on.
2. Click Test this application.
3. In the panel that opens, select a way to sign in and then click Test sign in.
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= Microsoft Azure P Ssearch resources, services, and docs (G+/)

Illumio SSO | SAML-based Sign-on

Enterprise Application
<

i Overview

Deployment Plan Set up Single Sign-On with SAML
# Diagnose and solve problems @

&, Roles and administrators

Identifier (Entity 1D)

& Users and groups
Reply URL (Assertion Consumer Service URL)

D Single sign-on

Sign on URL
@ Pprovisioning Relav State (Ontional)

Home > lllumio | Enterprise applications > Enterprise applications | All applications > lllumio SSO >

T Upload metadatafile Y Change single sign-on mode | i= Test this application | &' Got feedback?

An S5O implementation based on federation protocols improves security, reliability, and end user experiences and is easier to
implement. Choose SAML single sign-an whenever possible for existing applications that do not use GpenlD Connect or OAu

Manage more.
1! properties

Read the configuration guide 7 for help integrating lllumic $SO.
&3 Owners

o Basic SAML Configuration

2 edit

hitps:/legin.llum.ioflogin
https:/login.illum.io/login,

optional
Ontional

Test single sign-on with lllumio SSO

& Got feedback?

A\ Microsoft recommends installing the My Apps Secure Sign-in Extens
allow third-party caokies if you have installed it but this message stil

Testing sign in

Test the single sign-on configuration for lllumio SSO by signing in here
configuration and Illumio SSO itself.

Select a way to test signin
(® sign in as current user

m

4. If the test is successful, the PCE will log you in to the Welcome to lllumio screen.

Okta Single Sign-on

This section explains how to configure SSO for user authentication with the PCE using Okta

as your |dP.

Prerequisite for Okta SSO

Before you begin, make sure you have the following information from your Okta account:

* x.509 certificate
* Remote Login URL
e Logout Landing URL

NOTE

Your PCE user account must have Owner or Admin privileges to perform this

task.

Configure the PCE for Okta SSO

1. From the PCE web console menu, choose Access Management > Authentication.

2. On the Authentication Settings screen, locate the SAML configuration panel and click

Configure.
3. Enter the following information:

+ SAML Identity Provider Certificate: Paste your Okta x.509 certificate (in PEM text

format):

 Remote Login URL: Enter the Okta Remote Login URL.

* Logout Landing URL: Enter the Okta Logout Landing URL.
4. In the Information for Identity Provider section, choose the Access Level for the users who

will use Okta to authenticate with the PCE. When you select No Access, SSO users from

your Okta account will have to be added manually before they can log into the PCE.

5. In the Information for Identity Provider section, make note of the following fields:
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* Issuer
* Assertion Consumer URL

6. Select the authentication method from the drop-down list:
* Unspecified: Uses the IdP default authentication mechanism.
» Password Protected Transport: Requires the user to log in with a password using a

protected session.

7. To require users to re-enter their login information to access lllumio (even if the session is
still valid), check the Force Re-authentication checkbox. This allows users to log into the
PCE using a different login than their default computer login and is disabled by default.

@ NOTE
When SSO is configured both in [llumio Core and for the IdP, the preferen-
ces in lllumio Core are used. When SSO is not configured in lllumio Core,
the default IdP settings are used.

8. Click Save.
9. Log into your Okta account.
10 Select the lllumio Core app, select the General tab, and click Edit.

11. Enter the values you copied from the Information for Identity Provider section of the PCE
SSO Configuration page.

Applications

< Nllumio ASP
<l illumio

Active ‘ - ‘ View Log

General Sign On Import People Groups
App Settings Cancel
Application label llumio ASP

This label displays under the app on your home page

Assertlon Consumer URL https:/ .com/floginfacs/bccSasSib-2be8-42cc-9626-fi

Please, enter your Assertion Consumer URL

Issuer https: .comflogin

Please, enter your Issuer

Application visibility [ Do not display application icon to users

| Do not display application icon in the Okta Moblle App
| s
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12. Click Save.

Your PCE is now configured to use Okta SSO for authenticating users with the PCE.

OnelLogin Single Sigh-on

This section describes how to configure SSO for Onel.ogin.

Configure SSO for OnelLogin

This task shows you how to configure SSO for authenticating users with the PCE using
Onelogin as your ldentity Provider (IdP).

Before you begin, make sure you have the following information from your Onel.ogin ac-
count:

e x.509 certificate
« SAML 2.0 Endpoint (HTTP)
* SLO Endpoint (HTTP)

NOTE

Your PCE user account must have Owner or Admin privileges to perform this
task

To configure the PCE for OnelLogin SSO:

AwNn =

From the PCE web console menu, choose Settings > SSO Config.

Click Edit.

Select the Enabled checkbox for SAML Status.

Enter the following information:

« SAML Identity Provider Certificate: Paste your Onel.ogin x.509 certificate (in PEM text
format).

* Remote Login URL: Enter the OnelLogin SAML 2.0 Endpoint (HTTP) URL.

» Logout Landing URL: Enter the OnelLogin SLO Endpoint (HTTP) URL.

In the Information for Identity Provider section, choose the Access Level for the users who

use Onelogin to authenticate with the PCE. When you select No Access, SSO users from

your Onelogin account will have to be added manually before they can log in to the PCE.

In the Information for Identity Provider section, make note of the following fields:

* Issuer

* Assertion Consumer URL

* Logout URL
You will enter this information into your OnelLogin SSO configuration.

Select the authentication method from the drop-down list:

* Unspecified: Uses the IdP default authentication mechanism.

» Password Protected Transport: Requires the user to log in with a password using a
protected session.
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8. To require users to re-enter their login information to access Illlumio (even if the session is
still valid), check the Force Re-authentication checkbox. This allows users to log in to the
PCE using a different login than their default computer login and is disabled by default.

Ig NOTE
When SSO is configured both in [llumio Core and for the IdP, the preferen-
ces in lllumio Core are used. When SSO is not configured in lllumio Core,
the default IdP settings are used.

9. Click Save.
10 Log in to your Onel.ogin account.

11. Select the lllumio Core app, and then click the Configuration tab.
12. Enter the values copied from the Information for Identity Provider section of the PCE SSO
configuration page.

USERS APPS ACTIVITY SETTINGS

= lllumio ASP ]

Configuration

Application Details Issuer
Enter PCE
Assertion Consumer URL 1 -
Information for
Identity Provider'
Logout URL here

This information may be found on the SSO Config page of the PCE web console {located under the User
menu).

13. Click Save.
Your PCE is now configured to use OnelLogin SSO for authenticating users with the PCE.

Ping Identity Single Signh-on

This section explains how to configure SSO for authentication users with the PCE using Ping
Identity as your Identity Provider (IdP).

Configure SSO for Ping Identity

Before you begin, make sure you have this information from your Ping Identity SSO account:

* x.509 certificate
* Remote Login URL
* Logout Landing URL
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NOTE

Your PCE user account must have Owner or Admin privileges to perform this
task.

To configure the PCE for Ping Identity SSO:

AwNn =

8.
9.
10

1.

12.

From the PCE web console menu, choose Access Management > Authentication.

On the SAML tile, click Configure.

On the SAML page, click Edit.

In the Information From Identity Provider section, enter the following information:

+ SAML Identity Provider Certificate: Paste your Ping Identity x.509 certificate (in PEM
text format).

* Remote Login URL: Enter the Ping Identity Remote Login URL.

* Logout Landing URL: Enter the Ping Identity Logout Landing URL.

In the Information for Identity Provider section, make note of the following fields:

* |ssuer

* NamelD Format

* Assertion Consumer URL

* Logout URL

Select the authentication method from the drop-down list:

* Unspecified: Uses the IdP default authentication mechanism.

* Password Protected Transport: Requires the user to log in with a password using a
protected session.

To require users to re-enter their login information to access Illumio (even if the session is

still valid), check the Force Re-authentication checkbox. This allows users to log in to the

PCE using a different login than their default computer login and is disabled by default.

@ NOTE
When SSO is configured both in [llumio Core and for the IdP, the preferen-
ces in lllumio Core are used. When SSO is not configured in lllumio Core,
the default IdP settings are used.

Click Save.
Click Turn On to enable SAML, and then click Confirm.
Log in to your Ping Identity account.

Select the Applications tab and add the lllumio app.

Click Edit and enter the following values you just noted from Illumio:

* ACS URL: Enter the value from the Assertion Consumer URL field in the PCE web
console.

« Entity ID: Enter the value from the Issuer field in the PCE web console.

* Single Logout Endpoint: Enter the value from the Logout URL field in the PCE web
console.

* Single Logout Response Endpoint: Enter the value from the Logout URL field in the
PCE web console.
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Weicome, Admin Pelham

Ping

# Dashboard Applications Usars Setup Account 7 Help

My Applcations Application Catalog

My Applications # / Applications / My Apglications

phoations you've added to your account are listed here.
.

Active applications are enabled for singbe sign-on {350).
= Details displays the application datails

Application Name Type Status Enabled

@ llumio ASP SAML Incompiate Yos Remave

1. Configure your connection

Assign the attribute values for single sign-on {S50) to the application.

Upload Metadata @ =
e Select File

ACS URL https: A SIEnter Assartion Consumer U

Entity ID  §(Enter lssuer from the 830 Config p

Target Resource @

Single Logout Endpoint @ hittps:/S{Enter Logout URL from tha §

Single Logout Response Endpoint @ nttpsu/S{Enter Logout URL from the 5
Verification Certificate @ | Choose File | Mo fie chosen

Force Re-authentication @

PingOne dock URL

Default PingOne dock URL  htt

i

Use Custom URL g

MEXT: Attribute Mapping Cancel Continue to Next Step

13. Click Continue to Next Step.

14. You will now configure the SAML_SUBJECT attribute mapping. Under Advanced
Attribute Mapping, next to the Name ID Format to send to SP, select ur n: oa-
si s:nanmes:tc: SAM.: 1. 1: nanei d-f or nat : enai | Addr ess.
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Advanced Attribute Options

Advanced Attribute Options for SAML_SUBJECT

Advanced Attribute Options
NameldFormal @

Mame |0 Format to send to SP; urn:oasis:namas:io:SAML: 1. 1:nameid-format:emailAddress

. i urn:casis:namas:ic:SAML: 1. 1:nameid-format:unspecfied
Adtrituts Mapping
You can build an attrioule mapping using  urnicasisneames:to:SAML:1.1:named-format: ¥ 50ESubjectiamea
An examole of a possiole SAML_SUSJE(  uncasisnamestcSAMLILTinamed-format:WindowsDomainQualif edName
urn:casis:namas:ic:SAMLZ D:nameid-format:unspecfied
ReEr=hiame s ot omc i iy urn:casis:names:tc:SAML:2.0:nameid-format:kerberos
urn:casis:nemas:ic:SAML:E D:nameid-format:entity

SAML_SUBJECT = SAML_SWE] EC. urnicasissnames:iic:SAML:2 D:named-format:persistent

IDP Attribute Mamea or Literal Valua

1 SAML_SUBJECT As Literal e

=y - |

15. Click Save.

Your PCE is now configured to use Ping Identity SSO for authenticating users with the
PCE.
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