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Illumio Edge What's New

About This Release

This documentation portal describes the new features, enhancements, platform support for
the lllumio Edge 22.31.0 release.

Product Versions

PCE Version: 22.31.0

Release Types and Numbering
llumio release numbering uses the following format: “a.b.c-d+e”

* "a.b”: Standard or LTS release number, for example “22.31.0”
* “.c”:. Maintenance release number, for example “.1”
e “-d”: Optional descriptor for pre-release versions, for example “preview2”

General Advisories

The information in this section provides general advisories about important aspects of this
release. To ensure proper operation of the system after upgrade, you might need to take
account on these advisories.

Supported Operating Systems

The 22.31.0 PCE and 22.11.0 VEN are supported on operating systems detailed on the Illlumio
Support portal.

See Edge VEN OS Support and Package Dependencies.

Open Source Package Updates
lllumio updated several open source packages for the PCE in this release.

Before Upgrading VENSs to This Release

Before upgrading, review all changes from your current version to version 22.31.0.

To ensure readiness, lllumio strongly encourages you to review the prior release notes, from
your currently installed VEN version to version 22.11.0.


https://support.illumio.com/shared/software/os-support-package-dependencies/edge.html
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Announcements

Changes to Teredo Tunnel Interfaces

Teredo tunnel interfaces are no longer reported from Windows endpoints. The change is to
fix an issue with the interface's IP addresses changing very frequently. The Teredo interface is
used for IPv6 connectivity, and is disabled by default.

What's New and Changed in Edge 22.31.0

Familiarize yourself with these new and modified features in Edge 22.31.0.

Maintenance Release

llumio provides regular maintenance updates for reported bugs and security issues, and
to add support for new operating system versions. As a maintenance release, lllumio Edge
22.31.0 solved software and security issues to refine the software and improve its reliability
and performance.

Enhanced lllumio Managed Services Portal

In this release, the Edge supports the enhanced lllumio Managed Services Portal. When
managed services providers navigate to the Illlumio Edge web Ul from the enhanced lllumio
Managed Services Portal, they see a link in the Edge web Ul to take them back to their
Managed Services Portal.

What's New and Changed in 22.31.0

This section explains for lllumio Edge customers running earlier releases of lllumio Edge what
is new in lllumio Edge 22.31.0.

What's New in Previous Releases of Edge

If you are running earlier releases of lllumio Edge, learn what is new and what features are
enhanced in the lllumio Edge in each release.

Illumio Edge 22.11.0

Tenant Management for MSPs

My Managed Tenants allows Managed Services Providers (MSPs) to onboard their customers
into lllumio Edge (SaaS) and then manage and administer Edge on their behalf. Users with
the Global Organization Owner role can:

e Add client tenants for their customers.

* View all their customer tenants from the My Managed Tenants page in their lllumio PCE.

* Navigate to their customer’s lllumio tenant login page from the lllumio Edge login page or
from a link on their My Managed Tenants page.
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* Remove a tenant.

Support for removing a Group in Edge

Beginning with this release, you can remove a Group in Edge. The Remove Group option
appears in the drop-down menu next to the Add VENS button (lllumio Edge > Groups). For
details, see Remove a Group.

Consolidated tallys for displaying errors and warnings

Beginning with this release, the VENSs List page features a new pattern of consolidated tallys
for displaying all errors and warnings. The new pattern avoids the need to display separate
cascading banners for multiple errors or warnings that occur simultaneously.

Illumio Edge 21.2.0

Outbound Policy Enforcement

Prior to Illumio Edge 21.2.0, you could only control access to your managed endpoints with
inbound policy enforcement. All traffic from each endpoint with Edge installed was allowed
to reach your corporate applications.

In this release, you can now control egress traffic from your endpoints.

Using lllumio Edge, you can create outbound policy for your endpoints to control how they
connect with external resources; specifically, your corporate data center, other cloud services,
the Internet, and other devices on their home networks. When you install an lllumio Edge
VEN on an endpoint, you can allow the endpoint to reach the Internet through its default
gateway or router while at the same time controlling which corporate assets that endpoint
can reach. Using lllumio Edge for endpoint control allows you to implement user segmenta-
tion from endpoints for assets in the corporate environment.

For the steps to configure outbound policy for your endpoints, see Outbound Policy.

Organization Policy

You set up outbound policy at the organization level so that the same outbound policies are
applied to all endpoints on which you have installed the Illumio Edge agent (known as the
VEN). This way, you do not need to replicate outbound rules to all Edge groups. Managing
outbound policy is efficient because you do it at the organizational level.

When you view outbound policy for a specific group, the tab displays the rules as read-only.
When you update your Organization Policy, you only need to provision the changes once
because the changes are provisioned to the PCE as one set of rules.

For more information about Organization Policy, see About Organization Policy.

Network Profiles

You can specify the network profile for inbound and outbound policies. By using network
profiles, you can separate your security policies by the type of network that the endpoints
are connected to; namely, Corporate versus External network profiles. When you configure
policy, you can specify whether it applies to the Corporate, External, or both (“All”) profiles.
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For more information about Network Profiles, see Network Profiles.

Domain Names in Policy

In [llumio Edge 21.2.0, you can now use domain names to control allowed traffic for your
endpoints. Domain names can be fully-qualified domain names (FQDNSs) or domain name
patterns using wildcards (for example, *. googl e. com).

Specifically, you can specify FQDNSs in the destination IP ranges for outbound policy.

For more information, see Policies Using Domain Names.

User Groups
In 21.2.0, lllumio Edge introduces the ability to use User Groups in policy.

User Groups in lllumio Edge allow you to leverage Microsoft Active Directory (AD) User
Groups in your lllumio Edge outbound policy. With this feature, you can create user groups in
the Illlumio Edge that map directly to your AD groups. You can then create policy with these
groups so that you can control outbound access on specific endpoints (the destination of the
outbound policy) based on the group membership of the user logged in to that endpoint.

For more information, see Add User Group.

Illumio Edge 21.1.0

New Feature in Edge 21.1.0
Admin Access and Admin Groups

In llumio Edge, you control which inbound connections your endpoints are allowed to ac-
cept. You have two ways to specify which inbound connections are allowed. In the previous
release, you could only control which inbound connections your endpoints accepted by
creating standard Illumio Edge groups containing endpoints. The groups included incoming
services and specified IP ranges. You still have the ability to create standard Illumio Edge
Groups. See these topics for information:

» Edge Groups
* Inbound Policy

llumio Edge 211.0 expands the capability to control incoming connections to endpoints by
adding the new Admin Access feature. The Admin Access feature allows you to control
access by configuring network-level access control using PKI certificates.

The Admin Access feature has many benefits, including allowing administrators to access
endpoints in other groups for troubleshooting and maintenance purposes. It is independent
of IP ranges, which can change or overlap. Because endpoints use certificate-based identity
of the connecting endpoints to verify their authenticity before allowing them to connect, the
Admin Access feature reduces possible vulnerabilities related to IP address spoofing.

For more information about this new feature, see Admin Access in this guide.
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What's Changed in Edge 21.1.0
Software Issues and Performance

lllumio provides regular updates for reported bugs and security issues, and to add support
for new operating system versions.

llumio Edge 211.0 solved software and security issues to refine the software and improve its
reliability and performance. See lllumio Edge Release Notes 211.0 for information.

Open Source Package Updates

llumio updated several open source packages for lllumio Edge in this release. See the
“Change History” in lllumio Edge Open Source Licensing Disclosures 21.1.0 for information.

Enhancements in Edge 20.3.0

Option to Increase Traffic Update Rate

'Increase Traffic Update Rate’ button is available on workloads pages. Clicking this button
triggers an action on workload to report flow information for selected workloads every 30
seconds for the next 10 minutes.

Workload Renamed to Endpoint

In the Illumio Edge Ul and documentation, the resource that you installed VENs on was
previous known as a “workload.” In this release, this resource is known as an “endpoint.” This
terminology update appears in the web console and in all product guides.

Enhancement in Edge 20.2.1

Support for IPv6 on the Services Page

The Edge Ul now supports the IPv6 encapsulation protocol service object. While creating a
service object, you can specify the IPv6 encapsulation protocol in the “Port and/or Protocol”
field by updating the “Service Definitions” information. You can use Explorer to filter for

the IPv6 encapsulation protocol from the “Services” drop-down menu by choosing “Policy
Services”.

Illumio Edge 20.2.0

New Features in Edge 20.2.0
Access Restrictions

Access restrictions are configurable entities and contain a list of up to 8 IPv4 IP addresses
or CIDR blocks that specify the source IP addresses of the allowed clients. Only the Global
Organization Owner can manage access restrictions in the organization while other roles
cannot edit or view them. From the main menu, click Access Management > Access Restric-
tion to edit the access restrictions.


https://docs.illumio.com/edge/21.1/Content/LandingPages/Guides/illumio-edge-release-notes.htm
https://docs.illumio.com/edge/21.1/Content/Resources/PDF/Illumio_Edge_Open_Source_Licensing_Disclosure_21.1.0.pdf

llumio Edge User Guide

=  Access Restriction Bd A UserName v Q 7 v
+ Add R e C* Refresh
Customize columns v 50 per page ¥ 1=-2of 2 Total ¥
[ %Name Description Addresses Restriction Applied To
] AR 10. User Session
[ testing 4, User Session

= L Access Restrictions (Create) UserName ¥ Q 2

@ Cancel

General

* Name Test

Description Type Access Restriction Description

* IP Addresses i 11 [i]

1 Total
Maximum 8 IPv4 Addresses or CIDR Blocks

For more information, see Access Restrictions for Users.
Reversible Source and Destination Columns

Previously, the Ul would display the Source column on the left and the Destination column
on the right with an arrow pointing from left to right. The Source & Destination Order feature
on the Policy Settings page provides an option to reverse the column display order. You can
now decide whether you want the Source or Destination column to displayed first in the UL.
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=  Policy Settings

7 Edit

Provisioning

Require Provision Note No

Source & Destination Order

Ul Column Order  Display Source Column First

Sl s Destination

= U Policy Settings (Edit)

@ Cancel

Provisioning
Require Provision Note () Yes

Q Mo

Source & Destination Order

Ul Column Order () Display Destination Column First

Destination +— Source

(- ] Display Source Column First
Source —+ Destination

For more information, see Configure Edge Settings.

Enhancements in Edge 20.2.0
Workload Enforcement States



llumio Edge User Guide

The workload enforcement states have been updated from Build/Test to Enforced and Visi-
bility Only modes. lllumio Edge includes three policy states for workloads:

llumio Edge does not take control of the workload’s native OS firewall and no traffic is
blocked in this state. In this mode, you get 'Limited’ visibility and the snapshots of flows
from the workload is collected periodically.

* Visibility Only
llumio Edge does not block any traffic. In this mode, you can only select the 'Blocked
+ Allowed' option and lllumio Edge logs and displays traffic information for allowed and
potentially blocked traffic.

- Enforced
Rules are enforced for all inbound services. lllumio Edge blocks traffic not allowed by a rule.
In this mode, you can select any of three visibility levels to define how much data the VEN
collects from the workload:
* Off: lllumio Edge does not collect traffic information.
* Blocked: lllumio Edge logs and displays traffic information for blocked traffic.
* Blocked + Allowed: Illumio Edge logs and displays traffic information for blocked and

allowed traffic.

=  Workloads and VENs - Workloads == -

Workloads VENs

© 1 Workload in Suspension

1
R VLR / Move to Gmupo

Select properties to filter view  Idle [1]

Enforced @
1 Selected Customize columns v 50 per page v
[] Connectivity Policy Sync Group Last Applied Policy Enforcement Visibility +Name
[] @online @ Suspended Domain_Grp29 11/23/2020, 16:46:28 Visibility Only Blocked + Allowed W10ILLU-
@ Online < Active (Syncing) ] 11/23/2020, 16:55:47 Visibility Only Blocked + Allowed W10ILLU-
O Offline Domain_Grp29 11/23/2020, 16:47:12 Visibility Only Blocked + Allowed W10ILLU-

1
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= L Workload - w10 BH
Summary Processes Rules Blocked Traffic
General
Name W10 18H
Description
Enforcement  Visibility Only

Visibility

VEN
Connectivity
Policy Sync

Policy Last Applied

Group

Group

Attributes
VEN Version
Hostname
os
Release
Uptime
Heartbeat Last Received

Interfaces

IPv6 Support

lllumio Edge does not block any traffic

Blocked + Allowed
llumio Edge logs and display traffic information for allowed and potentially blocked traffic

W10 N8H
@ Online

< Active (Syncing)

11/23/2020 at 16:55:47

Ryan
20.2.0-308
W1C J8H
win-x86_64-server

18362.1.amd64fre.19h1_release.190318-1202 (Windows 10 Enterprise)
77 Days, 2 Hours, 59 Minutes
11/24/2020, 21:10:37

eth32769: 10.
eth32769: fe80::d01’

10.8.0.1 {domain)
:3b92/64 (domain)

The Windows VENSs support IPv6 rules.

Export Report on Groups Page

From the Groups page, you can generate Export Reports (CSV and JSON) that include the
policies applicable to the selected group.

12
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= lllumio Edge == UserName v Q 2
1
Welcome, User Name! > Learn More
You have Security Rules set up for 70 Groups of Workloads
Groups + Add new Group Group:  Domain_Grp2
Traffic Policy Workloads @  VENs @
Select properties to filter view v
Ev 50v 1-500f 70 Total v > C Refresh
Provision N
- Group Workloads Select properties to filter view -
MODIFICATION .
123 None Qi Customizecolumns ¥ 50perpage ¥  1-2of 2 Matched v
Domain_Grp2 2 Add VENS [ [] Status Health +Name Version Group os
£ None : [] @ Suspended v w10 Ki 20.2.0-308 Domain_6rp29 Win-x86_64-server
[] @ hctive v w10 AG 2020-308 Domain_Grp29 Win-x86_64-server

Enhancements in Edge 20.1.3
Home Page Name Updated to Groups

For better visibility and navigation, the 'Home' page is renamed as 'Groups'. This enables you
to easily navigate to Group view from any page.

lllumio Edge

Explorer

Workloads and VENs

Settings
Troublesh

Support

Adding Multiple IPLists per Service

Previously, you could add only one IPList to a service. Without nested IPLists or the ability to
add more than one IPList to a service, you would need to create IPLists per services. You can
now add more than one IPList to a service. As multiple IP Ranges for the same service is now
allowed, you may define multiple IP ranges with smaller CIDR blocks or IP Range.

Enhanced Explorer

Previously, Explorer would only filter based on Transmission type or Exclude Servers or IP
Ranges. Explorer feature has now been enhanced to include its full functionality with filtering

13
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options. You can now use Explorer to find data about a certain port and protocol or find
information for a specific flow over a certain period.

Selector for Static Categories

The MultiGroupMultiltemSelector selector is enhanced to support multi-item select with
check boxes for static categories.

New Features in Edge 20.1.2

VEN Connections via Proxy Servers
This release of Illlumio Edge supports a VEN to PCE connection through proxy servers:

* The default proxy configuration on the OS is used and proxy configuration may or may not
be required.

* Only non-authenticated proxy is supported, which may require you to add an exception for
the PCE address.

* Only HTTP proxy is supported. The VEN will detect the proxy automatically and configura-
tion or mode change will not be required.

See VEN Connections via Proxy Servers for more information.
Upgrade VENs from the PCE Ul

You can now upgrade one or more VENs from the VENSs page in the PCE Ul. You can
upgrade all VENs, upgrade a selected subset of VENSs, or upgrade all VENs that match a set
of filters. After you confirm an upgrade from the Ul, the VEN will download the new VEN
image from the PCE and upgrade itself. If the VEN does not successfully upgrade within a
certain amount of time (approximately 24 hours), the upgrade will time out and the PCE will
put the VEN in a warning state. To clear this warning, just start another upgrade on the VEN.
The VEN versions available in the Ul will be uploaded by [llumio.

=  Workloads and VENs - VENs & 1  UserNamev Q 2
O 1
(V==tall Upgrade v C Refresh [ Reports v
¢ Upgrade All er view v
Upgrade Selected

1 [E e Customize columns v 50 per page v 1-260f 26 Total v

[ connecuviy — Health Name Version *Group os Status

[] @ Online v WSWINTO 19.3.0-6107 JDSBaseGroupo win-x86_64-server @ Suspended

[J @ Online v LAPTOP 20.1.2-103 JDSBaseGroupo win-x86_64-server Active

O Offline A DESKTOP o 19.3.100-2 JDSBaseGroupo win-x86_64-server Active

@ Online A 16 20.1.100-105 JDSBaseGroupo win-x86_64-server Active

1

Aflina ., WINT_ANWIN A B S S S, win VR RA_canar
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Overview of lllumio Edge

Endpoint segmentation is as important as data center segmentation because malware can
spread when endpoints communicate with each other. Edge provides strong endpoint secur-
ity by delivering visibility and segmentation to the endpoint. It delivers endpoint protection
that eliminates malicious lateral connections by effectively blocking the east-west traffic. It
proactively prevents the spread of breaches even before they are detected.

Benefits of Using Edge

0 IMPORTANT

Edge is supported for lllumio Cloud (SaaS) customers only and available only
for Windows endpoints.

Edge has the following key features:

* Blocks inbound traffic by default.

* Allows outbound traffic by default.

* Inbound rules allow traffic from subnets or core services to specific ports.

* Works remotely on wireless networks.

* Provides the ability to model policy in test and enforced modes.

* Enables firewall coexistence mode by default.

* Allows you to create separate policies for each endpoint’'s domain-connected network
versus their external or home networks.

How Edge Works

The following diagram details how Illumio Edge provides endpoint control.

15
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Virtual — Policy Compute
v Enforcement 1 o £
. oA, |84 Engine (PCE)

Workloads
Data Center

Visualize endpoint
traffic and build policy

Public Cloud or Saas

Model and enforce
policy on traffic

Monitor activity, control
traffic and refine policy

000

Context &
Telemetry

Edge Console

Endpoints ———————————

Security
Instructions

Getting Started with lllumio Edge

This topic provides important information to new customers, including how to create an
account [17] in lllumio Edge.

» For information about creating your first group after creating your account, see Edge
Groups [25].

Availability of lllumio Edge

llumio provides an uptime Service Level Agreement (SLA) of 99.8% for lllumio Edge.

For information about the SLA, see your Illumio Purchase Order and the lllumio Master
Subscription Agreement (https:/www.illumio.com/eula).

Recommended Skills
Before continuing, make sure you're familiar with:

* Your organization's security goals
* User endpoint applications

Requirements and Limitations

0 IMPORTANT

[llumio Core is supported for lllumio Cloud (SaaS) customers only and availa-
ble only for Windows endpoints.

lllumio Edge has the following requirements and limitations:

16
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* Only on-premises Active Directory (AD) is supported.

* Laptops joined with Azure AD only are not supported. Laptops must be on-premises do-
main joined or on-premises Azure AD-hybrid joined.

* Edge is not compatible with hypervisors such as Windows Hyper-V. The connectivity to or
from virtual machines may be blocked in Enforced mode.

* HTTP proxy is not supported.

Interoperability
llumio Edge works with the following software without needing special configuration:

* Symantec
e TrendMicro
* Cisco AnyConnect

The lllumio Edge agent software uses Windows PowerShell to implement features such as
the activation script, agent installer, agent software upgrade, and support report generation.
Your anti-virus software may interpret PowerShell to be a threat and block it, even if the
scripts it's implementing are signed with Windows authenticode. To prevent this from occur-
ring, lllumio recommends that you configure your anti-virus software to exempt the Illlumio
Edge agent from scanning and behavioral analysis. If the agent features aren't working prop-
erly, examine the anti-virus software logs and alerts to determine whether it is interfering
with the functionality of the Illlumio Edge agent.

Create lllumio Edge Account

When you sign-up with lllumio Edge, you receive an email invitation to create your account
and access lllumio Edge. The invitation link is valid for Z days. After you create an account
and log in for the first time, the “Welcome to Illumio Edge” page appears. Click Get Started
to launch a wizard that'll walk you through the steps to set up Illlumio Edge.

First time login

17
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Welcome to lllumio Edge

Click Get Started to create your first group and define security rules for a set of workloads.

P Learn More

Getting Started

Define Fine-tune Monitor
incoming custom blocked
services rules traffic

The wizard guides you through creating your first group for endpoints and configuring in-
bound policy for that group, including selecting incoming services and configuring IP ranges.
For information about the wizard workflow, see Inbound Policy [32].

Once you've created an account, you're presented the lllumio Edge dashboard (Groups page)
each time you log in.

Edge Users

llumio Edge includes four built-in Global Roles that allow users to perform specific opera-
tions. You can assign one or more roles to a single user, combining roles as needed to provide
granular levels of permissions according to the needs of your organization.

Global Roles
To view the Global Roles, go to Access Management > Global Roles.

Access permissions for each role are described in this table:

18
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Role

Global Organization Owner

Global Administrator

Global Read Only

Global Policy Object Provi-
sioner

Granted Access

Perform all actions: add, edit, or delete any resource, security settings, or user ac-

count.

Perform all actions except user management: add, edit, or delete any resource or

setting.

View any resource or organization setting: can't perform any operations.

Provision rules containing IP ranges, services, and groups: cannot provision rules, or

add, modify, or delete existing policy objects.

Role  Global Organization Owner

Granted Access A Hide
Groups

Workloads and VENs
Explorer

Users

Services

IP Ranges

Blocked Traffic
Security Settings
My Profile

SS0 Config

View, Add, Modify, Provision

View, Add, Modify, Delete

View, Add, Modify, Provision, Delete
View, Add, Modify, Delete

View, Add, Modify, Provision, Delete
View, Add, Modify, Provision, Delete
View, Delete

View, Modify

View, Modify

View, Modify

Role  Global Viewer

Granted Access A Hide
Groups

Workloads and VENs
Explorer

Users

Services

IP Ranges

Blocked Traffic
Security Settings

My Profile

SS0 Config

View

View Scope
View Scope
View

View

View

View Scope
View

View, Modify
None

Role  Global Administrator

Granted Access A Hide
Groups

Workloads and VENs
Explorer

Users

Services

IP Ranges

Blocked Traffic
Security Settings

My Profile

SS0 Config

View, Add, Modify, Provision

View, Add, Modify, Delete

View, Add, Modify, Provision, Delete
View

View, Add, Modify, Provision, Delete
View, Add, Modify, Provision, Delete
View, Delete

View, Modify

View, Modify

None

Role

Granted Access A Hide
Groups

Workloads and VENs
Explorer

Users

Services

IP Ranges

Blocked Traffic
Security Settings

My Profile

SS0 Config

Global Policy Object Provisioner

View

View

View

View, Provision
View, Provision
View, Provision
View

View

View, Modify
None

External Groups

llumio Edge integrates with the user groups maintained in your corporate IdP so that you

can manage user authentication centrally. When a user who is a member of an external group
logs into Illumio Edge, the corporate IdP authenticates the user and returns the list of groups

of which the user is a member.

External Users

Note the following about external users:

- If usernames aren’t email addresses - |Ilumio Core can't send email invitations to users

whose username isn't maintained in the form of an email address in your external corporate
Identity Provider (IdP). Make sure to send these users a login URL that they can use to set

up their Edge accounts and log in to the web console.
- Removing an external user - Removing an external user from Illumio Core removes them

from the External Users tab and from all of their role memberships. The user's authentica-

tion continues to be managed by your corporate IdP.
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Local Users

You can view a list of local users in the Local Users tab. Local users are created in the PCE
(they are not managed by an IdP). You can create additional local users as a backup in case
your external IdP goes offline or the SAML server is inaccessible.

To add a local user:

1. From the Edge main menu, choose Access Management > Local Users.
2. Click Add.
3. Enter a name and an email address. The email address must use the format

XXXX@YYY. zzzz and be 255 characters or less. You can have duplicate names for
local users but you cannot have duplicate email addresses.

4. Select a role for the user (see Global Roles [18]):
* None (Users without a role have Read Only access when this access is enabled.)
* Global Organization Owner
* Global Administrator
e Global Read Only

User Activity

This page displays a list of all the users in your organization along with details such as, name,
email address, status (online, offline, or invited), and their last login date and timestamp.

Authentication

When you use a third-party SAML-based IdP to manage user authentication in your organi-
zation, you can configure that IdP to work with the PCE.

Manage access restrictions for users

Access restrictions are configurable entities and contain a list of up to 8 IPv4 IP addresses
or CIDR blocks that specify the source IP addresses of the allowed clients. Only the Global
Organization Owner can manage access restrictions in the organization. Other roles can't
edit or view them.

In [llumio Edge, you can apply access restrictions to user sessions.

NOTE

You must have the Global Organization Owner role to view or edit access
restrictions.

To add an access restriction:

1. Log in to the lllumio Edge web console as a user with the Global Organization Owner
role.
2. Navigate to Access Management > Access Restrictions.

The Access Restriction page appears showing the allowed IP addresses and where
restrictions are applied.
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3. Click Add.
4. Enter the required attributes:
* Name

* Description (optional)

e I[P Addresses (you can list up to eight IPv4 adresses or CIDR blocks)
5. Click Save.

The new restriction appears on the Access Restrictlon page.

To remove an access restriction:

1. Log in to the Illlumio Edge web console as a user with the Global Organization Owner
role.
2. Navigate to Access Management > Access Restrictions.

The Access Restriction page appears showing the allowed IP addresses and where
restrictions are applied.

3. Select the check-box next to the restriction you want to remove and then click
Remove.
4. Click Remeove to confirm removal.

Customize Edge Settings

This topic provides information about how you can customize the Illumio Edge Ul for your
organization.

Require Provision Notes

Provision notes allow users to describe the provisioning settings they implement. This pro-
vides context that may be helpful to support your organization’s workflow. For example, you
might want your users to populate the Provision Note field with a project number or a link to
your internal bug tracking system.

NOTE

llumio Edge doesn't validate the content entered in the Provision Note field.

You can require administrators to add a note before new or updated provisioning rules take
effect. Until text is entered in the Provision Note field, provisioning updates aren't implemen-
ted and the Confirm & Provision button is grayed out.

To require a Provision Note:

—

Navigate to Settings » Pollecy Settings. The Policy Settings page appears. By default,
this option is set to Ne.

Click Edit.

Change the Require Provision Note option to Yes.

Click Confirm.

Click Save.

m AW
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Event Settings
By default, the auditable events are enabled in the PCE and cannot be disabled, in accord-
ance with Common Criteria compliance.

You can change the following event-related settings by navigating to the Settings > Event
Settings page:

* Event Severity: Set the severity level (Error, Warning, or Informational) of events to record.
Only messages at the set severity level and higher are recorded. The default severity is
'Informational’.

* Retention Period: The system retains event records for a specified number of days - from 1
day to 200 days, the default period is 30 days.

* Event Format: Set the message output to one of the three formats, JavaScript Object
Notation (JSON), Common Event Format (CEF), or Log Event Extended Format (LEEF).

=  Event Settings

s Edit
Events

Event Severity Informational
Only audit events of this severity or higher are saved

Retention Period 30 days
Audit events older than this are purged

Event Format JSON

Reversible Source and Destination Columns

On the Policy Settings page, you can decide the order in which you want the Source or
Destination column to displayed in the Ul. Previously, the Ul would display the Source column
on the left and the Destination column on the right with an arrow pointing from left to right.

To define the order of the columns:

1. Navigate to Settings > Policy Settings. The Policy Settings page appears.
2. Click Edit.
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Provisioning

Require Provision Note ) Yes

() No

Source & Destination Order

Ul Column Order () Display Destination Column First

@ Display Source Column First

e~ oo

3. Choose the Ul Column Order.

4. Click Save.
Depending on your selection, the Source and Destination columns will be displayed.
Here's an example:

T S
=  Explorer X UserName v Q ? v

Reset To Default

Select Included Sources v | select Included Destinations v | select Included Services v

Select Excluded Sources v | select Excluded Destinations v | select Excluded Services v

Lastont - e . swecrnorte<| 01 |3
epreaviw | 1 N

Reported o

Policy “Source Source Groups Flows/Bytes Last Detected
o . 9 Detected

Decision

Allowed fe80:fe:221d:cedd:3a35 ) Deleted Workload ICMPVE 4 flows 11/03/2020 11/03/2020

|

!

by Destination (@) nternet oz 02:49:44 03:06:51
- System
Ruiicas [NT AUTHORITV\SYSTEM]
Allowed feB0:1da6:f63b:cod:2a3 — O eleted Workioad IcMPYE 4flows 1110/2020 1110/2020
by Destination B - t 01:09:33 01:13:40
(@ nternet o1 System
Ruiicas [NT AUTHORITV\SYSTEM]
Allowed 1e80:1028:0483:36ca:9d1 — ©) Deleted Workload IcMPYE 4flows 1118/2020 1118/2020
,,,,,,,,, 7 e Ro0:1 0R:RRIR

Policy Creation Process in Edge

At a high level, security policies are configurable sets of rules that protect network assets
from threats and disruptions. lllumio Edge uses security policies to secure communications.

How Policy Creation Works in Edge

In lllumio Edge, security policy is defined at the group level. Then, when you add endpoints
to the groups, the endpoints are protected by the policies defined for those groups. A group
can have three types of policies:
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e Inbound policy
For the steps to create inbound policy, see Inbound Policy [32].
e Qutbound policy
For the steps to create outbound policy, see Outbound Policy [36]

The process for creating policy for groups and installing the [llumio Edge agent (the VEN)
on endpoints is separate. However, the wizard to create a group and configure the inbound
policy for the group ends with the option to add endpoints to the group. See Agent Installa-
tion [40] for more information.

About Inbound Policy
In most cases, you need to consider inbound service rules. The core services that commmuni-

cate inbound to the endpoints such as, McAfee EPO, Qualys, SNMP, or other management
services should be explicitly allowed. If you have inbound services that are unigue to your

organization, you will have to create a policy to suit your needs.
—\

(o=} I
o=

Inbound Services Communication

/aa
228,
\ I

Endpnints Custom Inbound Service

For more information about creating inbound policy, see Configure Inbound Policy [32].

About Outbound Policy

Using lllumio Edge, you can create outbound policy for your endpoints to control how they
connect with external resources; specifically, your corporate data center, other cloud services,
the Internet, and other devices on their home networks. When you install an Illlumio Edge
VEN on an endpoint, you can allow the endpoint to reach the Internet through its default
gateway or router while at the same time controlling which corporate assets that endpoint
can reach. Using lllumio Edge for endpoint control allows you to implement user segmenta-
tion from endpoints for assets in the corporate environment.

Relying on a VPN connection to protect corporate assets doesn’t provide the same level
of security that lllumio Edge can provide. Relying on a VPN connection alone won’t ensure
zero-trust network access (ZTNA) for an endpoint to the corporate data center when that
endpoint is compromised.
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When creating outbound policy for endpoints, you should consider your corporate security,
compliance, and IT auditing requirements. Usually, you start by defining what your organiza-
tion’s endpoints can communicate with. By default, Illumio Edge is configured to allow all
outbound traffic from your endpoints. Finally, determine what corporate assets you need to
control access to from your endpoints.

For more information about creating outbound policy, see Configure Outbound Policy [36].

Network Profiles

You can specify the network profile for inbound and outbound policies. By using network
profiles, you can separate your security policies by the type of network that the endpoints
are connected to; namely, Corporate versus External network profiles. When you configure
policy, you can specify whether it applies to the Corporate, External, or both (“All”) profiles.

The Corporate network profile is reserved for interfaces that are domain authenticated, such
as an endpoint’'s VPN interface or any interface connected to a Microsoft Active Directory
(AD) domain. The External network profile should be used for all other networks that the
endpoint connects to, such as home wireless networks or public networks. These networks
are not domain authenticated. On Windows endpoints, both public or private interfaces map
to the External network profile. Endpoints on home networks can communicate with many
types of loT devices, such as printers, Google Home, and Amazon Alexa.

Being able to segregate policies by network profile helps lock down security so that your
organization isn’t vulnerable to lateral migration of threats from an endpoint’s home network
to the corporate network because a device on the home network was exposed to a security
threat.

In Illumio Edge, the network profile is attached to policy (rules) and not endpoints. The
details pages for Endpoints and VENs - Endpoints shows “(Corporate)” or “(External)” next
to each interface. For example:

eth32774:192168.125.86/24 (Corporate)
eth32775:192.168.79.1/24 (External)

llumio Edge users who have permission to create policy have the necessary permission to
designate which network profile the policy applies to. The Edge Ul does not provide a default
setting. You must explicitly choose which network profile to use.

Edge User Groups
This topic explains how Illumio Edge uses groups as part of endpoint security and how to

add and manage the groups you create.

About lllumio Edge Groups

In Illumio Edge, groups are logical collections of endpoints. You create groups for depart-
ments in your organization (for example, Finance, HR, and Engineering) or to logically organ-
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ize your endpoints based on other criteria. You create inbound policy by group, which means
that an endpoint must be in a group to be controlled by inbound policy. Also, an endpoint
can be in only one group at a time. Outbound policy is also controlled by group; however, a
global policy, called Organization Policy, is used universally by every group of endpoints.

The Outbound Policy tab for each group is read-only and displays the organization outbound
rules that apply to the selected group. For example, the global Organization Policy includes
25 outbound rules and only 5 apply to the selected group (either because a rule applies to all
groups or only to the selected group), then the Outbound Policy tab for that selected group
will display only those 5 rules.

When you add a new group to lllumio Edge, it launches a wizard that walks you through the
process of configuring inbound policy for that group; therefore, every group will always have
inbound policy set up. You can update a group at any time by editing its inbound policy,
providing Admin Access to that group, or by adding and removing endpoints from the group.

The Groups page (main menu > Greups) offers quick insight into all active inbound services
seen across your groups. In the “Visibility” mode, you can confirm policies by reviewing po-
tentially blocked traffic before enforcement. You can quickly understand the policy decision
on all traffic via the green, yellow, and red traffic lines. You can sort the data based on port,
traffic flows, and sources. Clicking any of the traffic lines under the Policy column, opens the
Explorer page.

Add a Group

You define a group and select your incoming services and IP ranges. Every time you add a
group, lllumio Edge launches a wizard that walks you through the process of configuring the
inbound policy.

—r

From the Illlumio Edge main menu, choose Groups.
2. Above the Groups panel, click the Add new Group button.

=  lllumio Edge

Welcome, User Name!

Groups

3. Enter a name for the group in the Name of Group ficld, for example HR. The group
you have selected is the group of endpoints that the policy will be applied to.
4. Continue with the wizard to select the incoming services for the group and define

the permitted IP ranges. See Configure Inbound Policy [32] for information.

View Traffic for Groups
The color of the traffic lines indicates the following status:

+ Green: Allowed

» Yellow: Potentially Blocked (in the Visibility mode, the traffic that does not conform to
policy is displayed as potentially blocked)

* Red: Blocked
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= lllumio Edge B8 & via|?|wv

Welcome, User!

P Learn More
You have Security Rules set up for 1 Group of Endpoints

Groups <+ Add new Group Group:  Finance
Traffic  Inbound Policy ~ Outbound Policy ~ Admin Access  Endpoints  VENs
Select properties to filter view v | —_—
BEv 50v 1-1of1Totalv < > Customize columns v 50 per page v 1-90of9Totalv <
Provision . Ports. Total Flows Blocked Flows Top Sources *+Policy
Group Endpoints
Status
445 TCP System 10 10 © © ILLUMIO-LT-002 | | ® ) ILLUMIO-LT-001 —_
Finance 4 :
137 UDP System 6 6 © © ILLUMIO-LT-002 | | ® ) ILLUMIO-LT-001 _—
ICMP System 4 ) © © ILLUMIO-LT-002 | ® ) ILLUMIO-LT-001 —
4916 UDP jami.exe 10.9K 10.9K © 519175152 | 512221040 | © 54.36.178.20 +73 more —_—
51247 TCP jami.exe 1 1 © © ILLUMIO-LT-002 ————
50000 TCP Imc.exe 1 0 ® © ILLUMIO-LT-001 ——
50380 TCP jami.exe i) 0 © ©) ILLUMIO-LT-001 —_——
3389 UDP svchost.exe 1 0 ® ) AD Servers ————
3389 TCP svchost.exe 1 0 ® ) AD Servers —————

The Traffic tab also has an “Unknown” category. The Unknown category can appear for flows
permitted by FQDN policies, because FQDN policy can encounter a traffic calculation delay.

You can Refresh the Groups page to see new traffic, add filters, and view policies. The
“Inbound Traffic for Group” on the Groups page displays the traffic flow of endpoints in the
group along with the port and protocol, process name, and Windows service name. You can
view the policy, endpoints, and VENs associated with the selected group and also generate
Export Reports (CSV and JSON) that include the policies applicable to the selected group.

Manage Groups

You can manage all your groups from the Groups page. In the Groups panel, each group has
a quick access menu that you can use to modify the selected group.

To the right of the group you want to manage, click the dots.
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Select properties to filter view v
EEv 50v 1-500f122Total v > -

Szl 2 Grou Endpoints

Status P P

© a1 None .
: e [CNEDE)

|
R

aa Edit Group
Mark as Admin Group
Stop Pairing
Edit Install Script

Revoke Existing Install Script

A menu appears that provides options for the common group management tasks. For infor-
mation about marking a group as an Admin Group, see Admin Access.

NOTE

You cannot delete Illumio Edge groups. To modify a group so that its policy
no longer impacts endpoints, remove all endpoints from that group.

You remove a VEN from a group by unpairing it, which uninstalls the VEN.

To remove a VEN from a group:

1. From the Illlumio Edge main menu, choose Endpoints and VENS > VENS.

2. Select the endpoints you want to remove from the group and stop managing.

3. Click the Unpalr button.
A dialog box appears providing information about the impact of unpairing those
VENS.
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Unpair VEN X

Selected  Pairing Method Enforcement Remove or Unpair Actions Remove

1 Paired using pairing key  Visibility Only/Enforced  Uninstalls the selected VEN(s) x

Removes policy for the associated endpoints

© Remove lllumio policy

Windows ~ Removes lllumio WFP filters

Cancel M

Click Unpair.
The endpoint is no longer managed by Illumio Edge.

Remove a Group
When you remove a group:

The removal appears in the event logs along with the name of the user who removed the
group.

The removal is provisioned automatically and is reflected on the Policy Versions page
(Provision > Policy Versions).

Removing a group can't be undone.

Services, IP ranges, and other policy objects used in the group are unaltered and can still
be used by other groups.

Following removal, flow data from the group may still be visible briefly in Explorer.
Removing a group doesn't affect the endpoint estate in any way.

Procedure

1. Prepare for Group Removal.

2. Provision all of the above actions.
3. Remove the group.

Go to lllumio Edge » Groups, click the three vertical dots next to the Add VENS
button, and then click Remove Group. Note the following:

=  lllumio Edge

Groups @ + Add new Group
Select properties to filter view ~

v 50 1-t1of1Total v <«

Provision

-
St > Group Endpoints
Group - 63730 None Add vins (1]
Edit Group

Mark as Admin Group
Stop Pairing
Edit Install Script

Revoke Existing Install Seript

Remove Group

Create Policy Objects in Edge

You can create reusable policy objects (namely, services, IP ranges, and user groups) ahead
of time and add them to the policies you create. Alternatively, you can create them while
creating policy. The wizard for creating inbound policy, for example, has buttons to create
policy objects while selecting services and IP ranges.
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Add Service

3.

From the main menu, choose Policy Objects > Services. The list of inbound services
you have previously defined appears.

=  Services

+ Add

Select properties 1a filter view
Customize columns ~
|| Provision Status *Name Port/Protocel Last Modified On Last Modified By Description
All Services ALL 1/27/2019, 10:31:07 Unknown
[m] ICMP ICMP | IEMPY 1&.!77_4%?&19. 10:31:07 Unknown
[l Kollective Didvory Managar Servica 06/08/2020, 22:06:18 amio.com Kollective, formerly known as Kontiki, is 2 pes
1 LM 50000 TCP 06092020, 08:31:368 Jmia.com Custom p2p Messaging
(H] RDP 3 4TEP, 313UDP 06/09{2020, 10:05:33 Imig.carm
O SMEB 445 TCP 06/09/2020, 08:32:21 Jmio.com
1 Zoom ZoomCptService 06/08/2020, 22:06:18 imio.com A collaboration spplication that can be confiy

Click the #Add button to create a custom service. The Services page appears.

= L Services (Create)

@ Cancel
General
* Name Type a name for the new Service
Description Type a description for the new Service

* Service Definitions
O Port andfor Protocol Process Windows Service

O E.g. 22, 514 UDP, ICMP v E.g. c:\windows\myprocess.exe E.g. myprocess

Complete the settings for the new service and click Save.

Add IP Range

From the main menu, choose Policy Objects > IP Ranges. The list of IP ranges you
have previously defined appears.

=  IPRanges

Select properties to filter view

* Customize columns v
Provision Status *Name Addresses Last Modified On Last Modiified By
] AD Servers b 7 06/09/2020, 08:20:20 r @illumio.com
Any (0.0.0.0/0 and :/0) 0.0.0.0/0 +1more 11/27/2019, 10:31:07 System
7 1 oval N2 n0HA NANAMNZN NRiA1:NG 2 Gilliimin ~om

NOTE
You can also add FQDN or an FQDN pattern in the IP Ranges page.

Click the #Add button to add a custom IP range.
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IP Range (Create)

@ Cancel

General

* Name test-ip-range|

Description Type a description for the new IP Range

* IP Addresses Type or paste IP addresses (i ]

* FQDN Type or paste fully qualified names i ]

For information about specifying an FQDN for the IP range, see Policies Using Do-
main Names [38].
3. Complete the settings for the new IP range and click Save.

Add User Group

User Groups in lllumio Edge allow you to leverage Microsoft Active Directory (AD) User
Groups in your lllumio Edge outbound policy. With this feature, you can create user groups in
the lllumio Edge that map directly to your AD groups. You can then create policy with these
groups so that you can control outbound access on specific endpoints (the destination of the
outbound policy) based on the group membership of the user logged in to that endpoint.

If you combine setting up user groups and including FQDNSs in outbound policy, you can
write rules that control which AD groups can access corporate applications or public Internet
resources that are identified by those FQDNSs. For example, you might want to allow only
employees in the Sales user group to access the ERP application, but not users in HR. You
might want to allow HR users to only access HR applications, but not all internal resources.

To add a user group:

1. From the Illlumio Edge main menu, choose Policy Objects > User Groups.
The User Group page appears.

2. Click Add.

3. In the Add User Group page, enter a name, system identifier (SID), and description
for the AD group.

4. Click Save.

The new user group appears in the User Groups list. You can now use the user group
in allow rules for outbound endpoint policy to control access to specific applications.
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Inbound Policy in Edge

You can configure inbound policy for a new group or update the policy for an existing group.
For information about how Illumio Edge defines inbound policy at the group level, see Edge
Groups [25].

llumio Edge includes a wizard that walks you through the steps to select services and source
IP ranges for inbound policy, and then preview and provision the policy.

Process-Based Rules in Inbound Policy

TIP

When services have dynamic ports, consider creating a policy that is tied to
the process or Windows service and allow all ports. This way, the host firewall
will control access only on those ports on which that application is listening.

The Windows process-based type of service is used by Windows endpoints and defined by
specifying ports and protocols, processes, or Windows service name. The process paths can
contain:

* Windows OS defined system environments variables such as, ¥8yst enDr i ve% %Byst enmt
Root % %A NDI R% %°r ogr anti | es(x86) % %°r ogr antFi | es% and %Pr ogr anDat a%

* Windows OS defined per-user environments variables such as, YAPPDATAY %-HOVEPATHY
and %JSERPRCFI LEY%are not supported.

* Drive letters other than C:. such as, X: and Z: are supported, provided they exist in the
endpoint.

e Network UNC path in the "\\ Ser ver\ f ol der " format is supported.

* Driver letter mapping to a UNC path is supported

» Path containing NTFS mount point is supported.

* A process path need not exist in the endpoint at time of policy provisioning.

Select Incoming Services

A service is an incoming peer-to-peer service that you would want to include while writing
your policy. It can be a port and protocol, a process, or a Windows service. lllumio Edge
provides a list of common applications and you can select which items you want. This topic
describes how to select the Incoming Services to allow for peer-to-peer commmunication.

1. From the lllumio Edge main menu, choose Groups.

2. To define inbound policy for an existing group, click the group in the Groups pane >
Iinbound Policy tab > Edit Group button.
Or

To add a new group, click Add new Group.
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5.

=  lllumio Edge

Welcome, User Name!

Groups

The wizard starts that guides you through configuring inbound policy.

In the Name of Group ficld, enter or update the name for the group; for example, HR.
The group you have selected is the group of endpoints that the policy is applied to.
Select the incoming services. By default, lllumio Edge provides approximately 30
services in the All Services list. Start entering a service name in the “Type to show
matching services” field to filter service in the All Services list.

Select the service you want and use right/left arrows to add or remove them from
the “Incoming Services to allow” list. For example, you can add Skype and Microsoft
Teams to be allowed for this HR group.

=  lllumio Edge Add G C g S es User Name ¥ Q 27 v

Specify a name for the group and select incoming services to allow. Click the arrow buttons to add or remove services to the group

*— Cancel

Select Incoming Services

= Name of Group @  HR

Type to show matching services

All Services 40 services * Incoming Services to allow @ + AddNew 2 services
IcMP "'s;kype"‘
| skype |

ICMP,ICMPVE

All Services [1 Microseft Teams
Teams

Windows Broadcasts
137 - 138 UDP,137 - 138 TCP,5355 UDP,1900 UDP

Web.
80 TCR,443 TCP

@

MSsaL
1433 TCP

Tomcat
808D TCP

MysaL

TIP

In the next step of the wizard, you can add multiple IP ranges for the
same service, thereby allowing you to specify smaller CIDR blocks and
IP ranges. See Configure IP Ranges [34].

(Optional) Click the Serviee name to view or edit it.
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Edit Service - Skype x

General

* Name Skype

Description A collaboeration application that can be configured to use peer to peer communicatian.

* Service Definitions E.l — Remove
O Port andfor Protocol Process Windows Service
O E.g. 22, 514 UDF, ICMP w E.g. ciwindows\myprocess. exe Skype
Cancel
6. To use a custom peer-to-peer application that is not in the provided All Services

list, click Add New and define that service. Enter a Name, Description, and Service
Definitions (port and/or protocol, process, and Windows service) and click Save.

You have the option to select the “All Operating Systems: Port-Based” and the “Win-
dows: Process/Service-Based.”

Add New Service
General
*MName | Typeaname for the new Service

Description | Type a description for the new Service

* Service Definitions — Remove

] Port andjor Protocol

[m] E.g. 22, 514 UDP, ICMP

Cancel

The new service is added to the list.
You have now defined your incoming services, which means you have confirmed the
selected services to be authorized for the specified group.

7. Click Next to continue the wizard and configure source IP ranges for the inbound
policy.

Configure IP Ranges

An IP range is a range of IP addresses that is permitted to communicate using an incoming
service. It could consist of a single IP address, a CIDR block, or an IP range.

You configure the authorized IP ranges that are allowed to communicate on the services you
have defined. For example, in the case of Skype, the IP range can be Any because you want
all the laptops of employees that belong to the HR group to communicate with each other
via Skype. By default, lllumio Edge provides a few IP range options, such as Any and RFC
1918, which you cannot edit.

1. From the Source IP Ranges drop-down menu, select an incoming IP range that is
permitted to communicate for each of the incoming services you added.
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2.

=  Source IP Ranges - test =

[

Set an incoming IP Range for each incoming service

Previous @ L 4 @ cancel

Select Services Select Source IP Ranges
(1] o

EFXERE  Apply 1P Range. @ | Network Profile v
Select properties to fifter view v
1 Selected
[] Service * Source IP Ranges Network Profile
z:;’::- Any {0.0.0.0/0 and :/0) X | Select IP Ranges to allow v Corporate v
O Microsoft Teams

e Select IP Ranges o allow v Corporate -

TIP

To apply an IP range to more than one service, select those services
and click Apply IP Range.

(Optional) To create a new custom IP range, click Add New. Click the 'I' icon to see
the examples.

Add IP Range

General

*Name  Type s name for the new P List

Description  Type a description for the new IP List

* IP Addresses  Type or paste fully qualified names @
Single IP IPva or IPVE x
127.001

2001:0db8:0a0b:12f0:0000:0000:0000:0001

CIDR Block  Use a slash to indicate a CIDR Block
192.168.100.0/24
2620:0:860:2::/64
IP Ranges  Use a hyphen to indicate an IP range
10.0.0.0-10.265.255.256

Comments  Use a hash symbol to Indicate a line comment
23.4.55.6 #Comment Text

Excludes  Use an exclamation point to exclude an IP address, CIDR block or I range.
The excluded IP address(es) must be within the included IP range.
1192.168.100.0/30
1311e:1900:4545:3:200:1811:1e21:67ct

Cancel

Specify the network profile for each service and its source IP range. See Network
Profiles [25] for information.

After choosing the IP ranges, click Next to view the summary of your Rules, which
displays the list of incoming services and permitted IP ranges.

Click Done to provision the rules or save them as a draft.

Verify the information in the pop-up and click Conflrm & Provislon to provision the
rule to the associated endpoints.
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Group HR - Provision

The group settings for new Group HR are complete.

Services will be created:

= Skype

Do you want to provision the group to associated endpoints now?

Cancel @ Save as Draft Eein B HGE BN

If you selected Save as Draft, sce the Draft Changes section.

7. After successful provisioning, the lllumlo Edge Groups arc displayed, with the
groups, their provision status, and the number of VENSs that are associated with
that group (number of paired endpoints) displayed in the left panel. If you want to
add additional endpoints, click the '"#' button located next to the number of VENSs as
described in the Agent Installation [40] section.

The inbound traffic configured for that group is displayed in the right panel. For
information, see the Explorer [55] section.

Outbound Policy in Edge

This section describes how you create outbound policy for your endpoints by configuring the
global Organization Policy in lllumio Edge.

About Organization Policy

In llumio Edge, you set up outbound policy at the organization level so that the same
outbound policies are applied to all endpoints on which you have installed the lllumio Edge
agent (known as the VEN). This way, you do not need to replicate outbound rules to all Edge
groups. Managing outbound policy is efficient because you do it at the organizational level.

When you view outbound policy for a specific group, the tab displays the rules as read-only.
When you update your Organization Policy, you only need to provision the changes once
because the changes are provisioned to the PCE as one set of rules.

Elements of Outbound Policy Rules
In outbound policy, each rule includes the following elements:
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e Source Groups
* lllumio Edge groups (which are groups of endpoints)
e User groups (Active Directory groups)
You can specify a single group, multiple groups, or all groups.
* Destination IP Ranges
* |P addresses, CIDR blocks, IP ranges
* Exclude IP addresses, CIDR blocks, IP ranges
 FQDNs, including with wildcard characters
» Destination Services
* Port and protocol
You can specify multiple services per rule.

NOTE

[llumio Edge includes a list of 100+ service definitions and you can use in
policy or you can define your own services.

* Network Profile
» Corporate
» External

You can use the destination services to create very granular outbound security policy. For
example, you could have services on a server that you want to control access to. You specify
the ports and protocols or Windows processes/services in your Organization policy that only
specific endpoint groups can access.

Rule Evaluation for Outbound Policy
Organization policy for outbound control consists of three parts:

* Allow rules
e Deny rules
* A default rule

llumio Edge evaluates and applies policy in the following order:

1. If you haven’t defined a global Organization Policy, a default rule allowing all out-
bound policy.
2. When you have defined Organization Policy, rules in the following order:
a. All allow rules
b. Deny rules
C. The default rule that all outbound traffic is allowed

You cannot edit or delete the default rule.

As soon as lllumio Edge finds a match with an outbound rule, that rule controls the outbound
traffic and the evaluation process stops.

For endpoints, this is usually how you start creating global outbound policy for the Corporate
network profile. Namely, this profile has a default allow for all traffic; then, you can start

to define policies based on corporate security, compliance, or audit requirements. Lastly,

you define different policies for what users can or cannot connect to outbound from their
endpoints.
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Policies Using Domain Names

In [llumio Edge, you can use domain names to control allowed traffic for your endpoints.
Domain names can be fully-qualified domain names (FQDNs) or domain name patterns using
wildcards (for example, *. googl e. com.

Specifically, you can specify FQDNSs in the destination IP ranges for outbound policy.

S NOTE
You can add FQDNSs only to IP ranges for allow rules. They are not supported
in outbound deny rules.

Adding FQDNSs in policy is especially useful for allowing traffic to your corporate applications.
For example, you could create an outbound policy by adding an allow rule for your Engineer-
ing team to connect to j i ra. sanpl econpany. i o so they can access your Jira application
running in your corporate data center or in your colo hosted in a public cloud.

llumio Edge provides the same support for FQDNSs in policy that lllumio provides for [llumio
Core. See FQDN-Based Rules in the /llumio Core Security Policy Guide for more information.

Configure Organization Policy

1. From the main menu, choose Organization Policy. The Organization Policy - Out-
bound page appears.
2. Click Add Rulle and choose either allow rule or deny rule.

<+ Add Rule v

e
Allow Rules ~~

Allow services and/or IP Range traffic
Deny Rules

Deny services and/or IP Range traffic

A new row appears in the table in either the Allow Rules or Deny Rules section
depending on the type of rule you are adding.

Organizational Policy ~ Outbound

Outbound Policy

A You are viewing the draft version View the active version m 3 Revert

+ Add Rule v C Refresh

v Allow Rules
Sperpagev  1-50f39Total v >
(m] Source Groups. " Destination IP Ranges Destination Services. Network Profile

| = Seectoneor more P Ranges v | Selectone or more Services v Selecta NeworkProfie v VAlow 3

Sperpagev  1-50f26Total v >

Destination Services

v  @Deny )

Source Groups Destination IP Ranges Destination Services

All Groups = (Any(0000/0and 3/0) All Services Al v Allow

38


https://docs.illumio.com/core/21.2/Content/Guides/security-policy/create-security-policy/fqdn-based-rules.htm

llumio Edge User Guide

The structure of each type of rule is the same - source groups, destination IP ranges,
destination services, and network profile.

3. Complete the settings for the allow or deny rule that you are adding. See About
Organization Policy [36] for more information.

4. Click the Save icon (B) for the new rule at the end of the row.

The new outbound policy is saved as a draft. To provision the policy changes, click
Provision. See Provision Policy [39] for information.

Provision Policy in Edge

Provisioning means the policies you have defined are sent to the VENSs that are installed on
the endpoints.

Draft Changes

Any changes you make to groups, IP ranges, services, or policy need to be provisioned.
When your PCE has changes that need to be provisioned, the orange badge on the Provi-
sion button indicates the number of changes that need to be provisioned. When you select
the check-box and click Prevision, the PCE recalculates the changes and transmits those
changes to the VENs installed on your endpoints. All of the changes you make to those items
are considered to be in a "draft” state (un-versioned) until you provision them. After the
provisioning is complete your changes, those changes become "active” and current.

= Draft Changes B 1 UserName ¥ Q@ 7?7 v
i Prouis\‘orp = Reverp 1 IP Range C Refresh
Select properties to filter view v

1 Selected Customize columns v 50 per page v 1-1 of 1 Total v
Change +Name Item Last Modified By Last Modified On
“ec2. com IP Range @ilumio.com 01/08/2020, 11:52:03

When you confirm provisioning by clicking Conflrm & Provislon, the Provisioning progress
indicator displays the number of endpoints that need to be synchronized with the latest
provisioned policy changes and the progress for applying the policy changes to those end-
points.

Provision selected items x
Change +Name Item Last Modified By Last Medified On Remove
DELETION il i . .
*ec .com IP Range @illumio.com 01/08/2020, 11:52:03 x
Summary 1 Total: 1 IP Range

Provision Note Provision Note

@ The PCE recalculates policy and sends it to impacted VENS when you provision.

[o=L,I--IB Confirm & Provision

On the Provisioning page, you can:

* View the previous policy change by clicking View the last commit.
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* View the list of policy versions by clicking View Policy Versions.

Policy Versions

Select Provision > Policy Versions from the top-left main menu [E] on the left or from the
top-right provision menu . The policy versions are displayed under the Version column.

=  Policy Versions (== UserName v Q 7
C Refresh
® Customize columns v 50 per page v 1-35 of 35 Total v
+Version Group Services Provisioned By Note
IP Ranges Provisioned On
1 Group 2 Services System System created default
11P Range 07/19/2019, 13:21:37
2 Groups 10 Services @illumio.com Duplication from ( .o
7 IP Ranges 10/24/2019, 12:28:10
3 Groups 10 Services llumio.com
7 IP Ranges 10/24/2019, 17:50:06
4 Groups 10 Services @illumio.com
7 IP Ranges 11/05/2019, 18:51:48

Agent Installation in Edge

An agent installation script is generated for every Group. You can use any of the deployment
options to deploy the agent on your endpoints.

Ways to Install Agents

You can deploy Illumio Edge agents in several ways:

* Use Microsoft Endpoint Configuration Manager [formerly System Center Configuration
Manager (SCCM)]

« Use group policy to push out an executable

* Systems manager or master data management (MDM)

* EXE bundle

* Any software deployment tool that you currently use

0 IMPORTANT

You need to be a member of your organizations’ desktop administration team
with the required permissions to deploy Illumio Edge.

VEN Library

The PCE can act as a repository for distributing, installing, and upgrading the VEN software.
The PCE can host multiple VEN versions, allowing you to evaluate and certify new versions
of the VEN while continuing to deploy older versions in production. The VEN Library page is
available after you have loaded a VEN software bundle. From this page, you can download
individual VEN packages and also view the dependencies and supported OS versions.
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= VEN Library B3 & UserName v Q ?

C' Refresh  [4 Dependencies  [4 Supported OS Versions

Select properties to filter view v
® Customize columns v 50 per page v 1-50 of 97 Total v >
+Default Release VEN Filename Distribution 0S Version  Download

Architecture

v 20.1.2-103 ilumio-edge-20.1.2-103.win.x86.exe Windows
x86
v 20.1.2-103 ilumio-edge-20.1.2-103.win.x64.exe Wwindows
x64
19.3.100-2 ilumio-hven-19.3.100-2.win x86.msi Wwindows
x86
19.3100-2 illumio-hven-19.3.100-2.win.x64.msi Windows n
x64
19.3.0- ilumio-ven-19.3. 686.rpm Cent0S 6 n
i686
19.3.0- ilumio-ven-19.3. .%86_64.rpm Cent0S 6 n
x86.64
19.3.0- illumio-ven-19.3.0- x86_64.rpm Amazon 1 n

Add VENSs to a Group

From the Groups list, click Add VENS for the endpoint on which you want to install a VEN.

lllumio Edge

Welcome, User Name!
You have Security Rules set up for 14 Groups of Endpoints

Groups + Add new Group

Select properties to filter view v
Customize columns v 50 perpage v 1- 14 of 14 Total v

Provision

. Group Endpoints

MODIFICATION

PENDING Domain_Grp2 Mone Add VENs i

Click the up arrow [®] on the Install Script page to view the Endpoints and VENSs page.

47



llumio Edge User Guide

= t Install Script - HR (Pair)

Pick an Install Script HR v

Initial Endpoint State
Source Install Script  HR
Group  HR

Policy State  Build
Build Rules without events

Initial VEN Version  Default (20.1.0-4)
Install the selected VEN version

Pairing SCﬂptS Activation Code

Key 1851821b&7efd370928fcf165a3e271454d1e68 ©95839ad42a6

Windows OS Pairing Script  powershell -Command "& {Set-ExecutionPalicy -Scope process remotesigned -Force; Start-Sleep -s 3; Set-Variable -Name ErrorActionPreference -Value

SilentlyContinue; [System.Net.ServicePointManager]::SeeurityProtocel=[Enum]:: ToObject{[System.Net.SecurityProtocolType], 3072); Set-Variable -Name
ErrorActionPreference -Value Continue; (Mew-0Object System.Met.WebClient).DownloadFile('https:/j /api/vB/software/venfimage?

pair_script=pair.ps1&profile_id=312, '\Pair.ps1); .\Pair. ps1 -management-server
18518211b871d3709281c1165236271454d1268 95839a04226;)"

Pairing Key Settings
Generated On  06/11/2020 at 10:00:01
Lifespan  Unlimited

Remaining Uses  Unlimited

After you pair the endpoint, it will be displayed as an additional [#] on the Illumio Edge
Groups page under that group’'s VEN column.

Install and Activate

Run the following command to install and activate the VEN in a single command:

illum o-edge-20.2.0-310.wi n.x64.exe /install /quiet /norestart /log C:\Wndows\tenp\IIIu

S NOTE
The above command is only applicable if you are using the EXE bundle.

The qui et, norestart, and | og commands are all optional.

For information on locating the Activation Code value, see the Agent Installation [40] sec-
tion.

Upgrade VENs

You can upgrade one or more VENSs from the Endpoints and VENs > VENSs page in the Ul
You can upgrade all VENs, upgrade a selected subset of VENSs, or upgrade all VENs that
match a set of filters. After you confirm an upgrade from the Ul, the VEN will download the
new VEN image from the PCE and upgrade itself. If the VEN does not successfully upgrade
within a certain amount of time (approximately 24 hours), the upgrade will time out and the
PCE will put the VEN in a warning state. To clear this warning, just start another upgrade on
the VEN. The VEN versions available in the Ul will be uploaded by Illumio.
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=  Endpoints and VENs — VENs B & UserName v Q ?
1} 1
[WLECall Upgrade v C Refresh [ Reports v
¢ Upgrade All er view v
Upgrade Selected

1 [EJ e Customize columns v 50 per page v 1-260f 26 Total v

[~ Connectvny—Health ~ Name Version *Group os Status

[] @ Online v WSWINTO 19.3.0-6107 JDSBaseGroupo win-x86_64-server @ suspended

[] @ Online v LAPTOP 20.1.2-103 JDSBaseGroupo win-x86_64-server Active

O Offline A DESKTOP o 19.3100-2 JUDSBaseGroupo Win-x86_64-server Active

@ Online A 16 20.1100-105 JDSBaseGroupo win-x86_64-server Active

]

Aflina ., WINT_ANWIN A B S S S,

Requirements for Agent Installation in Edge

The following requirements and prerequisites must be met to install the lllumio Edge agent
(the VEN) on endpoints.

Requirements
In order to deploy lllumio Edge, you require:

e [llumio SaaS PCE login credentials
* Windows 7 or Windows 10 machines

Prerequisites

llumio Edge requires Visual C++ runtime libraries, which is provided by Microsoft as a redis-
tributable package. If the Visual C++ runtime is not available on your system, [llumio Edge will
pre-install it during the installation process. The Visual C++ runtime is a system component,
SO you may choose to install it separately from [llumio Edge.

You may download the latest Visual C++ runtime from:

https:/support.microsoft.com/en-us/help/2977003/the-latest-supported-visual-c-down-
loads

VEN Connections via Proxy Servers
llumio Edge supports a VEN to PCE connection through proxy servers:

* The default proxy configuration on the OS is used and proxy configuration may or may not
be required or available on the VEN. See configuration details below.

* Only non-authenticated proxy is supported, which may require you to add an exception for
the PCE address.

e Only HTTP proxy is supported. The VEN will detect the proxy automatically and configura-
tion or mode change will not be required.

The configuration details are as follows:

e If the network environment supports WPAD protocol, the Edge VEN will automatically use
WPAD to discovery proxies and no special configuration is required.

* If proxy configuration is done via a PAC file, you will have to import Internet Explorer’s
(IE) proxy setting with the PAC file URL to the LocalSystem user (S-1-5-8). The VEN only
supports htt p: // PAC file URL. It does not supportfile:// URLs.
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* If proxies are statistically configured, you can configure using one of the following two

methods:

e Using netsh wi nhttp set

pr oxy command. This method takes precedence.

For net sh wi nhttp usage, refer to https:/docs.microsoft.com/en-us/previous-ver-
sions/windows/it-pro/windows-server-2008-R2-and-2008/cc731131(v=ws.10).

* Importing IE setting with static proxies setting to the LocalSystem user.

For importing IE settings for the VEN, refer to https:/serverfault.com/questions/34940/
how-do-i-configure-proxy-settings-for-local-system.

NOTE

Both IE-based proxy setting and net sh wi nhttp can be pushed to the
endpoints (PCs) using Group Policy.

Endpoints and VENs in Edge

After you pair endpoints, you can view details by clicking a single endpoint. Only groups
that the endpoint is in are displayed. Each endpoint, last received, group. You can Edit the
endpoint description, policy state and managed interfaces. The VENs page displays a list of
all the VENSs. If you click on a VEN it opens the corresponding endpoint. You can unpai,
generate support reports, and suspend a VEN. Clicking the Add button located next to the
Policy State button, displays the Group's Install Script page.

VENSs Page
[ADD INTRO]

= Endpoints and VENs - VENs
Endpoints VENs
Upgrade v

Select properties to filter view

[] Status Health *Name
[ @ Suspended v W
[] @ Active v Wi
[] @ Active v w
Endpoints Page
[ADD INTRO]

& &

2 Active 1 Suspended

Customize columns v 50 per page v
Version Group
20.2.0-308 Domain_Grp29
20.2.0-308 Non-Domain_Grp1
20.2.0-308 Domain_Grp29
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C' Refresh  [> Reports v

v

1-3of 3 Total v
os

win-x86_64-server
win-x86_64-server

win-x86_64-server
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=  Endpoints and VENs — Endpoints UserName ¥ Q ? v

Endpoints VENs

€ 1 Workload in Suspension

+ Add C Refresh [ Reports v
Select properties to filter view v
Customize columns v 50 per page v 1-3 of 3 Total v
[[] Connectivity Policy Sync Group Last Applied Policy Enforcement Visibility *Name
[] @ Online @ Suspended Domain_Grp29 11/23/2020, 16:46:28 Visibility Only Blocked + Allowed W10IL <l
[] @ Online + Active Non-Domain_Grp1 11/23/2020, 16:55:47 Enforced Blocked W10IL 3H
O Offline Domain_Grp29 11/23/2020, 16:47:12 Visibility Only Blocked + Allowed wioll G

Endpoints have the following attributes:

* Endpoint enforcement and visibility state
» Connectivity and policy sync state

* Endpoint labels

» Attributes

Endpoint Enforcement States

Policy state determines how the rules affect a endpoint’'s network communication. lllumio
Edge includes three policy states for endpoints:

The Idle state is used for installing and activating VENs on endpoints without changing the
endpoints’ firewalls. lllumio Edge does not take control of the endpoint’s native OS firewall.
The VEN uses the endpoint’s network analysis to provides relevant details to [llumio Edge.
No traffic is blocked in this state. In this mode, you get 'Limited’ visibility and the snapshots
of flows from the endpoint is collected periodically. A pairing profile can be used to pair
endpoints in the idle state.

* Visibliity Only

In the Visibility Only state, the VEN inspects all open ports on an endpoint and reports the
flow of traffic between it and other endpoints to lllumio Edge. In this mode, you can only
select the 'Blocked + Allowed' option and lllumio Edge logs and displays traffic information
for allowed and potentially blocked traffic. This state is useful when firewall policies are
not yet known. This state can be used for discovering the application traffic flows in the
organization and then generating a security policy that governs required communication.

- Enforced

Used to enforce the policies. The policies written are now active. In the enforced state, you
can select any of three visibility levels to define how much data the VEN collects from the
endpoint and sends to the PCE:

« Off: The VEN does not collect or display any information about traffic connections.

* Blocked: lllumio Edge logs and displays traffic information for blocked traffic. The VEN
only collects the blocked connection details (source IP, destination IP, protocol and
source port and destination port), including all packets that were dropped.

* Blocked + Allowed: Illumio Edge logs and displays traffic information for allowed and
blocked traffic. The VEN collects connection details (source IP, destination IP, protocol
and source port and destination port). This applies to both allowed and blocked connec-
tions.
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= Endpoints and VENs — VENs Bd & UserName v Q@ ?

Endpoints VENs

‘ © 1 Workload in Suspension

1
/' Move to Grnupo C' Refresh [ Reports v

Select properties to filter view Idle [1] v
Enforced @
1 Selected _ Customize columns v 50 per page v 1-3 of 3 Total v
[] Connectivity Policy Sync Group Last Applied Policy Enforcement Visibility *Name
[] @ oOnline @ Suspended Domain_G 11/23/2020, 16:46:28 Visibility Only Blocked + Allowed W Kl
@ Online S Active (Syncing) - 11/23/2020, 16:65:47 Visibility Only Blocked + Allowed W1 “gH

[UPDATE SCREENSHOT]

t. Endpoint - WiC KI (Edit)

User Name ¥ Q ?

Summary
[mEEEN @ Cancel

General

* Name W Kl

Description

Enforcement  Enforced

* Visibility ) off
lllumio Edge does not log and display traffic information

() Blocked
lllumio Edge logs and display traffic information for blocked traffic

© Blocked + Allowed
lllumio Edge logs and display traffic information for allowed and blocked traffic

Group Assignment

Group Domain_Grp29 X | Select Group
Network Interfaces

o Managed interfaces will be included in policy configuration provided by PCE
Ignored interfaces will NOT be included in policy configuration provided by the PCE. Traffic will continue to flow through the interface uninterrupted.

Interface Name Subnet(s) @ PCE Action

The recommended flow is of policy state cycle is to start with the Idle mode and then move
to the Visibility mode to refine and provision your policies. After confirming that the policies
suit your organization needs, move to the Enforced mode and select the detail level based on
the amount of traffic details you want the VEN to report to the Illumio Edge.

Endpoint Summary

Endpoint summary provide detailed information such as the hostname, the VEN software
version, and other attributes. If an endpoint belongs to a particular group, it will receive the
rules defined for that group after the ruleset is provisioned.

* The name of the endpoint
* A description (if provided)
* The endpoint’s enforcement states
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e The visibility the VEN uses

* The dates when the policy was revised and last applied

* The endpoint's VEN connectivity status

* The endpoint's VEN policy sync status

* Group name

* Endpoint system attributes (such as, VEN version number, hostname, and uptime)

[UPDATE SCREENSHOT]

= t Endpoint - wic 3H
Summary Processes Rules Blocked Traffic
General
Name W1 aH
Description

Enforcement  Visibility Only
lllumio Edge does not block any traffic

Visibility  Blocked + Allowed
lllumio Edge logs and display traffic information for allowed and potentially blocked traffic

VEN W10 18H
Connectivity @ Online
Policy Sync < Active (Syncing)

Policy Last Applied  11/23/2020 at 16:55:47

Group

Group Ryan

Attributes
VEN Version 20.2.0-308
Hostname W1 3H
05  win-x86_64-server
Release 18362.1.amd64fre.19h1_release.190318-1202 (Windows 10 Enterprise)
Uptime 77 Days, 2 Hours, 59 Minutes
Heartbeat Last Received  11/24/2020, 21:10:37

Interfaces eth3276 . 3 10.8.0.1 (domain)
eth3276 12/64 (domain)

Endpoint Processes

In the Endpoint Processes tab, you can view the processes currently running on the endpoint.
For each process running on the endpoint, the following information is listed:
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* Process name

* Server path

e Ports used by the process

* Protocol (for example, TCP or UDP)

[UPDATE SCREENSHOT]

= t Endpoint w 8H & &L userName v QA ? v
Summary Processes Rules Blocked Traffic
C Refresh
Customize columns v 50 per page v 1-33 of 33 Total v
* Process Server path Ports Protocol
Isass C:\Windows\System: | s.exe 49672 TCP
Isass C:\Windows\System: 5.8xe 49664 TCP
services C:\Windows\System 15.exe 49674 TCP
spoolsy C:\Windows\Systerr v.exe 49671 TCP
sshd C:\Windows\Syste shd.exe 22 TCP
svchost C:\Windows\Systel . exe 59329 UDP

eumkhaet Al A Ae Custam 2N eunkhnet ava RER2Q0 [Nigl=]

About Admin Access in Edge

In [llumio Edge, you control which inbound connections your endpoints are allowed to ac-
cept. You can set up standard lllumio Edge groups to control access to endpoints. See About
Edge Groups [25] for information. Alternatively, you can use the Admin Access feature to
control endpoint access.

Network-level Access Control Using PKI Certificates

Relationship-based access control rules often use |IP addresses to convey identity. This au-
thentication method can be effective. However, in certain environments, using IP addresses to
establish identity is not advisable. For example, using IP addresses for authentication can be
vulnerable to IP address spoofing.

Using Admin Access, you can control access to network resources based on Public Key
Infrastructure (PKI) certificates. Because the feature bases identity on cryptographic identity
associated with the certificates and not IP addresses, mapping users to IP addresses (com-
mon for firewall configuration) is not required. When using Admin Access, an endpoint can
use the certificate-based identity of the connecting endpoint to verify its authenticity before
allowing it to connect.

For more information, see Configure Admin Access in lllumio Edge [50].

Benefits of Admin Access

Choosing to allow inbound access to endpoints by configuring Admin Access has the follow-
ing benefits:
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* Allows administrators to access endpoints in other groups for troubleshooting and mainte-
nance purposes and access by other endpoints is disallowed.

* |s independent of IP ranges that can change or overlap.

* |s easy to deploy because it is completely software based.

How Admin Access Works

To delegate endpoint management, you create Admin Groups in Illlumio Edge. An administra-
tor marks a group as an Admin Group. A member of that Admin Group can access and
manage endpoints in other groups (target groups). You configure the target groups to allow
access from the specific Admin Groups you have designated.

For example, if you want the IT department to manage two other departments, such as
Engineering and Marketing, first designate the IT group as an Admin Group. Then, in those
target groups, authorize the IT Admin Group access to them. IT administrators will be able to
administer services for any endpoint belonging to either of those groups.

IPsec Operation for Admin Access

llumio Edge utilizes IPsec configuration to endpoints with IKE ID sets. IPsec configuration is
required for this feature, but only for authenticating endpoints. You can choose to encrypt
the connections between the Admin Groups and the endpoints in standard groups, but this
is completely optional. Endpoints that can successfully authenticate using IKE are allowed to
connect with each other.

Requirements for Using Admin Access

To use the Admin Access feature for your endpoints, you must meet the following require-
ments:

* Be a member of the Global Organization Owner or Global Administrator role so that you
can mark groups as Admin Groups. See Access Management [18] for information.

* Are running the lllumio Edge 211.0 VEN or later on the endpoints that will accept connec-
tions from Admin Groups. See Agent Installation [40] for information.

* Have configured an IKE certificate in lllumio Edge. See Configure Admin Access in lllumio
Edge [50] for information.

* Have deployed the PKI certificates on the endpoints that will use the Admin Access feature.
See PKI Certificates for Admin Access [54] for information.

View Admin Groups
Before you begin setting up an Admin Group, you will see a message when you hover over

the information button next to the Groups heading. This message states that no Admin
Groups have been set up:
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Groups § =+ Add new Group

You have no Admin Groups setup currently. To
mark a Group as an Admin Group, Click on the Dots

menu on any selected Group in the Groups list and
select the menu "Mark as Admin Group"

Status

After you have designed some Admin Groups, you can identify them in the Groups page in
the following ways:

* A colored bubble to the left of the group’s name in the left navigation pane.

* A badge appears to the right of the Group in the top pane.

* The badge, “Admin Group” appears on the top right-hand corner for that group.

* Next to “Admin Group,” you will see the number of groups that are managed by that admin.
If you click on ‘Used by X Groups’, you will see the names of the group that it will manage.
In this case, the Admin Group, testl, will manage group, test123

Configure Admin Access in Edge

To configure Admin Access in lllumio Edge, perform the following tasks:

1. Configure an IKE certificate in lllumio Edge by specifying the details of the organiza-

tion’s PKI certificate.

Mark a group as an Admin Group.

3. Allow the Admin Group to access groups within your organization for group adminis-
tration and management needs.

N

Configure Certificate Issuer

IKE uses the control channel (UDP 500) to exchange certificates and a subset of the IPsec
protocol called Encapsulating Security Payload (ESP) as the protocol on which data flows.

1. From the main menu, choose Settings > IKE Certificate. (Alternatively, you can click
Go to IKE Settings in the Groups page.)

lllumio Edge

» Learn More

Explorer up for 1 Group of Endpoints

Endpoints and VENs

Add new Grou Group:  testl
Policy Objects P

. Traffic Policy Admin Access Endpoints VENs
Provision Y —_— [

1-1 of 1 Total v

Access Management A Go to IKE Settings C Refresh

Settings IKE Certificates Type to show matching services v

Troubleshootin Event Settings  \dd VENs | o
9 9 Customize columns v 50 per page v

Support Policy Settings 4Incoming Service Allowed Admin Groups Encrypt Traffic

50



llumio Edge User Guide

The IKE Certificates page appears.
2. Click Edit.

3. In the Certificate Issuer field, specify the details of the IKE certificate issuer’'s name.
The name typically has the following format:

C=Country-Name, O=0rganization-Name, OU=0rg-Unit-Name, CN=common-
name@company.com

For example, C=US, O=lllumio, OU=Engineering, CN=user@illumio.com.

= IKE Certificates (Edit)

@ Cancel

© VENSs will report and use the certificate whose Issuer Name matches the following for IKE Authentication

Certificate Issuer | fc=us, O=lllumio, OU=UX, CN=issuer@foo.com (]

Can contain any of the following short name formats of object identifiers: x
DC or domainComponent, C or countryName, O or organizationName, OU or organizationalUnitName, CN or commonName.

Fields in the name of Certificate Issuer that will be matched

4. Click Save.

Mark a Group as an Admin Group
Requirement

Before you mark a group an Admin Group, you must configure an IKE certificate. If you
haven’'t configured a certificate, an error message appears when marking the group:

test1 - Mark as Admin Group x

IKE Certificates is missing. This setting is required to

A Warning provide Admin Access to Groups. Go to IKE Settings

Once marked as Admin Group, test1 Group is allowed to connect to endpoints
in groups using specific services configured via their Admin Access policy.

You will also see the error message on the Admin Access tab for that group:

Group: testl

Traffic Policy Admin Access Endpoints VENSs

A Go to IKE Settings C Refresh
IKE Certificates is missing. This setting is required =
to provide Admin Access to Groups.
Customize columns v 50 per page v
+Incoming Service Allowed Admin Groups Encrypt Traffic
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To mark a group as an Admin Group:

TIP
If you want to create a new group and designate it as an Admin Group, see
About Edge Groups [25] for information.

1. From the Groups dashboard, locate the group that will serve as the Admin Group. In
case the list of groups is long, use a filter to search for the group you want to mark
as an Admin Group.

2. Click the 3 dots to the right of the group name to display a drop-down menu and
choose Mark as Admin Group.

Groups o

Select properties to filter view v

EBEv 50v 1-=1o0f1Total v

::z:izion < Group Endpoints
test1 None n
Edit Group
Mark as Admin Group
Stop Pairing
Edit Install Script
Revoke Existing Install Script
3. Confirm that you want to mark that group.

A blue badge [t ] appears to indicate that the group has been designated as an
Admin Group.

Enable Admin Access in Target Groups

1. From the Groups dashboard, click the name of a target group that you want to
enable admin access for. The details for that group appear.

2. Select the Admin Access tab.

3. Click Edit Admin Access to launch the Admin Access wizard.

A page appears that displays All Services for that group.
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10.

= Admin Access - Select Incoming Services - test123 Edit

Specify a name for the group and select incoming services to allow for Admin Access. Click the arrow buttons to add or
remove services to the group

o*— o

Select Incoming
Services

* Name of Group 0 test123

RDP

All Services 13 Matched Incoming Services to allow @ + Add New 0 Matched
] 'rop
3389 UDP C:\Windows\System32\svchost.exe TermService —_—_
3389 TCP C:\Windows\System32\svchost.exe TermService
RDP Select an Incoming Service to begin

Windows Remote Desktop Protocol used to access other devices
remotely.

In the A/l Services column, select the services that will allow access from the Admin
Group and click the right arrow to move them to the allowed column.
Click the next arrow. The Allowed Admin Groups step of the wizard appears.

For each incoming service, you must indicate the Admin Group you want to grant
access privileges to.

Click the checkbox for the incoming service to grant access to; then, choose the
Admin Group (or groups) from the Select Admin Groups drop-down menu in that
row.

Alternatively, you can select multiple incoming services and click Apply Groups.
Choose the Admin Groups from the pop-up dialog box.

Apply Admin Groups to Selected Services? X

Select Admin Groups to allow v
© Add Admin Groups for selected services

' Replace Admin Groups for selected services

Cancel

T —— T ——
(Optional) To encrypt communication between the Admin Group and this group for a
particular incoming service, select the Encrypt Traffic checkbox in that row. Selecting
this option enables the use of IPsec encryption. If you do not select this checkbox,

all authentication capabilities remain effective, but the traffic flows between the two
groups will not be encrypted.

Alternatively, you can select multiple incoming services and encrypt traffic for all
those services by selecting the services and clicking Enerypt Traffic.

Click the next arrow. The Confirm and Preview step of the wizard appears.

Choose to save the Admin Access changes as a draft (B or provision B8] them.

If you chose to provision the changes, enter a note (optional) and click Conflrm and
Provislon in the “Provision selected items” dialog box.

You are done configuring Admin Access for the selected groups and incoming services.
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PKI Certificates for Admin Access in Edge

Configuring Admin Access in lllumio Edge enables IKE authentication and IPsec communi-
cation between Windows endpoints. In lllumio Edge, you enable IPsec communication by
specifying the details of your IKE certificate, such as the distinguished name from the issuer
field. See Configure Certificate Issuer [50] for information.

Additionally, you must set up the client-side PKI certificates on your Windows endpoints for
Admin Access to work.

Prerequisites and Limitations for PKI Certificates

The following prerequisites and limitations apply when configuring Admin Access to use PKI
certificates:

* You must have a PKI infrastructure to distribute, manage, and revoke certificates for your
workloads. The lllumio Edge does not manage certificates or deliver them to your end-
points.

e lllumio Edge supports configuring only one global Certificate Authority ID (CA ID) for your
organization.

* The VEN on an endpoint uses a CA ID to authenticate and establish a secure connection
with other endpoints.

* Endpoints must have CA identity certificates signed by the same root certificate authority.
When endpoints on either end of a connection use different CA IDs, the IKE negotiation
between the them will fail and the endpoints will not be able to communicate with each
other.

* The certificates you deploy for PKI or IPsec must have the following properties:

* Version 3
e Subject Name DN must contain the Common Name
* SubjectAltName (must be the same as the Common Name)
* CN and SubjectAltName must be in one of the following formats:
* Email Address
« DNS
e Must contain key usage with:
e Digital Signature
* Key Encipherment
e Data Encipherment
e Key Agreement
* Must contain Extended key Usage with:
e |PSec End System
e |PSec User
* TLS Web Server Authentication (optional for mac OS x compatibility)
* Must contain Authority Key Identifier

PKI Certificate Setup on Endpoints

If you have a certificate management infrastructure in place, you can leverage it for IKE
authenticate between Windows endpoints managed by Illumio Edge. To use your PKI certifi-
cates with Admin Access, you must independently set up the certificates on your Windows
endpoints.

Generate or obtain certificates from a trusted source in your organization. You should only
use certificates obtained from trusted sources.
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File Requirements

File Requirements

Issuer's certifi- The global CA certificate, either root or intermediate, in PEM or DER format

cate

pkcs12 container Archive containing the public key, private key, and identity certificate generated for the end-
point.

Sign the identity certificate using the global root certificate.

You can password protect the container and private key but do not password protect the public
key.

Installation Locations
Windows Store

Use the Windows OS, for example Microsoft Management Console (MMC), to import the files
into these locations of the local machine store (not into your user store).

* Root certificate: Trusted Root Certificate Store
* pkcsl12 container: Personal ("My") certificate store

Verify PKI Certificates in lllumio Edge

If you do not have a PKI certificate on both endpoints, the IKE certificate negotiation ex-
change process will fail. If one of the endpoints does not have a valid certificate, when you
view an endpoint, the Policy Sync status will show up in an Error state.

To verify that you have an IKE certificate on an endpoint:

1. From the main menu, choose Endpoints and VENs > Endpoints.
2. In the endpoint list, click an online or active endpoint to display the details for the
endpoint.

The Admin Access entry is displayed in the PKI Certificate details.

Analyze Traffic with Explorer in Edge

Explorer allows you to analyze traffic flows for auditing, reporting, and troubleshooting pur-
poses. You can access the Explorer feature from multiple locations in the Ul as listed below.

* From the top-left main menu, select Explorer.
* By clicking on the traffic flow on the Groups page or by clicking the View All Traffic
button located on the Groups page.

On the Explorer page, you can filter either Global (all groups) or per Group, Time, and

Transmission mode. The transmission mode defaults to Unicast. You can select Broadcast or
Multicast.
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+ Source: The origin IP address or endpoint for the selected flow.
» Destination: The destination IP address or endpoint for the selected flow.
* Source Group: The origin endpoint group for the selected flow.
» Destination Group: The destination endpoint group for the selected flow.

=  Explorer UserName v Q ? v

Reported View v [> Export v 1-50 of 1,159 Matched < >

Reported

Policy Source Source Group Destination Destination Group Port/Process Flows First Last Detected
o . . [User] Detected
*Decision
Allowed O sv-LT-1415 54, 08 4437TCP 7 06/11/2020 06/11/2020
by Source 192 76 dzr-mes-amzn- mesclient.exe 13:34:34 14:06:38
us-west-2- [NT AUTHORITY\LOCAL
3 SERVICE]
phos.com
Unicast
@ Internet
Allowed 0 SV-LT-1415 52. 62 443 TCP 10 06/11/2020 06/11/2020
by Source oom B . outlook.exe 13:36:22 14:06:24
s.outlook.com [ILLUMIO\ 1
Unicast
@ Internet
Allowed O sv-LT-1415 21 22 443 UDP 25 06/10/2020 06/11/2020
by Source Wood] www.googleapis.c chrome.exe 18:18:54 14:06:09
om [ILLUMIOY 1

You can also sort based on Reported or Draft (All, Blocked, or Allowed) Views and Export
the data.

* Draft View: View policies without provisioning them.
* Reported View: View policies by actually provisioning them.

For more in-depth and targeted filtering, you can select specific traffic criteria displayed on
clicking in the Select Trafflc... ficld.
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Global

Service...
Exclude Service...

L kelect Traffic...
[

Workload...
Exclude Workload...
°  Groups...

IP Addresses...

Reported Policy Decision
Allowed
Potentially Blocked
Blocked
Unknown

= Destination is a Workload
Source is a Workload

IP Range

! FQDN

t' Private (RFC 1918)
Internet

On selecting the Parallel Coordinates format, the Explorer displays traffic flows as a vertical
list of Source and Destination applications, and the port being used in the flows. You can also
sort the results to view based on port number or number of traffic flows and also by process
name or number of flows.

The Explorer feature has been enhanced to include its full functionality with filtering options
along with filter based on Transmission type or Exclude Servers or IP Ranges. You can also
use Explorer to find data about a certain port and protocol or find information for a specific
flow over a certain period.

Troubleshooting Tips in Edge

This section describes how to troubleshoot common issues while using lllumio Edge.
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Blocked Traffic
It displays all the blocked inbound traffic for the selected endpoint.

The Blocked Traffic page shows you all traffic that attempted to communicate with your
endpoint but was blocked due to policy. Blocked traffic alerts provide information such as
the source and destination IP, source and destination group, the total number of flows, and
the time last detected.

=  Blocked Traffic Bd & UserNamev Q ?

Traffic is Potentially Blocked when a Endpoint is in Visibility Only made. Traffic is Blocked when a Endpoint is in Full Enforcement mede. If the Endpoint is in Selective Enforcement, traffic is Blocked or
Potentially Blocked depending on the Selective Enforcement Rule,

1-50 of 459 Total > c
Select properties to filter view v Last Hour v | “
Traffic Type Source Source Group ~Service Destination Destination Group Total Flows Last Detected
Blocked 66.151.147.212 © <SBmB U zomere O sv-LT-1415 2355' 154 ?:"313/ ;2!220
-+ roup :30:
Internet 192.168.125.26
Unicast
Blocked 66.151.147.212 © S5 UoP omess O sv-L1-1415 g"“’ 130 :J: ,'313!;320
— roup :30:
(@) Internat 192.168.125.26
Unicast
Potentially Blocked 192.168.0.194 A 57621 TCP spotify.exe (O No Name ! ?: .ggfigzo
M :B6:
RFC1918 192.168.0.144
Unicast
Potentially Blocked 192.168.0.194 [ TE21TCP spoiyere (O Biro-pc e ! ?: ',212"12 2020
— ;267
RFC1918 192.168.0.144 =
Unicast
Potentially Blocked 192.168.0.194 A 50343 TCP spotify.exe (O No Name 49 ?; ,ggfégzo
‘56
(©) rFC1918 192.168.0.144
Unicast
Blocked 10.14.0.201 49664 UDP swi_service.exe O sv-LT-1415 e ! 05,”0{2020
Q- Group 13:09:27
RFC1918 192.168.125.26

Iniract

You can narrow down the view by filtering based on Group name, Traffic Status (Blocked or
Potentially Blocked), name of the endpoint, and time filter (last hour, day, week, or month).
You can sort the Source and Destination columns and choose to view Names or IP Address-
es.

Traffic Status: Potentially Blocked x = Select properties to filter view v Last Week ~ | “
Traffic Type ~Source Source Group Service Destination Destination Group Total Flows Last Detected
Potentially Blocked O SV-LT-1585 67 UDP 192.168.20.1 2 06/08/2020

e i 44
192.168.20.16 A Unicast oaasss
(@ rrc1918
Potentially Blocked ) sv-LT-1585 &7 uoP 192.168.20.1 1 06/06/2020
192.168.20.16 A Unicast e
T RFC1918
Potentially Blocked 192.168.20.1 A 1909 UDP svehost exe SSOPSRY () sv-11-1585 360 :’:’:g" (2)320
-—— :50:
RFC1918 239.255.255.250
Multicast
Potentially Blocked 192.168.20.15 A 5353 UDP chrome.exe ) sv-1T-1585 288 1056.':31'?2020
— :49:
RFC1918 224.0.0.251
Multicast
Potentially Blocked 10.0.0.33 5353 UDP svchost.exe o DESKTOP- Base- 2378 06/10/2020
o B
FCEER A +—— NVIO930 Group 19146115
224.0.0.251

Muilticaet
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Events

The Events page displays a list of events based on the activities performed. You can export
all events or export a filtered list of organization events to a CSV file. You can also do faster
filtering via the browser.

Events

Select properties to filter view

Export All § [ Export Filtered

«
by Event v
by Severity v
by Timestamp v
by Generated ~

Event

user.logout
system_task.agent_offline_check
workload_service_report.update
workload_service_report.update
user.login

user.logout
user.pce_session_terminated
user.logout

user.logout

permission.create

auth_security_principal.create

user.create

user.login

request.authentication_failed

Export Reports

You can generate reports for endpoints, VENS, services, and IP ranges in JSON or CSV
formats from the Reports drop down option on the corresponding page and then download
the report from the Troubleshooting > Export Reports page.

= Services

Select properties to filter view

Description

User logout

VEN marked offline

Workload service reports updated
Workload service reports updated
User login

User logout

PCE user session terminated
User logout

User logout

RBAC permission created

RBAC auth security principal
created

User created

User login

Request authentication failed

Customize columns v

Severity

Informational
Informational
Informational
Informational
Informational
Informational
Informational
Informational
Informational

Informational

Informational

Informational

Informational

Error

Status
Success
Success
Success
Success
Success
Success
N/A
Success
Success

Success

Success

Success

Success

Failure

50 per page v
+ Timestamp

06/10/2020, 20:05:02
06/10/2020, 20:03:44
06/10/2020, 19:57:15

06/10/2020, 19:52:08
06/10/2020, 19:49:03
06/10/2020, 19:44:35
06/10/2020, 19:40:44
06/10/2020, 19:40:40
06/10/2020, 19:39:24

06/10/2020, 19:33:50
06/10/2020, 19:33:50

06/10/2020, 19:33:50

06/10/2020, 19:33:11

06/10/2020, 19:33:01

&

1-

o

A UserName v Q ?

C Refresh
~
50 of ~452,427 Total v 5
Generated By
System
System
@illumio.com
System
System
System
System
Dillumio.c
om
@illumio.c
om
System
Dillumio.c
om
System

UserName ¥ Q ? ¥

Generate as JSON

Generate as CSV

® Customize columns v 50 per page v 1-11of
All Export Reports
[[] Provision Status  Name Port/Protocol Last Modified On + Last Modified By DESCTIPTIoNn
(] ICMP ICMP | ICMPVE 07/19/2019, 13:21:37
All Services ALL 07/19/2019, 13:21:37
O Windows Broadcasts 137 - 139 UDP , 137 - 139 TCP , 5355 UDP , 1900 UDP 12/30/2019, 11:48:07 @illumio.com
(] Web 80 TCP , 443 TCP 10/24/2019, 12:26:19 Dillumio.com
O MSsQL 1433 TCP 10/24/2019, 12:26:19 _illumio.com
=  Export Reports B3 1 uUserName ¥ Q ?
=+ New Report C Refresh
Customize columns v 50 per page v 1-1of 1 Total v
[1 File name Containing All Generated By + Generated At Status Retry Download
[[] Services_CSV_2020-06-10_20-14-55 Services illumio.com 06/10/2020, 20:14:55 + Done © Regenerate $ Download

Support Reports

If you need to troubleshoot any issue with your VENSs, click Generate Support Report on the
VEN's summary page. It may take up to 10 minutes to generate the report. After the report
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is generated, you can download it from the Troubleshooting > Support Reports page and
send it to Illumio support for any assistance.

= t+ VEN - DESKTOP-6QJTO7H
Unpair | Generate Support Report  RNE SR o3l 120

Mode

Name

Description

Hostname

Enforcement Node Type
Version

Activation Type

Status
Connectivity
Status
Condition

Last Heartbeat Received

Host
Location
0s

Release

Endpoint
Name

Policy State

Policy Sync

Policy Last Received
Interfaces

Public IP Address

Group

DESKTOP-6QJTO7H

DESKTOP-6QJTOVH
Virtual Enforcement Node (VEN)
7

Pairing Key

Offline
Active
v Healthy
01/07/2020 at 12:54:18

Unnamed Datacenter, Unknown Location
win-x86_64-saerver

18362.1.amd64fre.19h1_release.190318-1202 (Windows 10 Pro)

DESKTOP-6QJTO7H

Build
Build Rules without events

Syncing
01/07/2020 at 11:38:25

wlan3: 110.3.121
Te..__.__. .4
Base-Group
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Access Configuration for lllumio Edge

This section describes how to configure lllumio Edge to control access using identify provid-
ers (IdPs).

Active Directory Single Sign-on

This section describes how to configure Microsoft Active Directory Federation Services (AD
FS) 3.0 for Single Sign-on (SSO) 2.0 authentication with the PCE for Illlumio Edge.

Overview of AD FS SSO Configuration

To enable AD FS for the PCE in Illumio Edge, the PCE needs three fields returned as claims
from:

* NamelD
e Surname
¢ Given Name

There are two ways for AD FS to produce the NamelD claim for an SSO user. The first uses
the email field in an Active Directory user account for the NamelD.

The second way to return a NamelD of an Active Directory user is to use the User Principal
Name (UPN). Each user created in Active Directory has an extension to their username that’s
ADUserName@yourADDomanName. For example, a user named “test” in an Active Directory
domain called “testing.com” would have a UPN of test@testing.com.

Configure AD Users to Use Different UPN Suffixes

To configure different UPN suffix as the source for NamelD:

1. Add a UPN suffix. On your system under Server Manager Tools, click Active Directo-
ry Domains and Trusts.

File Action View Help I

LI EIEEY

[[ﬁidive Directory Domains and Trust|| Name
1 ILDAD.ILLUMIO.COM 191 ILDAD.ILLUMIO.COM

More Actions »

2. From the left side of the window, right-click Active Directory Domains and Trusts,
and select Properties. In this dialog, you can create new suffixes for Active Directory
usernames.
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UPN Suffiees

The names of the cument domain and the root domain are the default user
principal name (UFN) sufiices. Addna attemative domain names provides
additiona lagon securty and simplifies user logon names.

if you want altemative UPN suffices to appear during user creation. add
them to the following kst.

Altemative UPN suffiees:
! | [ Aad ]

| Remove |

Create a suffix that matches the external namespace you'll be using and click Add.

LPN Suffixes |

The names of the cument domain and the root domain are the default user
principal name (PN} suffices, Adding attemative doman names provides
additional logon security and simplfies user logon names.

if you want altemative UPN suffices to appear during wser creation, add
them to the following list.

Altemative UPMN suffoes: -
( | [ A |

llumioeval com

You can now assign an Active Directory user your custom UPN for the SAML re-
sponse.
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You can add multiple UPNs if needed. As shown below, you can select the UPN
created in the previous steps.

MemberOi | Dialdn |  Envionment | Sessions
Remote contrll | Remote Deskiop Services Profie | COMe
General | Address | Account | Profile | Telephones | Organization
Uzer logon name:
frest || @/LDAD.ILLUMIO.COM v]
R — 2000} | LOAD.ILLUMID.COM
" Elllumisewval

ILDADA | test o |
| LogonHous... | | LegOnTo.. |
[] Unlack account
_A:mﬂmuuns:
[] User must change password at nest logon 2
[[] User cannet change password I:I
[+] Password never expires
[ Store password using reversible encryption I~
Account expires
(®) Mever
() End of: [chn:aday. January 20, 2016 EJI

ok || Comedd || Aoy || Heb |

Your UPN configuration is set up and you can begin configuring AD FS for SSO with

the PCE.

Initial AD FS SSO Configuration

This task explains how to perform the initial configuration of AD FS to be your SSO IdP for

llumio Core.

To configure AD FS:

1. Open Microsoft Server Manager and click the notification icon.

2.

Click the “Configure the federation service on this server” link.

A, Post-deployment Configura...

Configuration required for Active Directory
Federation Services at ILDAD-DCO

Configure the federation service on this server.
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Select the “Create the first federation server in a federation server farm” option and
click Next.

B

Welcome mn-bcnum;.numo.mm

_ Welcome to the Active Directory Federation Sennces Configuration Wizard.

Connect to AD DS
Specify Service Properties Before you begin configuration, you must have the following:

Specify Sarvice Account = An Active Directory domain sdministrator account.
Specify Database * A publicly trusted certificate for SSL server authentication.

AD F5 pre-requisites

Select an option below:
(# Create the first federation server in a federation server farm

() Add a federation server to a federation server farm

!_¢ Previous | | MNext> I | Configure | Cancel

Specify a domain admin account for AD FS configuration.

7

Connect to Active Directory Domain Services TR . o o

ULk Specify an account with Active Directory domain administrator permissions to perform the
federation service configuration.
Specify Service Properties |\ napy i tcument user)
Specify Service Account
Specify Database
[<Proviows | [ New> | [ confgure | [ Concel |

Select or import a certificate. This certificate can be a self-signed certificate.
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Specify Service Properties DAD-DCOLLDADILLUMIGCOM
Connect to AD DS R | [*| [ import. |
e e
Federation Service Name: [ -]
Exampte: focontasacom
Federation Service Display Nome:

Users will sew the display name at sign in.
Exarmple: Comtose Corpovation

[<Previous | | net> || Configure || Cancel |

Specify your Federated Service Name, enter a display name for this instance of AD
FS, and click Next.

» i . TARGET SERVER
Specify Service Properties ILDAD-DCOLILDAD.ILLUMIO.COM
Welcoma
Connect to AD DS S5L Certificate: | “llumioeval.com [*] [_impor. |
| specty Service Propertes | v
Federation Service Name: !ihlmiumknm |v|
Example: [5.contosacom

Federation Service Display Name: 5
Users will see the display name at sign in.
Exarnple: Comtozo Corporation

[<Previows | | nNext> | | Configure | [ Cancet |

Specify your service account and click Next.
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[
i = TARGET SERVER
Specify Service Account ILDAD-DCOLILDAD.ILLUMIO.COM
Weloo
e Specfy a domain user account or group Managed Service Account
Connect to AD DS
) Create a Group Managed Service Account
Specify Sarvice Properties
T o
Spacfy Dauabase (®) Use an existing domain user account or group Managed Service Account
Account Name: ILDAD\dwe [ Clear  |[ select. |
Account Password: LTIy
[<previous | [ Neas | | confguwe | [ Coneel |
|

Select “Create a database on this server using Windows Internal Database” or choose
the SQL server option, and click Next.

tl'lz'l
Specify Configuration Database IOAD-DCOLILOADILLUMIO.COM
e Specify a database to store the Active Directory Federation Service configuration data.

Connect to AD D5
(® Create a database on this server using Windows Internal Database.

Specify Service Properties

Specify Service Account () Specify the location of a SQL Server database,
Databace Host Name:

Review Options

Fra-raquisite Checks Diatabase Instance:

To use the defoult instance, leave this field blank.

[ <previous | | Net> | | configure | | Concel |

Review your selected options and click Next.

66



[llumio Edge User Guide

; . TARGET SERVER
Review Options ILDAD-DCOLILDADILLUMIO.COM
Weleome Review your selections:
Connect ta AD OS This server will be configured as the primary server in a new AD FS farm ‘illumiceval.com’.

Specify Service Proparties AD FS configuration will be stored in Windows Intemal Database,
Specify Service Account
Spacify Database

_ Federation service will be configured to run as ILDAD\dw.

Fre-requisite Checks

Windows Internal Database feature will be installed on this server if it is not already installad.

These settings can be exported to a Windows PowerShell scnpt to automate

sdditional installations
[ <Previous | | Net> | | Confiqure || Cancel |
10. Click Configure to finish the basic configuration of AD FS.
" TARGET SERVER
Pre-requisite Checks ILDAD-DCOLILDADILLUMIO.COM
I ® Al prerequisite checks passed successfully. Click ‘Configure’ to begin installation. Show more X
NEpan Pt vt b vakchotiad trskone ctive Darachony Fedention Siavices & conhgmd or s
Connect o AD DS computer.
Specify Service Propertias Rerun prerequisites check
Specify Service Account
Specify Database SRE N
Review Optians ) Prerequisites Check Completed
@' All prerequisite checks passed successfully. Click "Configure’ to begin installation.
Net> | [ Configure | [ Cancel
1. In the results screen, click Close.

AD FS is now installed with the basic configuration on this host.
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Create a Relying Party Trust

To start configuring AD FS for SSO with the PCE, you need to create a Relying Party Trust for

your Illumio PCE.

From Server Manager/Tools, open the AD FS Manager.
From the left panel, choose Relying Party Trusts > Add Relying Party Trust.

" File Action  View Windew Help
«= 2(r BE
O] ADFS Relying Party Trusts
b 5 Sendice
4 71 Trust Relationships
[0 Claimns Provider Trusts
[ Relying Party Tt
] Atmbote Store|__Add Relying Party Trust.. |
b [0 futhenticstion | &dd Mon-Claims-Aware Refying Party Trust..
View 3
Mew Window from Here
| Refresh
_"UF
| L
Auid & new relying paty thust to the configuration database

Add Rebying Party Trust...
Add Non-Claims-Aware Relying Party...
View

Mew Window from Here

Refresh

Help

(<}
7]

Update from Federation Metadata...
Edit Claim Fules_.

Disable

Preperties

K Delete

B Hep

The Add Relying Party Trust Wizard appears.
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Click Start.

Welcome to the Add Relying Party Trust Wizard

This wizard wil help you add & new relying party trnust o the AD F5 configurstion datsbase. Rehing padties
mmmmmm—mwummumm
Buthrization ;

The redyng party trust that ths wizand creates defines how this Federation Senvice recognizes the nelang
pasty and issues clasms to L. You can define seuancs transfom nues for issung clasms bo the rhing paty
after you complete the wizard,

Select the "Enter data about the relying party manually” option and click Next.

Select Data Source

@ Welcoms

@ Select Data Source

@ Specify Display Name
@ Chocss Profile

@ Configure Certificate

@ Corfigure URL

@ Configure Identifiers

@ Corfigure Multi factor
Authertication Now?

@ Choose lsuance
Authonzation Rulss

@ Readyto Add Trust
@ Finish

Salect an option that this wizard wil use to cbtain data about this relying party:

) Import dat about the relying party published onling or on 2 local network

Use this aplion to impart the necessary data and cenificates from a relying party organization that publishas
s federation metadata onkne or on a local network.

Federation metadata address (host name or UALY.

Bxample: 5. contoso.com or hitps.//www contoso com.app

) import data about the relying party from a file
Use this option to import the nacessary data and cestificates from a relying party organization that has
exported its fedemtion metadata to a file. Ensure that this file is from a trusted source.  This wizard will not
wvalidate the source of the file.

Federation metadats fie location:

(@) Erter dats about the relying party manualy
Lise this aption o manusly inpat the necessary data about this relying pady organization.

| <Previoss || Net> || Cancel |
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5. Name your Relying Party Trust and click Next.

Specify Display Name
Steps Enter the deplay name and any optional nates for thes relying party.
@ Welcome Desplay name:

@ Select Data Source | Bumic PCE

@ Specky Dipiay Nams Notes:

@ Choose Profie [
@ Corfigure Cedificate
@ Configurs URL

@ Configure ldentfiers
@ Corfigure Mukifactor

Authertication Now?

@ Choose lssuance
Aughanzation Fules

@ Readyto Add Trust
@ Fnish

| «Previous | |

Heat =

|| Concel

6. Select "ADFS profile” and click Next.

70




[llumio Edge User Guide

Choose Profile
Steps “This wizard uses configuration profies to aid in creating the relying party tust. Choose the appropriate
@ Welcoms configuration profile for this relving party trust.
@ Select Data Source @ ADF5 profie
@ Specily Display Name This profile supparts retying partees that ame interoperable with new AD FS features, such as
securty token encryption and the SAML 2.0 protocol
@ Choosa Profile
@ Configure Centificate '[:'.FDFS'I.{IN'I.'IM
@ Corfigure URL This profils supparts relying parties that ans interoperable with AD F5 1.0 and 1.1
@ Configure Identifiers
@ Configure Multifactor
Authentication Now?
@ Choces lesuance
Autherization Fules
@ Ready to Add Trust
@ Finish

| <Previous || MNet> || Coneel |

When you have a separate certificate for token encryption, browse to, select it, and
click Next.

Ig NOTE
To use the standard AD FS certificate (created during AD FS installa-
tion) for token signing, don’t select anything in this step and click
Next.
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Configure Certificate
Sepe Specncotontoken ncoptoncatiate Th ok ercnton cetficte s s [0 e e
Welcome claims that ane sant to this rehing ! rehying party will use cadificate to
" eyt e ot e ek £, To specky th acrificaty, cck Sroame.
@ Select Data Souce
@ Specify Display Name loaer: ;
i i EHective date.
@ Corfigure Cartficate Eepiration date
@ Configure URL : . ;
© Configurs Kentfiers | Mew | | emw
@ Configure Mulifactor
Authertication Now?
@ Choose lssuance
Authorization Rubas
@ Ready to Add Trust
@ Finish

| ePrevious | | Met> || Conced |

Select "Enable support for the SAML 2.0 WebSSO protocol.” In the Relying party
SAML 2.0 SSO service URL field, add your “Assertion Consumer URL” (obtained from
the PCE web console).
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AD F5 supponts the W5-Trust, W5-Federation and SAML 2.0 WebSS50 protocols for relying padies. I
W S-Federation, SAML, or bath ans used by the relying party, select the chack boxes for them and specify the
URLs to use. Support fior the WS-Trust protocol is always enabled for a relying party.

[] Enable suppart for the W 5-Federation Passive protocol

The WS-Federation Passive protocol URL supports Web-browserbasad claims providers using the
W5-Federation Passive protocol.

Rlelying party WS-Fadertion Passive protocol URL:

Example: hitps /As contoso com/adfs. s/

[ Enable suppart forthe SAML 2.0 Web550 protocol

The SAML 2 0 single-sign-on (550) service URL suppars Web-browserbased claims providers using the
SAML 2.0 Web550 protocal.

Relying party SAML 2.0 550 service URL:
|ritps.//poe-mnc sumiveval com; 8443 login/acs, 2402 18-3d 75-4432-abbd- 1047589704 7| |
Example: hitps-/wew contoso com//adis/ A/

[ <Previous || MNet> || Cance |

To locate the “Assertion Consumer URL,” go to Settings > Authentication > Informa-
tion for Identity Provider in the PCE web console:

Default User Role
SAML Version
Issuer

NamelD Format

Read Only

2.0

hitps://pce-mnc.illumioeval com:B443/ogin
urmioasis:names:tc.5AML:1.1:nameid-format.emailAddress

I'Murﬁoncmmorum

hittps://pce-mnc.illumioeval. com:B443ogin/acs/24021b18-3d75-4432-abbd- 10475897476 I

Logout URL

hnpﬂ!pu—mnc.ilhnﬂowal.mm:maﬂoginﬂmm-m1B-3d?5-4432-abﬁd-104?53§?"b475

On the Configure Identifiers page, use the same URL for the Relying party trust
identifier, without the / acs/ <randomNunber s>. For example: https://pce-mc.i | -
[ um oeval . com 8443/ 1 ogi n. Click Next.
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Confligure ldentifiers
Sepe Felyng parties may be idertfied by one or more uriue identfer stngs. Soecky the idertiers for s relyng
@ Weicome party trust
@ Select Diata Source Fshprg party nst dertfer
@ Soecty Dusplay Hame I J [ ]
@ Choose Profie Example: hips /Ay contoss com/adfs/services. trust
@ Corfigure Cethcate Bohrg party trust dertfion
@ Corfigure URL T T N | Rerove |
| @ Corigure iderthen
Myt factor
'munmm:
@ Chooss lssuance
Authonzation Fules
@ Feadyto Add Tt
@ Frush
| cPrevoss || Net> || Cacel |
10. Select the “I do not want to configure multi-factor authentication...” and click Next.
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Shops Configure multifactor suthentication settings for this relying party trust. Muli{actor authentication ia reguined
@ Welcome thers is a match for amy of the speciied requirsments,
@ Solect Data Source
@ Spechy Daplay Name Mulifactor Authertication Giobal Settings
@ Choose Profile Regurements Users/ Groups Mot corfigured
@ Configure Certificate Device Mot corfigured
@ Configure LURL L ok it
@ Configure Idertifiers
Corfigure Multifactor
i Buthertication Mow?
@ Choose ksuance
Authonization Rules
@ Readyto Add Trust
e (®) | do not want to configuns multifactor authentication seftings for this relying party trust at this time.
@
() Configure mukifactor authentication settings for this relying party tnust_
You can also configure multi-tacior authentication settings for this relying party trust by nawvigating to the
Authentication Policies node. For more information, see Confiquring Authentication Policies
| <Pevious || Net> || Canesl |
1. Select "Permit all users to access this relying party” and click Next.
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Choose Issuance Authorization Rules

Steps Issuance authonzation rulss detemmine whether a user is parmitted to receive claima for the relving party.
@ Welcome Chioose one of the following options for the inttial behawvior of this rehéng pasty’s issuance authonzation rues.
@ Sciect Data Source (® Parmit all users to acoess this rehing party
@ Specify Display Name The issuance authorration rules will be configured 1o pemmit all users 10 access this relving party. The relhving
party service or applcation may stll dery the user access.
@ Chooss Profis
@ Configure Cenficate () Deny ol users acoess to this relying party
@ Configure URL The issuance authorzation rulss wil be configured to deny all users access to thes relying party. You must
later add issance suthanzation ndes 1o ensble any ussrs 1o access ths relang party.
@ Configure Identifiers
@ Configure Multi factor
Authentication Now? Yiou can change the issuance authorzation ndes for this relying pary trust by sslecting the relying pary tust
& and clicking Edt Claim Rules in the Actions pana,
Autherization Fules
@ Readyto Add Trust
@ Finish

| <Prewous || Net> || Concel |

12. On the Ready to Add Trust page, click Next.
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13.

Steps

@ Welcome

@ Sslect Dats Source
@ Spacify Diaplay Name
@ Choose Profile

@ Corfigure Certficale
@ Configure URL

@ Configure identifiers

@ Corfigure Multifacior
Authentication Now?

@ Choose lssusnce

Futhorization Fules
@ Fimadyto Add Trust
@ Frish

Ready to Add Trust

The rehyang party tnust has baen canfigured, Mhmm sl thess ek Mt 1o add the
rehying party tnust 1o the AD FS corfiguration datahase

Monomng | identfers | Encryption | Signaturs | Accepted Clsms | Orpanization | Encports | Mot € | *

Speciy the monkonng settings for thia nebing party tust.

Relying party's federation metadata URL:

| Moniior rehang party

| Putormsalicaly update NG Py

This refying party's federation metadata data was last checked on:

LB =

This refying party was lasl updated from federation metadata on:

e

| cPrevioss | | MNet> || Conced |

Leave the Open the Edit Claim Rules checkbox selected and click Close.

@ Welcome

@ Select Data Source

@ Spacy Diaplay Nama
@ Choose Profile

@ Corfigurs Canrtficate

@ Configum URL

@ Configure identifiers

@ Carfigure Multifacior
Authentication Mow?

@ Chooss ksuance
Aydthorization Fules

@ Rmady to Add Trust
@ Frish

Thie pehying paty inest was socesssiully sdded ta the AD F5 configuraton datshass
o can modify this relying pary tnust by using the Propesties dislog box in the AD FS Management snap-n,

[+ Open the £ Clam Fiues dalog for this reiping party trust whee the wizard closes
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Create Claim Rules
You need to create claim rules to enable proper communication between AD FS and the PCE.

1. In the Edit Claim Rules dialog, click Add Rule.

lssuance Transform Rules | |ssuance Authorization Fues | Delegation Authonzation Fules |

The following transfom rules specify the claims that wil be sent Lo the refying party.

Order  Fude Name Issued Claims

8 3
£
AddRue... | | EdtFus. | [ Remove Rue.. |
[ ok |[ Coed || Aopty |
2. Under Select Rule Template, select “Send LDAP Attributes as Claims” and click Next.
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Select Rule Template

Steps
@ Choose Rule Type
@ Configure Claim Rule

Select the template for the claim nle that you wart to create from the following list. The descriplion provides
details about each claim nie template.

(Claim nule template:
| Send LDAF Attributes as Claims v

(Claim rule template description:

|lsing the Send LDAF Attibute as Claims rule template you can select atiributes from an LDAF attribute
store such as Active Directory to send as claims Lo the rehing party. Multiple atiibutes may be sent as
multiple claims from a singe rule using this rule type . For example, you can use this rule template to create
& rule that will exdract attribute values for authenticated users from the displayName and telephoneNumber
Active Directory attributes and then send those values as two diferent outgoing claima, This rule may also
be usad to send all of the user's group memberships. f you want to only send individual group
memberships, use the Send Group Membership 23 a Claim rule template.

[<rrovos | (D] (e

Name the Claim rule “lllumio Attributes” and select Active Directory as the Attribute
store. Under the first attribute, select “User-Principal-Name” and “E-Mail Address” as
the outgoing. Select “Surname” and type the custom field name of “User.LastName”
in the outgoing field. Repeat the values for “Given-Name” and “User.FirstName” and

click Finish.
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4.

Configure Rule

@ Choose Rule Type
@ Corfigure Claim Rule

You can corfigure thie rule to send the valuee of LDAF attrbutes as claims. Select an attrbute stors from
which to extract LDAP atiributes. Specify how the attributes will map to the outgoing claim types that will be
igsued from the rule,

Clgim nule name:
[norrio Atributes
Rule template: Send LDAP Attnbutes as Claims

Attribute store:
|Aﬂ:‘vel]mntnty vE

Mapping of LDAP attributes to outgoing claim types:

%mrxuwnrwm Ouigaing Claim Type (Select or type to add mare)

3 Uzer-Prncipal-Mame w [|E-Mail Address W
Sumame + || User LastMame hd
Given-Name v || User FirstMame w

- W

L

| <Previous | | Finish || Concel |

In the Edit Claim Rules dialog with your new rule added, click Add Rule to add the

final rule.
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lssuance Transform Rules  ssuance Authorization Fules | Delegation Authorization Rules |

The folowing fransform nides specify the claims that will be sent to the relying party.

Order  Rule Mame lszued Claims

Bumio Aributes E-Mail Address, User First

Add Rule... | | Edt Rule.. | | Remove Rule..

Lok || concel |[ sosty |

Under the Claim Rule Template, select “Transform and Incoming Claim” and click
Next.
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Select Rule Template

Steps Select the template for the claim nle that you wart to create from the folowing list. The descripfion provides:
@ Configure Claim Rule Claim rule template:
|Tma‘ommhmﬂ1g0§n v]

(Claim rule template description:

|Jsing the Transform an Incoming Claim rule template you can select an incoming claim, change its claim
type, and optionally change s clam value. For example, you can use this rule template to creste a nile
that will send a role claim with the same claim value of an incoming group claim_ You can also use this
e to send a group claim with a claim value of "Furchasers™ when there is an incoming group claim with
a value of "Admins”, Mutiple claims with the same claim type may be emtted from this rule. Sources of
incoming claims vary based on the rules being edted. For more information on the sources of incoming

| <Prvioss |[ Net> |[ Cancel |

Name the rule “Email to NamelD Transform” and change the incoming claim type to
“E-Mail Address.” Set the Outgoing claim type to “Name ID” and the Outgoing name

ID format to “Email” and click Finish.
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Configure Rule

Shens You can corfigure this rule to map an incoming claim type to an outgoing claim type. As an option, you can
@ Choose Fuie Type alzo map an incoming claim valuse to an outgoing claim value. Specify the incoming claim type to map to the
outgoing claim type and whether the claim value should be mapped to a new claim value.

@ Corfigure Claim Rule e
[Emai to NameID Transfom |
Rule template: Transform an Incoming Claim
Incoming claim type: [E:Mail Adcress vl
Incaming name 1D format [Unspecfied v|
Dutgoing claim type: [Name 1D v|
Ougoing name IDfomat:  [Emai v]

i) Pass through all clam values |
() Replace an incoming claim value with a diferent outgoing claim valus

Incoming claim value: | |

Outgoing claim value | | Browse. .

) Replace incoming e-mail suffi claims with a new e-mail suffix

MNew e-mai suffoc | |
Bample: fabnkam com

<Previous | | Fnish || Cancel

The Edit Claim Rules window opens.
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®

lssuance Transform Rules | lssuance Authorization Rules | Delegation Authorization Rules |

The following transfom rules spacify the claims that will ba sant to the relying party.

Order Rule Mame lssued Claims
1 Bumio Attributes E-Mail Address, |Jser First...

Email to NamelD Transform Mame D

(Windows 2016 and Windows 2019) Skip to step 12.

The Edit Claim Rules window has three tabs. You have already filled out the first tab.
The other two tabs are not available in Windows 2016 or Windows 2019. Therefore,
skip steps 8 - 11.

Select the Issuance Authorization Rules tab.

To allow all your Active Directory Users to access the PCE, leave the “Permit Access
to All Users” as is. Otherwise, you should restrict access to a single group or groups
of users.
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10.

| Issuance Transform Rules | Issuance Authorization Rules | Delegation Authorization Rules |

The following authorization nules specify the users that will be pemmitted access to the relying
party. When the list does not contain a nule, all users will be denied access.

Order  Rule Name lssued Claims
1 Peamit Access to All Users Parmit

Add Rule... | | EditRule.. | | Remove Rue.. |

Select "Permit or Deny Users Based on an Incoming Claim” and click Next.
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1.

Select Rule Template

Steps
@ Choose Rule Type
@ Corfigure Claim Rule

Select the template for the claim nie that you want to create from the following list. The description provides
details sbout each claim nle template.

Claim rule template:
[ Pemit or Deny Users Based on an Incoming Claim vl

Claim rule template description:

Using the Permit or Deny Users Based on an Incoming Claim rule template you can permit or deny users
access to the relying party based on the type and value of an incoming claim. For example, you can use
this rule template to create a rule that will permit only users that have a group claim with a value of
"Domain Admins”. f you want to permit all users to access the relying party, use the Pemit All Users nule
template. Users who ane pemitted to access the relying party from the federation senvice may still be
denied service by the relying party.

|fPrevichs |[ Next > || Cancel |

Name the rule "AD FS Users” and change the Incoming claim type to “Group SID”
(you might have to scroll to find it). In Incoming claim value, browse to the group of
users you want to give access. Make sure “Permit access” is selected and click Finish.
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12.

Configure Rule

Steps
@ Choose Rule Type
@ Configure Claim Rule

You can corfigure this rule to permit or deny users based on an incoming claim. Specify the incoming claim
type, claim value, and whether the users should be permitted or denied access to the relying party.

Claim rule name:

AD FS Users |
Rule template: Authorze Users Based on an Incoming Claim

Incoming claim type:

| Group SID v

Incoming claim value:
[ILDAD\ADFS Users [ rowse

Select one of the following options to indicate whether users with this claim will be pemmitted or denied access
to the refying party.

(® Pemit access to users with this incoming claim
() Deny access to users with this incoming ciaim

| <Previous || Finsh || Cancel

If you are using RBAC with groups, you need to create a Goup Claim Rule.

To add groups to AD FS claim rule configuration, click Edit Rule. Add the require-
ment for "LDAP Attribute: memberOf” by selecting the Outgoing Claim Type as
“User.MemberOf.” Click OK.
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You can configure this rule to send the values of LDAP attributes as claims. Select an attribute store from
which to extract LDAP attributes. Specify how the attibutes will map to the autgoing claim types that will be
issued from the nule.

Claim rule name:
[Eroues]
Rule template: Send LDAP Attributes as Claims

Attribute store:
| Active Directory W

Mapping of LDAP attributes to outgoing claim types:

LDAP Attribute (Select t . :

add mare) a A Outgeing Claim Type (Select or type to add maore)
3 Token-Groups - Ungualfied Names  w || User. MemberCf W
[ i -

Obtain ADFS SSO Information for the PCE

Before you can configure the PCE to use AD FS for SSO, obtain the following information
from your AD FS configuration:

* x.509 certificate supplied by ADFS
* Remote Login URL
* Logout Landing URL

To obtain the AD FS SSO information for the PCE:

—r
.

To find the certificate in your AD FS configuration, log into the AD FS server and
open the management console.

Browse to the certificates and export the Token-Signing certificate.

Right-click the certificate and select View Certificate.

Select the Details tab.

Click Copy to File.

m oA wN
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12.

G File Action View Window Help

SR

Certificates

i Subject lasuer Hfective Date  Bpirgtion Date  Status P
aints o PR
- ; Service communications
| Certificates
= : N E)CN=" lumiveval com, OU=... CN=COMODO RSADom... 7/21/2015 8/19/2018
1 Claim Deseriptions 4
4 [ Trust Relationships Token-decrypting
] Claims Provider Trusts CN=ADFS Encryption - ano...
Tj Relying Party Trusts en-signing | Gg-gfd] Detais | Certification Path |
[ Attribute Stores [EE)CN=ADFS Signing - ancop....
4 | Authentication Policies Show: |<A.l>

[] PerRelying Party Trust

V3

58 5f 50 5f 2c 0b d288 4f a6 ...
sha256RSA

shalse

ADFS Signing - anoop.illumicey... |
Thursday, December 10, 2015...
Friday, December 9, 2016 12:...
ADFS Signing - anoop.illumioey. ..

N\,

| EdtPropertes... |

When the Certificate Export Wizard launches, click Next.

Verify that the “No - do not export the private key” option is selected and click Next.
Select Base 64 encoded binary X.509 (.cer) and click Next.

Select where you want to save the file, name the file, and click Next.

Click Finish.

After exporting the certificate to a file, open the file with a text editor. Copy and
paste the contents of the exported x.509 certificate, including the BEG N CERTI FI -
CATE and END CERTI FI CATE delimiters in to the SAML Identity Provider Certificate
field.

To find the Remote Login URL (which AD FS calls “Sign-On URL"), download and
open the following metadata file from your AD FS server by navigating to https://
server. mydonui n/ Feder at i onMet adat a/ 2007- 06/ Feder ati onMet adat a. xm and
search for Si ngl eSi gnOnSer vi ce.

format:persistent</NameIDFormat><NameIDFormat>urn:oasis:names:tc:S5AML:2.0:nameid
-format:transient</Name IDFormat><Single‘SignOnSelrvice

Binding="urn:casis:names:tc:S5AML:2.0:bindings:HTTP-Redirect"

Location= ps: .11 TumIo] .com/adfs/1s <8ingleSignOnService
Binding="urn:casis:names:tc:SAML:2.0:bindings:HTTP-POST"
Location="https://anoop.illumioceval.com/adfs/1ls/"/><Attribute
Name="http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress"
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13. To find the Logout Landing URL for the PCE, you can use the login URL of the PCE
(preferred):

htt ps:// <myPCENaneAndPort >/ 1 ogi n
Or, a generic logout URL of AD FS:
https:// <URLToMyADFSSer ver >/ adf s/ | s/ ?wa=wsi gnhout 1. 0

You are now ready to configure the PCE to use AD FS for SSO.
Configure the PCE for AD FS SSO

Before you configure the PCE to use Microsoft AD FS for SSO, make sure you have the
following information provided by your AD FS, which you configure in the PCE web console:

* x.509 certificate supplied by ADFS
* Remote Login URL
* Logout Landing URL

For more information, see Obtain ADFS SSO Information for the PCE [88].

S NOTE
When SSO is configured in lllumio Core and for the IdP, the preferences in
[llumio Core are used. When SSO is not configured in Illlumio Core, the default
IdP settings are used.

To configure the PCE for AD FS:

From the PCE web console menu, choose Settings >SSO Config.

Click Edit.

Select the Enabled checkbox next to SAML Status.

In the Information From Identity Provider section, enter the following information:
* SAML ldentity Provider Certificate

* Remote Login URL

* Logout Landing URL

5. Select the authentication method from the drop-down list:

- Unspecified: Uses the IdP default authentication mechanism.

- Password Protected Transport: Requires the user to log in with a password us-
ing a protected session; select this option and check the Force Re-authorization
checkbox to force user re-authorization.

6. To require users to re-enter their login information to access lllumio (even if the
session is still valid), check the Force Re-authentication checkbox. This allows users
to log into the PCE using a different login than their default computer login and is
disabled by default.

AWN S

S NOTE
You must select "Password Protected Transport” as the authentication
method and check the Force Re-authentication checkbox to force
users to re-authenticate.
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7. Click Save.
Your PCE is now configured to use AD FS for SSO authentication.

Azure Single Sign-on

This section describes how to configure Azure Active Directory (AD) for SSO authentication
with the PCE for lllumio Edge.

Prerequisites
Before you begin configuration:

1. Log in to the PCE as a Global Organization Owner.
2. Navigate to the Settings > Single Sign-0On page.
3. Copy the following URLSs, which you will need to complete the Azure configuration:

 |ssuer: https:/pce.xxxx:8443/login

* NamelD Format: urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress

¢ Assertion Consumer URL: https:/pce.xxxx:8443/login/acs/16884d35-036e-48c2-a685-
c33f5458f407

* Logout URL: https:/pce.xxxx:8443/login/logout/16884d35-036e-48c2-a685-
c33f5458f407

Configure Azure

NOTE

Only an Azure ‘Application Administrator’ can configure Azure AD.

To configure Azure AD:

1. Make sure you have already configured the necessary Azure AD User Groups. You
can verify this by logging in to your Azure portal and browsing to Azure Active
Dlrectory > Groups. Make a note of the Group names you want to use because you
will need them later on.

. *  denewgroup 0 Retesh 38 Conmns

& Garera . LIy pe— Securty Symoed

& expiranon n AD i rssdanly Sacury Synead
2. Navigate to Azure Active Directory > Enterprise Applications > New application.
3. Select Non=gallery application and enter a name, for example ‘illumio-prod’, and

click Add.
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guestg a Ditecicy) > Enterprise app Al 3pF - . - o .
Categories X Add an application X Add your own application O X

A Add your own app A

Business management (359} A > ) . [ umic-prod |

Collaboration (430}

Construction (8}

Conumer (43)

Content management (141)

CRM Add from the gallery

Data services (146)

Developer servicss (1)

E-commerce (75 Featured applications

Password-based single sign-on

Educstion (134) Learn mare
— m
4
Finance (255
o Concur

Carnerstons On.

Heaith (61

Human resources (277)

1T infrastructure (186} DS ::
Mait 33 &
Docusig Dropboxfor Busi.. G Suze

management (1)

Marketing (211}
Media (T
Producthvty (2351 o
Project management (71}
Greubcam GeTomeetng Ive
Securrty (139 2

From the ‘Getting Started’ option, select Configure single sign-on (required) and
select SAML from the list of single sign-on methods.

Configure single sign-on (required)

) Configure your instance of illumio-prod to use Azure AD as its identity
provider,

4:3 SAML
Rich and secure authentication to

applications using the SAML (Security
Assertion Markup Language) protocol.

In Basic SAML Configuration cnter the URLs that you had noted down in step 3 of
Prerequisites [91].

* |dentifier (Entity ID) = Issuer

* Reply URL (Assertion Consumer URL) = Assertion Consumer URL
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o Basic SAML Configuration K
Identifier (Entity ID) https://pce. 8443/login
Reply URL (Assertion Consumer Service URL) https://pce. :8443/login/acs/16884d35-036e-4
8c2-2685-c3315458F407
Sign on URL Optional
Relay State Optional
6. Click the Edit button and enter the User Attributes & Claims configuration values.
e User Attributes & Claims ra
User.MemberOf user.assignedroles
Given Name user.givennarne
Surname user.surname
Unigue User |dentifier user.mail
7. Download Certificate (Base64) and save it locally.
© SAML Signing Certificate K
Status Active
Thumbprint OF35B03323.
Expiration 1/29/2022, 1:15:56 PM
Notification Email @ couk
App Federation Metadata Url https://login.microsoftonline.com/9469879a-44b4-... | IR
Certificate (Basefd) Download
Certificate (Raw) Download
Federation Metadata XML Download
8. Download Login URL and Logout URL.

o Set up illumio-prod

You'll need to configure the application to link with Azure AD.

Login URL | https://login.microsoftonline.com/9469879%a-44b4-...
Azure AD Identifier hitps://sts windows.net/946987%a-44b4-4912-99Ta... | [If]
Logout URL https://login.microsoftonline.com/common/wsfede...

View step-by-step instructions

9. Create the ‘Roles’ that will have access to the i | | um o- prod application.
* Navigate to Azure Active Directory > App registrations and seclect theil | um o-
pr od application.
* Click ‘Manifest’ to open the . j son manifest:
illumio-prod # 0O X

Repgistered app

‘m Settings ,f Manifest [ Delete

Display name Application ID

illumio-prod a779f017-e7e5-4c57-9fc6-97b5964323eb
Application type Object ID

Web app / API e82f44c4-a1fc-431c-9076-73ebdbdbb3cg
Home page Managed application in local directory
https://account.activedirectory.windowsaz... illumio-prod
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* Locate the appRol es section of the manifest and enter:
* di spl ayNane: A display name.
* id: The Azure object ID for the group you are going to use.
* description: A description.
* val ue: A value for the lllumio role.

1y I |
2 "appld": "4eec4819-b6d4-4%hf-809e3-3efedS6fb3ab”,
3 "appRoles™: [
4 {
5 "allowedMemberTypes™: [
6 "User"
7 1.
3 "displayName": "illumioc readonly role",
2] "id": "ca321a83-8b22-46a2-bcde-fc8495a65857",
18 "isEnabled": true,
11 "description”: "Read Only Users",
12 "value": "R-illumioc-readonly”
13 ta
14 {
15 "allowedMemberTypes™: [
16 "User"
17 1.
18 "displayName": "illumioc admins role”,
19 "id": "6d6c5fee-@dfb-46a9-9c2f-95b716386d61",
28 "isEnabled": true,
21 "description”: "Administrators”,
22 "value": "R-illumio-admins”
23 !
24 1s
10. Add the required users or groups to thei | | um o- prod application and assign the

necessary roles.

* Navigate to Azure Active Directory > Enterprise Applications > illumio-prod >
Users and groups.

* Click Add and select the Azure user or group you want to add and assign a role.

Select member or invite an external user @

Users and groups > [ ADllumio_adming v|
None Selected
Select Role » AD_illumio_admins
> Y
None Selected -

[ £ admin
Users and groups
1 group selected. ?
illumio admins role
Select Role
>

illumio admins role

Configure PCE for Azure

NOTE

Only an lllumio PCE ‘Global Organizational Owner’ can configure the PCE.
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Before you begin, make sure you have the following information from your Azure AD:

» Certificate (Baseb64). See step 7 of Configure Azure. [91]
* Azure Login URL and Logout URL. See step 8 of Configure Azure. [91]

To configure the PCE for Azure AD:

1. Configure the lllumio PCE Single Sign-on SAML settings (information from the Identi-
fy Provider):

a. Log in to the Illlumio PCE web console.

b From the left navigation menu, select Settings > Authentication.

C. Click Confligure that is located next to 'SAML’.

d. On the Single Sign-on Configuration page, click Edit.

e Enter the following information:

* SAML Identity Provider Certificate: Paste your Azure Base64 certificate.
* Remote Login URL: Enter the Azure Login URL.
* Logout Landing URL: Enter the Azure Logout URL.
S50 method SAML
SAML Identity Prc;vider ----BEGIN CERTIFICATE-----
e S RS o SN
Remote Login URL
Logout Landing URL
2. Configure the lllumio PCE Single Sign-on SAML settings (information for the Identify
Provider):
a. Select the authentication method from the drop-down list:
* Unspecified: Uses the IdP default authentication mechanism.
* Password Protected Transport: Requires the user to log in with a password
in a protected session.

b. To require users to re-enter their login information to access Illumio (even
if the session is still valid), select the Force Re-authentication checkbox
(disabled, by default). This allows users to log in to the PCE using login
credentials different than their default computer login.

C. Click Save.

S NOTE
If SSO is configured both in Illumio Core and for the IdP, the
preferences in lllumio Core are used. If SSO is not configured
in [llumio Core, the default IdP settings are used.
3. Add external groups and assign the necessary global or scoped roles in Illumio
RBAC:
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00T Yo

bl ]

From the menu, select Role-Based Access > External Groups.

Click Add.

Enter a Name.

Enter an External Group name. This groups name must match the value you
entered in step 8 (val ue: A value for the Illumio role) in Configure Azure. [91]
Click Save.

Repeat for additional groups.

Add External Group

* Name | lllumio Administrator Users

* External Group | R-illumio-admins

=  Users and User Groups — External Groups

External Groups External Users Local Users

+ Add

Filter by External Group

L ~Name External Group
o lllumio Administrator Users R-illumio-admins
) llumio Read Only Users R-illumio-readonly

Select a group you created in the above step.

* Select Add Role > Add Global Role or Add Scoped Role.
* Select a Role and click Grant Access.

* Repeat for additional groups.
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= < Role-Based Access — Access Wizard

Scope
Name

Email or Username

D Select Roles

Q All Applications O All Environments 0 All Locations

Hurmio Administrator Users

R-illumio-admins

| Global Read Only

Read-only access to all resources.

I Globkal Policy Object Provisioner

Provision Services, |P Lists, Label Groups, and
Security Settings. Read-only access to all other
resources.

® Global Administrator

Manage all resources and Security Settings. Cannot
manage users.

I Global Organization Owner

Manage all resources, users and Security Settings.

The PCE is now configured to use Azure AD for SSO authentication.

Okta Single Sign-on

This section explains how to configure SSO for user authentication with the PCE using Okta

as your IdP for lllumio Edge.

Prerequisite for Okta SSO

Before you begin, make sure you have the following information from your Okta account:

e x.509 certificate
* Remote Login URL
e Logout Landing URL

NOTE

Your PCE user account must have Owner or Admin privileges to perform this

task.

Configure the PCE for Okta SSO

1. From the PCE web console menu, choose Access Management > Authentication.
2. On the Authentication Settings screen, locate the SAML configuration panel and click
Configure.
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©

10.

1.

Enter the following information:

+ SAML Identity Provider Certificate: Paste your Okta x.509 certificate (in PEM text
format):

* Remote Login URL: Enter the Okta Remote Login URL.

* Logout Landing URL: Enter the Okta Logout Landing URL.

In the Information for Identity Provider section, choose the Access Level for the users

who will use Okta to authenticate with the PCE. When you select No Access, SSO

users from your Okta account will have to be added manually before they can log

into the PCE. (For more information on user permissions, see Edge Users [18].)

In the Information for Identity Provider section, make note of the following fields:

e Issuer

* Assertion Consumer URL

Select the authentication method from the drop-down list:

* Unspecified: Uses the IdP default authentication mechanism.

* Password Protected Transport: Requires the user to log in with a password using a
protected session.

To require users to re-enter their login information to access Illumio (even if the

session is still valid), check the Force Re-authentication checkbox. This allows users

to log into the PCE using a different login than their default computer login and is

disabled by default.

@ NOTE
When SSO is configured both in lllumio Core and for the IdP, the
preferences in lllumio Core are used. When SSO is not configured in
[llumio Core, the default IdP settings are used.

Click Save.
Log into your Okta account.
Select the lllumio Core app, select the General tab, and click Edit.

Enter the values you copied from the Information for Identity Provider section of the
PCE SSO Configuration page.
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OktCl Applications .

/ .
r _ 2 lllumio ASP
i< illumio
Active = View Log
General Sign On Import People Groups
App Settings Cancel
Application label llumio ASP
This label displays under the app on your home page
Assertion Consumer URL https:/ .com/loginfacs/bcc9a9ib-2beB-42cc-9626-1
Please, enter your Assertlon Consumer URL
Issuer https:/s .com/flogin
Please, enter your lssuer
Application visibility [C] Do not display application icon to users
| Do notdisplay application icen in the Okta Moblle App
| see
12. Click Save.

Your PCE is now configured to use Okta SSO for authenticating users with the PCE.

OnelLogin Single Sign-on
This section describes how to configure SSO for Onelogin for Illumio Edge.

Configure SSO for OnelLogin

This task shows you how to configure SSO for authenticating users with the PCE using
Onelogin as your ldentity Provider (IdP).

Before you begin, make sure you have the following information from your Onel.ogin ac-
count:

* x.509 certificate
* SAML 2.0 Endpoint (HTTP)
* SLO Endpoint (HTTP)
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NOTE

Your PCE user account must have Owner or Admin privileges to perform this
task

To configure the PCE for OnelLogin SSO:

AwNn =

10.

1.

12.

From the PCE web console menu, choose Settings > SSO Config.

Click Edit.

Select the Enabled checkbox for SAML Status.

Enter the following information:

+ SAML Identity Provider Certificate: Paste your OnelLogin x.509 certificate (in PEM
text format).

* Remote Login URL: Enter the OnelLogin SAML 2.0 Endpoint (HTTP) URL.

* Logout Landing URL: Enter the Onelogin SLO Endpoint (HTTP) URL.

In the Information for Identity Provider section, choose the Access Level for the users

who use Onelogin to authenticate with the PCE. When you select No Access, SSO

users from your OnelLogin account will have to be added manually before they can

log in to the PCE. (For more information on user permissions, see Edge Users [18].)

In the Information for Identity Provider section, make note of the following fields:

* Issuer

* Assertion Consumer URL

* Logout URL
You will enter this information into your OnelLogin SSO configuration.

Select the authentication method from the drop-down list:

* Unspecified: Uses the IdP default authentication mechanism.

+ Password Protected Transport: Requires the user to log in with a password using a
protected session.

To require users to re-enter their login information to access Illumio (even if the

session is still valid), check the Force Re-authentication checkbox. This allows users

to log in to the PCE using a different login than their default computer login and is

disabled by default.

E NOTE
When SSO is configured both in lllumio Core and for the IdP, the
preferences in lllumio Core are used. When SSO is not configured in
[llumio Core, the default IdP settings are used.

Click Save.

Log in to your OnelLogin account.

Select the Illumio Core app, and then click the Configuration tab.

Enter the values copied from the Information for Identity Provider section of the PCE
SSO configuration page.
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USERS APPS ACTIVITY SETTINGS

= lllumio ASP B -

Configuration

Application Details Issuer
Enter PCE
Assertion Consumer URL . .
Information for
Identity Provider'
Logout URL here

This information may be found on the SSO Config page of the PCE web console (located under the User
menu).

13. Click Save.

Your PCE is now configured to use OnelLogin SSO for authenticating users with the
PCE.

Ping Identity Single Sign-on

This section explains how to configure SSO for authentication users with the PCE using Ping
Identity as your Identity Provider (IdP) for lllumio Edge.

Configure SSO for Ping Identity

Before you begin, make sure you have this information from your Ping Identity SSO account:

* x.509 certificate
* Remote Login URL
* Logout Landing URL

NOTE

Your PCE user account must have Owner or Admin privileges to perform this
task.

To configure the PCE for Ping Identity SSO:

From the PCE web console menu, choose Settings > SSO Config.

Click Edit.

Select SAML from the Select SSO method drop-down list and click Conflgure.
Enter the following information:

+ SAML Identity Provider Certificate: Paste your Ping Identity x.509 certificate (in
PEM text format).

* Remote Login URL: Enter the Ping Identity Remote Login URL.

AwWN =
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10.

1.

* Logout Landing URL: Enter the Ping Identity Logout Landing URL.

In the Information for Identity Provider section, make note of the following fields:

e Issuer

* NamelD Format

* Assertion Consumer URL

* Logout URL

Select the authentication method from the drop-down list:

* Unspecified: Uses the IdP default authentication mechanism.

* Password Protected Transport: Requires the user to log in with a password using a
protected session.

To require users to re-enter their login information to access lllumio (even if the

session is still valid), check the Force Re-authentication checkbox. This allows users

to log in to the PCE using a different login than their default computer login and is

disabled by default.

Ig NOTE
When SSO is configured both in lllumio Core and for the IdP, the
preferences in lllumio Core are used. When SSO is not configured in
[llumio Core, the default IdP settings are used.

Click Save.

Log in to your Ping Identity account.

Select the Applications tab and add the lllumio app.

Click Edit and enter the following values you just noted from Illumio:

* ACS URL: Enter the value from the Assertion Consumer URL field in the PCE web
console.

« Entity ID: Enter the value from the Issuer field in the PCE web console.

* Single Logout Endpoint: Enter the value from the Logout URL field in the PCE
web console.

* Single Logout Response Endpoint: Enter the value from the Logout URL field in
the PCE web console.
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Waicome, Admin Pelham

Ring

# Dashboard Applications Users Setup Account ? Help

My Applications Application Cataleg

My Applications & 1 Apoications ¢ My Applications

pacations you've added to your account are listed here.

* Active applications are enabled for singhe sign-on {S50).
* Details displays the application datails

Application Name Typa Status Enabled

" lumio ASP SAML (ncomplata Yos Remove

1. Configure your connection

Assign the attribute values for single sign-on (550) to the application.

Upload Metadata e
P Salect File

| ACS UARL https://S{Enter Assertion Consumer U | |

| Entity ID | ${Enter lssuer from the S50 Configp |~ |

Target Resource @

Single Logout Endpoint @  https:/S{Enter Logout URL from tha §

Single Logout Response Endpoint @ | nitpsu/S(Enter Logout URL from the 5
Verfication Certificate o | Gheose Eile | Mo file chosen

Force Re-authentication @

FingOna dock URL

Default PingOne dock URL

Use Custom URL g

MEXT: Attribute Mapping Cancel Continue to Next Stap

12. Click Continue to Next Step.

13. You will now configure the SAML_SUBJECT attribute mapping. Under Advanced
Attribute Mapping, next to the Name ID Format to send to SP, select ur n: oa-
si s:nanmes:tc: SAM.: 1. 1: nanei d-f or nat : enai | Addr ess.
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14.

Advanced Attribute Options

Advanced Attribute Options for SAML_SUBJECT

Advanced Attribute Options
MameldFormat @

Mame [0 Format fo send to 5P urn:oasis:namesic:SAML: 1. 1:nameid-format:emailtddress

. ) urn:oasis:names:te:SAML:1.1:named-format:unspecfied
Attrlbute Mapping
You can build an attribute mapping using  urnicasisinames:tc:SAML:1.1:named-format: ¥ E0ESubjectName
An examole of 2 possiole SAML SUBJE(  Urnicasisnames:ioiSAML.Tinamed-format:WirdowsDomainGualifedMame
urn:casis:names:tc:SAML:2 0:named-format:unspecfiad
Firsthame + .7 = lasthome + 7 0o enameste: SAMLE Diname d-format:kesneras

urricasisinameas:tc:SAaML2.0named-formatentity

SAML_SUBJECT = SNI'L_SUBJECI urrn:casis:namas:to:SAML:2 0:named-format:persistent

IDP Attribute Mame or Literal Value
1 SAML_SUBJECT As Literal e
con | 23
Click Save.

Your PCE is now configured to use Ping ldentity SSO for authenticating users with
the PCE.
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