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Use this guide to learn about lllumio Insights and onboard your cloud using the free trial process.
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Getting Started with Illumio Insights

Before You Begin

Review this checklist before you begin your onboarding journey.

Checklist for Onboarding lllumio Insights

] Confirm that you have reviewed the permissions set for AWS. See AWS Permissions.
] Confirm that you have reviewed the permissions set for Azure. See Azure Permissions.

L] Confirm that you have reviewed the permissions set for GCP. See GCP Permissions.


https://product-docs-repo.illumio.com/Tech-Docs/CloudSecure/out/en/get-started/onboarding-aws-cloud/permissions-for-onboarding-aws.html
https://product-docs-repo.illumio.com/Tech-Docs/CloudSecure/out/en/get-started/onboarding-azure/permissions-for-onboarding-azure.html
https://product-docs-repo.illumio.com/Tech-Docs/CloudSecure/out/en/reference/permissions-for-onboarding-gcp.html
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Onboarding Paths

Select the onboarding path based on your cloud environment.

Onboarding Path Using the Free Trial from illumio.com

2. Onboard your

3. View Insights

Free Trial 1. Start your free Cloud after you
Onboarding = | | e trial  |eemeeeeeeef logintothe frereees for your Cloud
g . Environment
from Illumio Console
lllumio.com
1. Follow the 2. If you skip the
Azure onboarding steps onboarding steps, 3. View Insights
....................... and then log into  [-+==++"| log into the t++{  for your Cloud
Marketplace the lllumio Illumio Console Environment
Onboarding Console and then onboard
2. Onboard your . .
AWS 1. Start your free Cloud after you 3{ View Inéllghctis
Marketplace @ | & e trial [Tt logintothe [ oryourCloud  fe....
. . Environment
Onboarding lllumio Console

* See Free Trial Onboarding Steps for AWS [9] from illumio.com
* See Free Trial Onboarding Steps for Azure [6] from illumio.com
* See Free Trial Onboarding Steps for GCP [11] from illumio.com

NOTE

This Getting Started Guide covers the onboarding instructions for the Free
Trial only.

Onboarding Path Using a Cloud Marketplace

If you are onboarding using the Azure or AWS Marketplace, see the onboarding instructions
in the Marketplace onboarding guides for your clouds.

* See onboarding using Azure Marketplace.
* See onboarding using AWS Marketplace.
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NOTE

Go to docs.illumio.com/s to download and view the Marketplace onboarding
instructions for Azure and AWS.

Free Trial Onboarding Steps for Azure

Follow this onboarding path for Azure.

Start Free Trial Onboard Azure Explore Insights
1 ® 2 3
Wumio lnsights e ] R— B nsights Hub
o e 6%:’ Grisaarl [ Resource Traffic
= il
= ?r = = 1 A + Add Azure B Malicious IP Threats
" s ® shadow LLMs

& [ External Data Transfer
e [ DORA Compliance
B Country Insights

Step 1. Start Free Trial

If you haven't already started your free trial, go to the Free Trial Insights page first.


https://docs.illumio.com/s
https://www.illumio.com/insights-free-trial
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Step 2. Onboard Azure

Onboard Follow these steps
Azure

-

Log into the lllumio Console.
Go to Cloud > Onboarding.
3. Click Add > Azure.

n

Onboard Azure

2

B o 88Home / O Cloud

Gountry nsigh )
£ Onboarding B Countrylnstts & Onboarding

@ Quarantine

P .
O Explore m 4 AJdAWS | M + AddAzure | & + AddGCP Flow Log Access.
O Polices .

© Servers & Endpoints v

Q Search xK DS

O Cloud ~
& Onboarding Customize columns - 50 per page - 1 -5 of 5 Total -
@ Inventory * Name Type D ci/co Permissions
Explore v
& e w5 AWS-tradeshow? Account 211125710713 Read and Write
82 Applications

® Application Discov... ~ A 1 Read and Write

Deploy

Applics Read and Write
O Labels A azure-om
@ Events

A Azure Arch 1

Read and Write

& U O cs-dev-t Project dev-1-449819 Read Only
o Usage

4. Choose Easy onboarding and click Continue.

5. Click Login with Azure to connect your Azure cloud resources. See the detailed sub steps
listed next.

6. Setup flow log access for your users.

Login with Azure and Review Permissions

—r

Sign into your Azure account with your Azure credentials.

2. On the Permissions Requested pane, check Consent on behalf of your organization and
click Accept. This allows the Illlumio application's Service Principal to gain just-in-time
access privileges as the user who is logging in.

API Name Claim Value Permission

Azure Resource Manager user_impersonation Access Azure Resource Manager as organization users
Microsoft Graph offline_access Maintain access to data you have given Illumio access to
Microsoft Graph openid Sign users in

Microsoft Graph profile View a user's basic profile

Microsoft Graph User.Read Sign in and read a user profile

3. In the Finish Your Azure integration pane, under Integration Scope, select a tenant or
subscription to onboard. You can select multiple subscriptions from the Subscriptions
drop-down list.

4. Enable VNET Flow Logs.

5. Select Read or Write permissions.

6. (Optional): Configure tags and centralize flow storage. Click View More Settings (Option-
al) in the Enable VNET Flow Logs pane. Add Tags

7. Configure tags for new flow logs and storage accounts. Adding tags helps you meet
compliance requirements and enhances search for new resources. To add a tag, click +
Add Tag, enter values in the Tag Key and Tag Value fields and click Apply Changes. You
can create multiple tags for resources.

See Use tags to organize your Azure resources and management hierarchy.

8. Centralize Flow Logs .


https://learn.microsoft.com/en-us/azure/azure-resource-manager/management/tag-resources
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9. To centralize flow logs, click the Centralize Flow Logs tab, select the subscription where
you want to centralize your flow logs, and click Apply Changes.
10 Click Confirm and Continue.

Permis- Permission Name Notes

sion

Type

Read Reader-role (Azure-owned role) This role gives lllumio Cloud permission to read data

or resources from your subscription or tenant. This role
allows the viewing of all resources but it does not allow
modification.

Write [llumio Network Security Administra- Allows lllumio to manage Network Security Groups and
tion (Illumio-created custom role) Azure Firewalls in your Azure environment.

Illumio Firewall Administrator (lllumio-
created custom role)

Flow Storage blob data reader Allows lllumio to read the contents of storage accounts
in your Azure environment.

Set up Flow Log Access for Azure

NOTE

Skip this procedure if you have already performed steps 4 through 9 in the
section titled Log in with Azure and Review Permissions previously.

Set up flow log Follow these steps
access

1. In the lllumio Console, go to Onboarding and then click Flow Log Access.
2. Select Azure to grant access to and select Grant Access.
3. Select your service account, provide the service account token, and click Done.

NOTE

If the VPC/NSG flow logs from one account are configured to be stored
in S3/storage accounts in another account, then the destination account
should be onboarded into lllumio. If the account that owns the S3 bucket
is not onboarded, lllumio will not be able to fetch the flow logs of that S3
bucket.

For detailed instructions for setting up your flow logs, see this topic.



https://product-docs-repo.illumio.com/Tech-Docs/CloudSecure/out/en/get-started/set-up-flow-logs-in-your-csp-environment.html
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Step 3. Explore lllumio Insights

View lllumio Insights in the Console. See Explore Illumio Insights [13].

Free Trial Onboarding Steps for AWS

Follow these free trial onboarding steps for AWS.

Start Free Trial Onboard AWS Explore Insights
1 ® 2 3
Illumic“%siéh:s — —— — _ 88Home / © Cloud [B Insights Hub
Al o detacton s vepomsn (CO hat dortfs — < [ Resource Traffic
— &> Onboarding @ Risky Traffic 4
- — eo = o R [ Malicious IP Threats
== - =

o e [ Shadow LLMs

— )
3 / 0 tai [& External Data Transfer

[ DORA Compliance

[ Country Insights

Step 1. Start Free Trial

If you haven't already started your free trial, go to the Free Trial Insights page first.

Step 2. Onboard AWS

NOTE

Easy onboarding is not available for AWS at this time.


https://www.illumio.com/insights-free-trial
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Onboard AWS Follow these steps

1. Log into the lllumio Console.
2. Go to Cloud > Onboarding.

3. Click Add > AWS, fill in the required fields, and click Next.
2
i / o0 Add AWS Cloud Organization X

& Onboarding

= 4 s

——

Connect to AWS Set up Access Confirm and Save
O organization

Secure an AWS Organization including all its member accounts

Account
Secure a specific AWS account

* Name
AWS

* Root Account ID
[ 543219999999 ]

READ WRITE ACCESS

Yes . Illumio has Read and Write access to ensure compliance ¥ Download Permissions

4. Set up a service account and click Next.

Add AWS Cloud Organization X

Connect to AWS Set up Access Confirm and Save
Service Account [ Service Account: TPM-Orion-Tenant x v ]
Iltumio Cloud Tenant ID 39e868b6-fdfc-4118-b664-a7d4b04728e8

Download Cloud Formation

Stack ¥ Download

Cancel < Back

5. Click Save and Confirm. See Onboarding AWS Cloud for detailed instructions.
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https://product-docs-repo.illumio.com/Tech-Docs/CloudSecure/out/en/get-started/onboarding-aws-cloud.html#UUID-2dda1f5b-19b2-ded6-aaad-1c8e88dd3db8
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Set up Flow Log Access

Access.

Set up flow log Follow these steps
access

2. Select AWS to grant access to and select Grant Access.
3. Select your service account, provide the service account token, and click Done.

Go here for detailed instructions about setting up your flow logs.

1. After you have added your AWS account, go to Onboarding and then click Flow Log

NOTE
In AWS, Illumio supports reading flow logs that are stored in S3 buckets
only. Currently, other storage destinations are not supported.

Step 3. Explore Insights

View lllumio Insights in the Console. See Explore Illumio Insights [13].

Free Trial Onboarding Steps for GCP

Follow these free trial onboarding steps for GCP.

Start Free Trial

T ve @

[llumio Insights = <l

Step 1. Start Free Trial

Onboard GCP

& Onboarding

O + Add GCP

@

PPEEER

Explore Insights

B Insights Hub

3

Resource Traffic

& Risky Traffic ]

Malicious IP Threats
Shadow LLMs
External Data Transfer
DORA Compliance
Country Insights

If you haven't already started your free trial, go to the Free Trial Insights page first.

1



https://product-docs-repo.illumio.com/Tech-Docs/CloudSecure/out/en/get-started/set-up-flow-logs-in-your-csp-environment.html
https://www.illumio.com/insights-free-trial
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Step 2. Onboard GCP

Onboard Follow these steps
Azure
1. Log into the Illumio Console.
2. Go to Cloud > Onboarding.
Onboard GCP 3. Click Add > GCP.
2 4. Select Organization, Folder, or Project and enter the required fields based on your selec-

tion.

Select the Service account, enter the service account token information, and the project ID.
Check Cloud Shell Deployment Completed and click Next.

Click Save and Confirm. For detailed instructions, see Onboarding GCP.

Set up flow log access for your users.

& Onboarding

® N »

Set up Flow Log Access

Set up flow log Follow these steps
access

1. In the Illlumio Console, go to Onboarding and then click Flow Log Access.

2. Select the GCP account to grant access to and select Grant Access. Grant access by first
selecting individual or grouped accounts.

3. Select your service account, provide the service account token, and click Done.

NOTE
To grant access to flow logs stored in a different account than the one

you onboarded, you must also onboard the account containing those flow
logs.

For detailed instructions about setting up flow logs, see this topic.

Step 3. Explore lllumio Insights

View lllumio Insights in the Console. See Explore Illumio Insights [13].

12


https://product-docs-repo.illumio.com/Tech-Docs/CloudSecure/out/en/get-started/onboarding-gcp.html
https://product-docs-repo.illumio.com/Tech-Docs/CloudSecure/out/en/get-started/set-up-flow-logs-in-your-csp-environment.html
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Explore lllumio Insights

Here’s a quick overview of everything you'll find in [llumio Insights.

The Insights Hub

The Insights Hub offers a comprehensive overview of lateral movement risk throughout your
environment. Use the Insights Hub to pinpoint significant areas of concern quickly and then
navigate to the appropriate section for further investigation.

* Overview: Watch the Insights Hub overview video.
* Use Case: Watch the Insights Hub use case video.

% The Insights Hub: An Overview Demo

83Home / ¥ Insights
-
L . Q search %k @ DS
(B Insights Hub
83 Dashboard & Last24 hours compared to Previous 24 hours v
@ Servers & Endpoints
Cle
g . e B Risky Services Traffic Q @ showAlData © Top Destination Roles Flows | Bytes 0
ansomware Protection
Service Port | Protocol FlowsNow BytesNow FlowsPrev B
[B |I'|Slghts Hub > % ROP 4.3k ° 4.5¢
. # WIinRMHTTP 5985 TCP 3.3k [ 3.3
(® Resource Traffic > o . 0 sx 4.3 Unknomn
. . % MSRPC 135 TCP 3.2 o 3.4k
Risky Traffic
@ y % WIinRMHTTPS 5986 TCP ° 1] 0
P > x'wne ° ) [}
[ Malicious IP Threats
@ Shadow LLMs Top 10 Cross Region Traffic Q. Flows | Bytes O Top 10 Region To Country Traffic Volume Flows | Bytes O
@ External Data Transfer Traffic Status | Source Region Destination Region FlowsNow FlowsPrev o . . .
O Alowed @ Unknown = us-east-1 471 471
@ DORA Compliance M Alowed A westus @ Unknown 3.4K 3.4K -
01 Alowed A westus A Unknown 2.1K 2.1K westus
[ Country Insights O Alowed A wesus @ us-contan « x
M Alowed A westus = us-east-1 6.7k 6.7k I us
Oy e N Unknown
@ Settings
@ Support v
DORA Compliance: 3rd-party IC.. Q Inbound | Outbound O LLMsinUse Q @ show AllData ©

Illumio Insights Overviews and Use Cases

Resource Traffic

The Resource Traffic dashboard allows you to examine a single resource in detail. You can
access all related metadata, resources connected to it, and see in real time what it’s directly
interacting with—visualized through the Resource Traffic Map. Other widgets on this page
help you identify if it has been engaging with malicious IPs, attempting external data trans-
fers, or using potentially risky protocols.

Watch the overview video.

13



https://product-docs-repo.illumio.com/Tech-Docs/Videos/Overview_Videos/Insights_Hub_Overview.mp4
https://product-docs-repo.illumio.com/Tech-Docs/Videos/Insights_Hub.mp4
https://product-docs-repo.illumio.com/Tech-Docs/Videos/Overview_Videos/Resource_Traffic_Overview.mp4
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le 88Home / ¥ insights
L t
B Resource Traffic
88 Dashboard
@ Servers & Endpoints Search By Resource Name
O Cloud
@ Ransomware Protection
Resource Summary Resource Traffic Map
B Insights Hub Resource Name Metasploit

[® Resource Traffic

[ Risky Traffic g
Malicious IP Threats o
Category
Shadow LLMs
Resource Type

External Data Transfer
DORA Compliance

PHPE®®

Country Insights

Last Updated
O Policies v

Resource Group

@ Servers &Endpoints v

O Cloud A
& Onboarding 10.0.0.5
& Inventory Public IP Addresses
B Explore v

82 Applications

Resource State

Account Name

Resourceld  /subscriptions/6cel5ab6-...

A Azure
eastus

# Compute
Virtual Machine
@ Succeeded

az-insights-01

Accountld ~ Bcel5ab6-8beb-4a01-ac2...

04/11/2025 at 11:39:45

flowlogstest

Private IP Addresses

172.208.53.223

@® Application Discov.. v Labels
© Labels
& Events .
Risky Traffic By Roles

e e

Risky Traffic

et
' Malicious IP Traffic

Q Search ®K ® DS
~ % Last30days comparedto Previous 30 days v
s
0

The Risky Traffic dashboard focuses investigation on the use of potentially dangerous ports
and protocols in your environment—these are services that attackers are known to exploit for

lateral movement.

When you select any protocol from the “Risky Services Traffic” widget, it updates all other
widgets on the page to show data related to that protocol. From there, you can review
specific types of workloads that participated in this traffic, review activity patterns, see zone
and account traversal, and more.

Watch the overview video.

88 Dashboard
© Servers & Endpoints

O Cloud

© Ransomware Protsction
(B Insights Hub
[® Resource Traffic
[® Malicious IP Threats
Shadow LLMs
External Data Transfer

DORA Compliance

(e e P R 7

Country Insights

@ inventory

B Explore v
82 Applications

@ Application Discov.. v
O Labels

& Events

88Home / ¥ insights

B Risky Traffic

8 Last30days comparedto Previous 30 days v

Top Workloads:

a

2«

OWMMJM«MWWMMMWNM

25 Jun 29 Jun
00:00 POT 07:00 POT
Traffic by Zones for & WinRMHTT 5985 TCP
Source Zone Destination Zone FlowsNow | Bytes'
A internalAzure = Internal AWS 1.7K
A internalAzure A Azure 11K
A internalAzure @ Unknown 658
)
)
)

Q search k. @ DS
Bytes | Flows | O
(2] VDI-illumio-001

30l 740l 12 Jul 16 Jul

14:00 PDT 21:00POT 04:00 POT 11:00 POT
Workloads using & WinRMHTT 59857cP ~ by Destination Role

Now | FlowsPev | Byte Destination Role | Source Resource FlowsPrev | FlowsNow 4 Flows

° 1.8 ® Unknown  [Z] VDI-illumio-001 3.7 3.5€ 4133

° 1.1K ° [} [}

0 668 ° °

0 0 0 ° [

) 0 [] ) 0

0 ° 0 ° [

@ Remove All ]

& Traffic Query Results  Service ¥ WinRMHTTP 5985 TCP x


https://product-docs-repo.illumio.com/Tech-Docs/Videos/Overview_Videos/Risky_Traffic_Overview.mp4
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Malicious IP Threats

The Malicious IP Threats dashboard shows activity between known malicious IPs and your
environment. It displays the top talkers, the locations of these malicious IPs worldwide, as
well as specific accounts, workloads, and protocols that are being targeted.

Watch the overview video.

BBHome / Winsights
i o AT Q Search %K ® DS
B Malicious IP Threats

83 Dashboard

© Servers & Endpoints Inbound  Outbound 1 Last30 days compared to Previous 30 days v
O cloud
© Ransomware Protection
Top 10 Malicious IPs Flows | Byes O Global Threat Map Bytes | Fows 0
[B Insights Hub -
5.161.74.8 SsH 3.2¢0 i
@ Resource Traffic 45.135.193.67 | UNKNOWN +13 310 ¢ a
® Russian Federation
183.32.162.143 [SsH S5 - © FussonFedera
. . United States. Tirkye S
(B Risky Traffic

Zamia
= 185.211.50.52 som 2a0
(® Malicious IP Threats
49.247.186.209 SSH 2470 Top 3 Countries: O Vietnam 0B @ United States 08 @ Tarkiye @8

(® Shadow LLMs

Top10 & Subscriptions - with Malicious IP Flows © Flows = Bytes O Top Roles Flows | Bytes O

(® External Data Transfer

A az-insights-01 6K o
(® DORA Compliance

(® Country Insights 8.2 Unoown
8% Applications

@ Application Discov... v

S Labels ~

B Events N~

Top 10 Services used in Malicious IP Communication | Flows | Bytes 0O

Shadow LLMs

Use the Shadow LLMs dashboard to see which publicly accessible LLM services your resour-
ces are accessing and exchanging data with. You can view the specific LLMs being used, the
accounts associated with this activity, and the resources involved in the access.

Watch the overview video.
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e 88Home  Ingights.
@ Q Search k. @ DS
B Shadow LLMs
83 Dactibvoard = Last30days compared to Previous 30 days v
@ Servers &Endpoints
O Cloud
© Hewonmmrsidiadibn & Traffic Query Results LM 8 AmazonBedrock = <@ Remove All
(B Insights Hub Source Zone Port | Service Protocol | Destination External Label Source 1P | Source Resource Destination P | =
@ Unknown 9231 % Unknown Tce 8 162.216.149 170 005 | Z
@ Resource Traffic A Azure 8443 & Unknown TCP 8 20.88.159.7 172.10.0.5 °
@ Risky Traffic ® Unknown 23 & TELNET TP ] 121.151.93.120 10006 | B
9
A zure 24836 % Unknown ce 8 40.87.160.0 10.0.0.9 | ?
@ Malicious IP Threats @ Unknown 22 & SSH Tcp ] 103.217.68.194 10004 |3
@ Unknown 5555 s Unknown Tce @ 196.251.69.4 10.0.0.4 |
@ Shadow LLMS @ Unknown 12000 ¥ Unknown TCP 8 172.10.0.5 20.49.93.224
@ Unknown 9873 s Unknown Tce 8 162.216.149 168 10.0.0.5 |
[ External Data Transfer
& Unknown 60000 ¥ Unknown TCP =] 204.76.203.206 10.0.0.6 |
i @ Unknown 6080 ¥ ARCP TCP 35.203.210.188 10.0.0.4 |
ompliance
@ Unknown 8244 & Unknown TcP 8 83.222.190.102 10.0.0.4 |
[ Country Insights A Az 27777 % Unknown TP @ 40.87.160.0 19.0.0.5 |
& Onboarding @ Unknown 443 % HTTPS TcP B8 172.10.2.5 20.189.172.67
& inventory A Intemal azure 443 & HTTPS Tcp s 192.168.100.8 (2] Ticketin..rod-Web8 34.243.160. 129
8 eplore v @ Unknown 443 & HTTPS TCP ] 172.10.0.4 40.78.243.16
82 Applications
Page Size: 100v 110 100 of 88,699 Page1of887 > I

® Application Discov... v
S Labels

External Data Transfer
The External Data Transfer dashboard highlights data leaving your environment for destina-

tions on the internet. You can see where your data is being sent, which protocols are used for
the transfer, and details about specific workloads and workload types involved.

Watch the overview video.

- 88Home / ¥-Insights
L . Q Search %k @ DS
B External Data Transfer
88 Dashboard
€ Servers & Endpoints # Last30days comparedto Previous 30 days
O Cloud
Ol HaBaoafa Prataction Data Transfers by Destination Category Data Transfers by Services Q -4 @ show AllData ©
E InSIghtS Hu b Destination Category FlowsNow Byteshow FlowsPrev BytesPrev AF Service Port | Protocol FlowsNow Byteshow FlowsPrev B
- @ IP:Unknown Internet 3.4 o 4K 1] > lt smB 57.7K ° 2.1K
Resource Traffic .
@ A CSP:Azure 2.1K o 2.5K o > & RDP 36.5K ° 1.2k
@ Risky Traffic - ° ° [} 0 # MSRPC 135 TCP 37.7K [} 1.3
- e o ) [ & WinRMHTTP 5985 TCP 55.9K 0 1.9
[® Malicious IP Threats £ o ° e ° & WIORMHTTPS 5986 TCP o o o
ks [ [ [ ° > &' we ° ° °
@ Shadow LLMs

Top source roles with data transfer Flows  Bytes 0 Data Transfer To External Geos Bytes | Flows 0
[® External Data Transfer
278.4K Unknown -

® DORA Compliance @ 1.3 wsa
980 MongoDs
: " Iretand
[@ Country Insights £ 663 SoL-Serer
556 Puppet United States
=i 395 Oracle
xplore v
e 296 Docker
83 Applications
204 PostgreSQL. Top 3 Destinations: @ United States 01.0MB % 18.3MB () lreland 2.1MB

@ Application Discov.. v
O Labels

B Events Top Sources With Data Transfer

««

[ Flows | Bytes ©

DORA Compliance

One of the main requirements of the EU’s Digital Operational Resilience Act (DORA) is mon-
itoring risks related to franchise-critical Information and Communication Technology (ICT)
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systems. The DORA Compliance dashboard combines important widgets from other Insights
dashboards into a single view to assist with monitoring, detection, response, and reporting
needs of DORA.

Watch the overview video.

e %BHome / insights
5 = Q search %K @ DS
B DORA Compliance
88 Dashboard
@ Servers & Endpoints # Last 30days compared to Previous 30 days v
© Cloud

@© Ransomware Protection

Unencrypted Services in ICT ... Q @ show All Data Critical ICT Roles with Risky Traffic Bytes | Flows O

[B Insights Hub
Service Port | Protocol | FlowsNow | BytesNow |  FlowsPre | 25.5MB Cassandra
@ Resource Traffic & MSRPC 135 TCP 113.4K 33.5kB 3.6K \‘\ 1.0 Puopet
; ; 2 £ 4.7MB PostgresaL
>
@ Risky Traffic * SMB 183.5K ) 6.2K P
aih & WInRMHTTP 5985 TCP 1) ) ]
(® Malicious IP Threats s 1.6M8 Oracle
> % RDP ° 0 0 714.3KkB Docker
[® Shadow LLMs ® HTTP 80 TCP 6.2k T71.TMB ) 521.6KB MongoDB
. v
@ External Data Transfer > (K AdPn 2513 26.148 ° @ 363.3k8 ML

[ DORA Compliance
3rd Party Dependencies forl.. © Q Inbound | Outbound O TopICTs @ Tenants ~  with Malicious IP Flows Flows = Bytes Q

[® Country Insights

Source Category FlowsNow | BytesNow |  FlowsPrev |  BytesPrev AF Rllazneighte=01 82K » 8.0

O Policies -
@ Servers & Endpoints v o ° ) )
O Gloud ~

& Onboarding

& Inventory

©® Explore v

8% Applications

® Application Discov... v

O Labels

B Events & Traffic Query Results  No filters applied

Country Insights

Use Country Insights to monitor global traffic and spot suspicious patterns in unexpected
regions. Filter traffic by Cloud Service Provider (CSP) regions—such as Northern Europe AWS
data centers—to analyze traffic origins and detect risky connections.

83Home / U insights
Ie ’
N . Q search %« @ DS
B Country Insights
83 Dashboard
@ Servers & Endpoints ® CSPRegions - 4 Last30days comparedto Previous 30 days
O Cloud

© Ransomware Protection Traffic Activity Across Countries Flows | Bytes || MostActive | LeastActive

B Insights Hub -
[® Resource Traffic v
[® Risky Traffic

[® Malicious IP Threats
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https://product-docs-repo.illumio.com/Tech-Docs/Videos/Overview_Videos/DORA_Compliance_Overview.mp4

Getting Started with Illumio Insights

Insights Use Cases

Now that you're familiar with what’s available in Insights, here are some common use cases to
help you explore further.

* Investigate the use of unauthorized ports and protocols.
Watch the Resource Traffic use case video.

* Explore possible lateral movement by a threat actor.
Watch the Risky Traffic use case video.

* Inspect activity related to known malicious IPs.
Watch the Malicious IP Threats use case video.

* |dentify use of public LLMs.
Watch the Shadow LLMs use case video.

* Check for possible data exfiltration.
Watch the External Data Transfer use case video.
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https://product-docs-repo.illumio.com/Tech-Docs/Videos/Resource_Traffic.mp4
https://product-docs-repo.illumio.com/Tech-Docs/Videos/Risky_Traffic_Insights.mp4
https://product-docs-repo.illumio.com/Tech-Docs/Videos/Malicious_IP_Threats.mp4
https://product-docs-repo.illumio.com/Tech-Docs/Videos/Shadow_LLMs.mp4
https://product-docs-repo.illumio.com/Tech-Docs/Videos/External_Data_Transfer.mp4
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