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# from the fn_illumio root 
$ pip install ./lib/illumio*.whl
$ pip install .

[fn_illumio] 
illumio_pce_domain_name = <PCE_DOMAIN_NAME> 
illumio_pce_port = 443 
illumio_pce_org_id = 1 
illumio_pce_api_key = <PCE_API_KEY> 
illumio_pce_api_secret = <PCE_API_SECRET> 
# Optional proxy settings 
#http_proxy=http://proxy:80 
#https_proxy=http://proxy:80 

example.pce.com

443

1

api_1a1a2233b45c678d9

0a1bc2d3ef...

http://proxy:80

http://proxy:80
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illumio_enforcement_boundary_consumers text ams

illumio_enforcement_boundary_name text
EB-IBM-
SOAR

illumio_enforcement_boundary_providers text ams

illumio_port number 8080

illumio_protocol select -

results = { 
    "version": 2.0, 
    "success": True, 
    "reason": None, 
    "content": {
        "href": "/orgs/1/sec_policy/active/enforcement_boundaries/1019", 
        "name": "EB-IBM-SOAR-3389-TCP", 
        "created_at": "2022-01-07T16:17:25.515Z", 
        "updated_at": "2022-01-07T16:17:25.526Z", 
        "created_by": { 
            "href": "/users/464"
        }, 
        "updated_by": { 
            "href": "/users/464"
        }, 
        "caps": [ 
            "write", 
            "provision" 
        ], 
        "ingress_services": [ 
            { 
                "port": 3389, 
                "proto": 6 
            } 
        ], 
        "providers": [ 
            { 
                "actors": "ams" 
            } 
        ], 
        "consumers": [ 
            { 
                "ip_list": { 
                    "href": "/orgs/1/sec_policy/active/ip_lists/1334" 
                } 
            } 
        ] 
    }, 
    "raw": None,
    "inputs": { 
        "illumio_protocol": "TCP", 
        "illumio_enforcement_boundary_providers": "ams", 
        "illumio_enforcement_boundary_name": "EB-IBM-SOAR-3389-TCP", 



        "illumio_port": 3389, 
        "illumio_enforcement_boundary_consumers": "/orgs/1/sec_policy/active/ip_lists/1334" 
    }, 
    "metrics": {
        "version": "1.0", 
        "package": "fn-illumio",
        "package_version": "1.0.0", 
        "host": "C02G82JEMD6R", 
        "execution_time_ms": 604, 
        "timestamp": "2022-01-07 11:41:47" 
    } 
}

port = rule.properties.illumio_port 
protocol = rule.properties.illumio_protocol 

inputs.illumio_port = port 
inputs.illumio_protocol = protocol 
inputs.illumio_enforcement_boundary_name = "EB-IBM-SOAR-{0}-{1}".format(str(port), protocol) 
inputs.illumio_enforcement_boundary_consumers = workflow.properties.any_ip_list.content['href']

None
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illumio_port number 8080

illumio_protocol select -

illumio_virtual_service_name text
VS-IBM-
SOAR

results = { 
    "version": 2.0, 
    "success": True, 
    "reason": None, 
    "content": {
        "href": "/orgs/1/sec_policy/draft/virtual_services/575f43f4-3f99-4bb0-8a6f-9e2da7a9fbd2", 
        "name": "VS-IBM-SOAR-3389-TCP", 
        "created_at": "2022-01-07T15:23:17.885Z", 
        "updated_at": "2022-01-07T15:23:17.897Z", 
        "update_type": "create",
        "created_by": { 
            "href": "/users/464"
        }, 
        "updated_by": { 
            "href": "/users/464"
        }, 
        "caps": [ 
            "write", 
            "provision", 
            "delete" 
        ], 
        "apply_to": "host_only",
        "service_ports": [ 
            { 
                "port": 3389, 
                "proto": 6 
            } 
        ], 
        "ip_overrides": [] 
    }, 
    "raw": None,
    "inputs": { 
        "illumio_protocol": "TCP", 
        "illumio_port": 3389, 
        "illumio_virtual_service_name": "VS-IBM-SOAR-3389-TCP" 
    }, 
    "metrics": {
        "version": "1.0", 
        "package": "fn-illumio",
        "package_version": "1.0.0", 
        "host": "C02G82JEMD6R", 
        "execution_time_ms": 658, 
        "timestamp": "2022-01-07 10:23:17" 
    } 
}

port = rule.properties.illumio_port 
protocol = rule.properties.illumio_protocol 



inputs.illumio_port = port 
inputs.illumio_protocol = protocol 
inputs.illumio_virtual_service_name = "VS-IBM-SOAR-{0}-{1}".format(str(port), protocol)

None

illumio_virtual_service_href text -

illumio_workload_hrefs text -

results = { 
    "version": 2.0, 
    "success": True, 
    "reason": None, 
    "content": {
        "service_bindings": [ 
            { 
                "href": "/orgs/1/service_bindings/c7098f30-8460-4873-a06c-8df87dc1ba1d" 
            }, 
            { 
                "href": "/orgs/1/service_bindings/ef302a43-0e59-4288-a4aa-1196369d1f29" 

http://localhost:6419/screenshots/fn-illumio-create-service-binding.png


            }, 
            { 
                "href": "/orgs/1/service_bindings/0fe5b79a-0b0d-4281-89db-d8a7867aaf61" 
            } 
        ], 
        "errors": [] 
    }, 
    "raw": None,
    "inputs": { 
        "illumio_workload_hrefs": "/orgs/1/workloads/32e366cc-bd18-44aa-a637-9a6e761e268e,/orgs/1/workloads/...", 
        "illumio_virtual_service_href": "/orgs/1/sec_policy/active/virtual_services/..." 
    }, 
    "metrics": {
        "version": "1.0", 
        "package": "fn-illumio",
        "package_version": "1.0.0", 
        "host": "C02G82JEMD6R", 
        "execution_time_ms": 469, 
        "timestamp": "2022-01-07 10:23:22" 
    } 
}

inputs.illumio_virtual_service_href = workflow.properties.virtual_service_active_href['href'] 
inputs.illumio_workload_hrefs = ','.join(workflow.properties.traffic_flow_workloads['hrefs'])

None
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illumio_ruleset_name text RS-IBM-SOAR

results = { 
    "version": 2.0, 
    "success": True, 
    "reason": None, 
    "content": {
        "href": "/orgs/1/sec_policy/draft/rule_sets/11110", 
        "name": "RS-IBM-SOAR-3389-TCP", 
        "created_at": "2022-01-07T15:23:25.411Z", 
        "updated_at": "2022-01-07T15:23:25.411Z", 
        "update_type": "create",
        "created_by": { 
            "href": "/users/464"
        }, 
        "updated_by": { 
            "href": "/users/464"
        }, 
        "caps": [ 
            "write", 
            "provision" 
        ], 
        "enabled": True, 
        "scopes": [ 
            [] 
        ] 
    }, 
    "raw": None,
    "inputs": { 
        "illumio_ruleset_name": "RS-IBM-SOAR-3389-TCP" 
    }, 
    "metrics": {
        "version": "1.0", 
        "package": "fn-illumio",
        "package_version": "1.0.0", 
        "host": "C02G82JEMD6R", 
        "execution_time_ms": 780, 
        "timestamp": "2022-01-07 10:23:25" 
    } 
}

port = rule.properties.illumio_port 
protocol = rule.properties.illumio_protocol 

inputs.illumio_ruleset_name = "RS-IBM-SOAR-{0}-{1}".format(str(port), protocol)

None



illumio_rule_consumers text -

illumio_rule_providers text -

illumio_rule_resolve_consumers_as multiselect -

illumio_rule_resolve_providers_as multiselect -

illumio_ruleset_href text -

results = { 
    "version": 2.0, 
    "success": True, 
    "content": {
        "href": "/orgs/1/sec_policy/draft/rule_sets/11110/sec_rules/18665", 
        "created_at": "2022-01-07T16:41:42.244Z", 
        "updated_at": "2022-01-07T16:41:42.255Z", 
        "update_type": "create",
        "created_by": { 
            "href": "/users/464"
        }, 
        "updated_by": { 
            "href": "/users/464"
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        }, 
        "ingress_services": [], 
        "providers": [ 
            { 
                "virtual_service": { 
                    "href": "/orgs/1/sec_policy/draft/virtual_services/575f43f4-3f99-4bb0-8a6f-9e2da7a9fbd2" 
                } 
            } 
        ], 
        "consumers": [ 
            { 
                "ip_list": { 
                    "href": "/orgs/1/sec_policy/draft/ip_lists/1334" 
                } 
            } 
        ], 
        "enabled": True, 
        "resolve_labels_as": { 
            "providers": [ 
                "virtual_services" 
            ], 
            "consumers": [ 
                "workloads" 
            ] 
        }, 
        "sec_connect": False, 
        "stateless": False, 
        "machine_auth": False, 
        "unscoped_consumers": False, 
        "network_type": "brn" 
    }, 
    "raw": None,
    "inputs": { 
        "illumio_rule_resolve_consumers_as": [ 
            "workloads" 
        ], 
        "illumio_rule_consumers": "/orgs/1/sec_policy/active/ip_lists/1334", 
        "illumio_ruleset_href": "/orgs/1/sec_policy/draft/rule_sets/11110", 
        "illumio_rule_resolve_providers_as": [ 
            "virtual_services" 
        ], 
        "illumio_rule_providers": "/orgs/1/sec_policy/active/virtual_services/575f43f4-3f99-4bb0-8a6f-9e2da7a9fbd2" 
    }, 
    "metrics": {
        "version": "1.0", 
        "package": "fn-illumio",
        "package_version": "1.0.0", 
        "host": "C02G82JEMD6R", 
        "execution_time_ms": 457, 
        "timestamp": "2022-01-07 11:41:42" 
    } 
}

inputs.illumio_ruleset_href = workflow.properties.ruleset.content['href'] 
inputs.illumio_rule_consumers = workflow.properties.any_ip_list.content['href'] 
inputs.illumio_rule_providers = workflow.properties.virtual_service_active_href['href']

None



illumio_ip_list_name text Any (0.0.0.0/0 and ::/0)

results = { 
    "version": 2.0, 
    "success": True, 
    "reason": None, 
    "content": {
        "href": "/orgs/1/sec_policy/active/ip_lists/1334", 
        "name": "Any (0.0.0.0/0 and ::/0)", 
        "created_at": "2021-09-13T15:03:07.000Z", 
        "updated_at": "2021-09-13T15:03:07.015Z", 
        "created_by": {"href": "/users/0"}, 
        "updated_by": {"href": "/users/0"}, 
        "ip_ranges": [ 
            {"from_ip": "0.0.0.0/0", "exclusion": False}, 
            {"from_ip": "::/0", "exclusion": False} 
        ] 
    }, 
    "raw": None,
    "inputs": { 
        "illumio_ip_list_name": "Any (0.0.0.0/0 and ::/0)" 
    }, 
    "metrics": {
        "version": "1.0", 
        "package": "fn-illumio",
        "package_version": "1.0.0", 
        "host": "C02G82JEMD6R", 
        "execution_time_ms": 811, 
        "timestamp": "2022-01-07 10:22:52" 
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    } 
}

None

None

illumio_workload_href text -

results = { 
    "version": 2.0, 
    "success": True, 
    "reason": None, 
    "content": {
        "href": "/orgs/1/workloads/3d14ec61-edaf-452e-b1b9-b7308652c0f6", 
        "created_at": "2021-09-13T16:01:07.735779Z", 
        "updated_at": "2021-12-16T16:47:04.458647Z", 
        "created_by": { 
            "href": "/orgs/1/agents/17456" 
        }, 
        "updated_by": { 
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            "href": "/orgs/1/agents/17456" 
        }, 
        "caps": [ 
            "write" 
        ], 
        "hostname": "user-4", 
        "public_ip": "66.124.202.19", 
        "interfaces": [ 
            { 
                "name": "eth0", 
                "address": "fe80::402:ffff:feef:5a4d", 
                "cidr_block": 64, 
                "network": { 
                    "href": "/orgs/1/networks/9977853d-639e-4afd-a505-9e0fd419ce06" 
                }, 
                "network_detection_mode": "link_local", 
                "loopback": False 
            }, 
            { 
                "name": "eth0", 
                "address": "10.1.0.46", 
                "cidr_block": 24, 
                "default_gateway_address": "10.1.0.1", 
                "network": { 
                    "href": "/orgs/1/networks/a9dd8b22-3108-4c64-911b-ac1b2eb5919e" 
                }, 
                "network_detection_mode": "single_private_brn", 
                "loopback": False 
            }, 
            { 
                "name": "eth0.public", 
                "address": "66.124.202.19", 
                "cidr_block": 32, 
                "network": { 
                    "href": "/orgs/1/networks/a9dd8b22-3108-4c64-911b-ac1b2eb5919e" 
                }, 
                "network_detection_mode": "manual", 
                "loopback": False 
            } 
        ], 
        "service_provider": "example.com", 
        "data_center": "us-west.example.com", 
        "data_center_zone": "us-west", 
        "os_id": "ubuntu-x86_64-xenial", 
        "os_detail": "5.4.0-1038-aws #40-Ubuntu SMP Fri Feb 5 23:50:40 UTC 2021 (Ubuntu 20.04.2 LTS)", 
        "online": True, 
        "deleted": False, 
        "ignored_interface_names": [], 
        "containers_inherit_host_policy": False,
        "blocked_connection_action": "drop", 
        "labels": [ 
            { 
                "href": "/orgs/1/labels/15420" 
            }, 
            { 
                "href": "/orgs/1/labels/15431" 
            }, 
            { 
                "href": "/orgs/1/labels/15430" 
            }, 
            { 
                "href": "/orgs/1/labels/15411" 
            } 
        ], 
        "agent": { 



            "href": "/orgs/1/agents/17456", 
            "config": { 
                "mode": "illuminated", 
                "log_traffic": False, 
                "visibility_level": "flow_summary" 
            }, 
            "status": { 
                "status": "active", 
                "uid": "us-west+i-0ab12cd3e4fg5678h", 
                "instance_id": "i-0ab12cd3e4fg5678h", 
                "last_heartbeat_on": "2022-01-07T16:14:31.378648Z", 
                "uptime_seconds": 10025687, 
                "agent_version": "21.2.0-7831", 
                "managed_since": "2021-09-13T16:01:07.772006Z", 
                "fw_config_current": False, 
                "firewall_rule_count": 0, 
                "security_policy_refresh_at": "2022-01-03T20:54:34.809195Z", 
                "security_policy_applied_at": "2022-01-03T20:54:34.809195Z", 
                "security_policy_received_at": "2022-01-03T20:54:34.809195Z", 
                "agent_health_errors": { 
                    "errors": [], 
                    "warnings": [] 
                }, 
                "security_policy_sync_state": "syncing" 
            }, 
            "unpair_allowed": True, 
            "type": "Host" 
        }, 
        "ven": {
            "href": "/orgs/1/vens/3d14ec61-edaf-452e-b1b9-b7308652c0f6" 
        }, 
        "enforcement_mode": "visibility_only", 
        "visibility_level": "flow_summary" 
    }, 
    "raw": None,
    "inputs": { 
        "illumio_workload_href": "/orgs/1/workloads/3d14ec61-edaf-452e-b1b9-b7308652c0f6" 
    }, 
    "metrics": {
        "version": "1.0", 
        "package": "fn-illumio",
        "package_version": "1.0.0", 
        "host": "C02G82JEMD6R", 
        "execution_time_ms": 486, 
        "timestamp": "2022-01-07 10:27:31" 
    } 
}

None

None



illumio_workload_enforcement_mode select -

illumio_workload_hostname text -

illumio_workload_ip_address text 127.0.0.1

illumio_workload_labels text -

illumio_workload_managed boolean -

illumio_workload_name text -

illumio_workload_online boolean -
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results = { 
    "version": 2.0, 
    "success": True, 
    "reason": None, 
    "content": {
        "workloads": [ 
            { 
                "href": "/orgs/1/workloads/3d14ec61-edaf-452e-b1b9-b7308652c0f6", 
                "created_at": "2021-09-13T16:01:07.735779Z", 
                "updated_at": "2021-12-16T16:47:04.458647Z", 
                "created_by": { 
                    "href": "/orgs/1/agents/17456" 
                }, 
                "updated_by": { 
                    "href": "/orgs/1/agents/17456" 
                }, 
                "caps": [ 
                    "write" 
                ], 
                "hostname": "user-4", 
                "public_ip": "66.124.202.19", 
                "interfaces": [ 
                    { 
                        "name": "eth0", 
                        "address": "fe80::402:ffff:feef:5a4d", 
                        "cidr_block": 64, 
                        "network": { 
                            "href": "/orgs/1/networks/9977853d-639e-4afd-a505-9e0fd419ce06" 
                        }, 
                        "network_detection_mode": "link_local", 
                        "loopback": False 
                    }, 
                    { 
                        "name": "eth0", 
                        "address": "10.1.0.46", 
                        "cidr_block": 24, 
                        "default_gateway_address": "10.1.0.1", 
                        "network": { 
                            "href": "/orgs/1/networks/a9dd8b22-3108-4c64-911b-ac1b2eb5919e" 
                        }, 
                        "network_detection_mode": "single_private_brn", 
                        "loopback": False 
                    }, 
                    { 
                        "name": "eth0.public", 
                        "address": "66.124.202.19", 
                        "cidr_block": 32, 
                        "network": { 
                            "href": "/orgs/1/networks/a9dd8b22-3108-4c64-911b-ac1b2eb5919e" 
                        }, 
                        "network_detection_mode": "manual", 
                        "loopback": False 
                    } 
                ], 
                "service_provider": "example.com", 
                "data_center": "us-west.example.com", 
                "data_center_zone": "us-west", 
                "os_id": "ubuntu-x86_64-xenial",
                "os_detail": "5.4.0-1038-aws #40-Ubuntu SMP Fri Feb 5 23:50:40 UTC 2021 (Ubuntu 20.04.2 LTS)", 
                "online": True, 
                "deleted": False, 
                "ignored_interface_names": [], 
                "containers_inherit_host_policy": False, 
                "blocked_connection_action": "drop", 



                "labels": [ 
                    { 
                        "href": "/orgs/1/labels/15420" 
                    }, 
                    { 
                        "href": "/orgs/1/labels/15431" 
                    }, 
                    { 
                        "href": "/orgs/1/labels/15430" 
                    }, 
                    { 
                        "href": "/orgs/1/labels/15411" 
                    } 
                ], 
                "agent": { 
                    "href": "/orgs/1/agents/17456", 
                    "config": { 
                        "mode": "illuminated", 
                        "log_traffic": False, 
                        "visibility_level": "flow_summary" 
                    }, 
                    "status": { 
                        "status": "active", 
                        "uid": "us-west+i-0ab12cd3e4fg5678h", 
                        "instance_id": "i-0ab12cd3e4fg5678h", 
                        "last_heartbeat_on": "2022-01-07T16:14:31.378648Z", 
                        "uptime_seconds": 10025687, 
                        "agent_version": "21.2.0-7831", 
                        "managed_since": "2021-09-13T16:01:07.772006Z", 
                        "fw_config_current": False, 
                        "firewall_rule_count": 0, 
                        "security_policy_refresh_at": "2022-01-03T20:54:34.809195Z", 
                        "security_policy_applied_at": "2022-01-03T20:54:34.809195Z", 
                        "security_policy_received_at": "2022-01-03T20:54:34.809195Z", 
                        "agent_health_errors": {
                            "errors": [], 
                            "warnings": [] 
                        }, 
                        "security_policy_sync_state": "syncing" 
                    }, 
                    "unpair_allowed": True, 
                    "type": "Host" 
                }, 
                "ven": { 
                    "href": "/orgs/1/vens/3d14ec61-edaf-452e-b1b9-b7308652c0f6" 
                }, 
                "enforcement_mode": "visibility_only", 
                "visibility_level": "flow_summary" 
            }, 
            { 
                "href": "/orgs/1/workloads/1fd97272-1497-47b8-95c9-6f530dbe0749", 
                "created_at": "2021-09-13T16:00:39.951135Z", 
                "updated_at": "2021-12-16T16:47:04.465816Z", 
                "created_by": { 
                    "href": "/orgs/1/agents/17423" 
                }, 
                "updated_by": { 
                    "href": "/orgs/1/agents/17423" 
                }, 
                "caps": [ 
                    "write" 
                ], 
                "hostname": "dev-db-2", 
                "public_ip": "66.124.202.19", 
                "interfaces": [ 



                    { 
                        "name": "eth0", 
                        "address": "fe80::45a:d8ff:fea9:54b1", 
                        "cidr_block": 64, 
                        "network": { 
                            "href": "/orgs/1/networks/9977853d-639e-4afd-a505-9e0fd419ce06" 
                        }, 
                        "network_detection_mode": "link_local", 
                        "loopback": False 
                    }, 
                    { 
                        "name": "eth0", 
                        "address": "10.1.0.82", 
                        "cidr_block": 24, 
                        "default_gateway_address": "10.1.0.1", 
                        "network": { 
                            "href": "/orgs/1/networks/a9dd8b22-3108-4c64-911b-ac1b2eb5919e" 
                        }, 
                        "network_detection_mode": "single_private_brn", 
                        "loopback": False 
                    }, 
                    { 
                        "name": "eth0.public", 
                        "address": "66.124.202.19", 
                        "cidr_block": 32, 
                        "network": { 
                            "href": "/orgs/1/networks/a9dd8b22-3108-4c64-911b-ac1b2eb5919e" 
                        }, 
                        "network_detection_mode": "manual", 
                        "loopback": False 
                    } 
                ], 
                "service_provider": "example.com", 
                "data_center": "us-west.example.com", 
                "data_center_zone": "us-west", 
                "os_id": "ubuntu-x86_64-xenial",
                "os_detail": "5.4.0-1038-aws #40-Ubuntu SMP Fri Feb 5 23:50:40 UTC 2021 (Ubuntu 20.04.2 LTS)", 
                "online": True, 
                "deleted": False, 
                "ignored_interface_names": [], 
                "containers_inherit_host_policy": False, 
                "blocked_connection_action": "drop", 
                "labels": [ 
                    { 
                        "href": "/orgs/1/labels/15427" 
                    }, 
                    { 
                        "href": "/orgs/1/labels/15426" 
                    }, 
                    { 
                        "href": "/orgs/1/labels/15418" 
                    }, 
                    { 
                        "href": "/orgs/1/labels/15422" 
                    } 
                ], 
                "agent": { 
                    "href": "/orgs/1/agents/17423", 
                    "config": { 
                        "mode": "illuminated", 
                        "log_traffic": False, 
                        "visibility_level": "flow_summary" 
                    }, 
                    "status": { 
                        "status": "active", 



                        "uid": "us-west+i-0e65e2aec3677d51e", 
                        "instance_id": "i-0e65e2aec3677d51e", 
                        "last_heartbeat_on": "2022-01-07T16:15:17.913215Z", 
                        "uptime_seconds": 10025636, 
                        "agent_version": "21.2.0-7831", 
                        "managed_since": "2021-09-13T16:00:39.974839Z", 
                        "fw_config_current": False, 
                        "firewall_rule_count": 0, 
                        "security_policy_refresh_at": "2022-01-03T20:55:54.361991Z", 
                        "security_policy_applied_at": "2022-01-03T20:55:54.361991Z", 
                        "security_policy_received_at": "2022-01-03T20:55:54.361991Z", 
                        "agent_health_errors": {
                            "errors": [], 
                            "warnings": [] 
                        }, 
                        "security_policy_sync_state": "syncing" 
                    }, 
                    "unpair_allowed": True, 
                    "type": "Host" 
                }, 
                "ven": { 
                    "href": "/orgs/1/vens/1fd97272-1497-47b8-95c9-6f530dbe0749" 
                }, 
                "enforcement_mode": "visibility_only", 
                "visibility_level": "flow_summary" 
            } 
        ] 
    }, 
    "raw": None,
    "inputs": { 
        "illumio_workload_enforcement_mode": "visibility_only", 
        "illumio_workload_managed": True 
    }, 
    "metrics": {
        "version": "1.0", 
        "package": "fn-illumio",
        "package_version": "1.0.0", 
        "host": "C02G82JEMD6R", 
        "execution_time_ms": 534, 
        "timestamp": "2022-01-07 11:41:53" 
    } 
}

None

workload_hrefs = [workload['href'] for workload in results.content['workloads']]
workflow.addProperty('workload_hrefs', {'hrefs': workload_hrefs})



illumio_port number 8080

illumio_protocol select -

illumio_traffic_analysis_end_time datetimepicker -

illumio_traffic_analysis_policy_decisions multiselect -

illumio_traffic_analysis_start_time datetimepicker -

results = { 
    "version": 2.0, 
    "success": True, 
    "reason": None, 
    "content": {
        "traffic_flows": [ 
            { 
                "src": { 
                    "ip": "198.204.226.234" 
                }, 
                "dst": { 
                    "ip": "10.1.100.43", 
                    "workload": { 

http://localhost:6419/screenshots/fn-illumio-run-traffic-analysis.png


                        "href": "/orgs/1/workloads/9c8b69b9-c741-4689-b8c7-f8ebee0dbee8", 
                        "hostname": "windows-jumpbox-1", 
                        "os_type": "windows", 
                        "labels": [ 
                            { 
                                "href": "/orgs/1/labels/15415", 
                                "key": "app", 
                                "value": "A-ADMIN" 
                            }, 
                            { 
                                "href": "/orgs/1/labels/15411", 
                                "key": "env", 
                                "value": "E-PROD" 
                            }, 
                            { 
                                "href": "/orgs/1/labels/15412", 
                                "key": "loc", 
                                "value": "L-DALLAS" 
                            }, 
                            { 
                                "href": "/orgs/1/labels/15416", 
                                "key": "role", 
                                "value": "R-JUMP-SRV" 
                            } 
                        ] 
                    } 
                }, 
                "service": { 
                    "port": 3389, 
                    "proto": 6, 
                    "process_name": "svchost.exe", 
                    "windows_service_name": "TermService", 
                    "user_name": "NETWORK SERVICE" 
                }, 
                "num_connections": 1, 
                "state": "active", 
                "timestamp_range": { 
                    "first_detected": "2021-12-29T20:38:13Z", 
                    "last_detected": "2021-12-29T20:38:13Z" 
                }, 
                "dst_bi": 0, 
                "dst_bo": 0, 
                "policy_decision": "potentially_blocked", 
                "flow_direction": "inbound" 
            }, 
            { 
                "src": { 
                    "ip": "27.124.5.118" 
                }, 
                "dst": { 
                    "ip": "10.1.100.43", 
                    "workload": { 
                        "href": "/orgs/1/workloads/9c8b69b9-c741-4689-b8c7-f8ebee0dbee8", 
                        "hostname": "windows-jumpbox-1", 
                        "os_type": "windows", 
                        "labels": [ 
                            { 
                                "href": "/orgs/1/labels/15415", 
                                "key": "app", 
                                "value": "A-ADMIN" 
                            }, 
                            { 
                                "href": "/orgs/1/labels/15411", 
                                "key": "env", 
                                "value": "E-PROD" 



                            }, 
                            { 
                                "href": "/orgs/1/labels/15412", 
                                "key": "loc", 
                                "value": "L-DALLAS" 
                            }, 
                            { 
                                "href": "/orgs/1/labels/15416", 
                                "key": "role", 
                                "value": "R-JUMP-SRV" 
                            } 
                        ] 
                    } 
                }, 
                "service": { 
                    "port": 3389, 
                    "proto": 6, 
                    "process_name": "svchost.exe", 
                    "windows_service_name": "TermService", 
                    "user_name": "NETWORK SERVICE" 
                }, 
                "num_connections": 17, 
                "state": "timed out", 
                "timestamp_range": { 
                    "first_detected": "2021-12-25T13:49:29Z", 
                    "last_detected": "2021-12-25T13:49:29Z" 
                }, 
                "dst_bi": 0, 
                "dst_bo": 0, 
                "policy_decision": "potentially_blocked", 
                "flow_direction": "inbound" 
            } 
        ] 
    }, 
    "raw": None,
    "inputs": { 
        "illumio_protocol": "TCP", 
        "illumio_traffic_analysis_policy_decisions": ["potentially_blocked", "unknown"], 
        "illumio_traffic_analysis_end_time": 1640926800000, 
        "illumio_traffic_analysis_start_time": 1640322000000, 
        "illumio_port": 3389 
    }, 
    "metrics": {
        "version": "1.0", 
        "package": "fn-illumio",
        "package_version": "1.0.0", 
        "host": "C02G82JEMD6R", 
        "execution_time_ms": 8923, 
        "timestamp": "2022-01-07 10:23:10" 
    } 
}

from datetime import datetime, timezone, timedelta 

inputs.illumio_port = rule.properties.illumio_port 
inputs.illumio_protocol = rule.properties.illumio_protocol 

start_time = rule.properties.illumio_block_port_traffic_analysis_start_time 
end_time = rule.properties.illumio_block_port_traffic_analysis_end_time 

inputs.illumio_traffic_analysis_start_time = start_time 
inputs.illumio_traffic_analysis_end_time = end_time



flows = results.content['traffic_flows'] 
traffic_flow_workloads = set() 

for flow in flows: 
    if 'workload' in flow['dst'] and flow['dst']['workload']['href']: 
        traffic_flow_workloads.add(flow['dst']['workload']['href']) 

workflow.addProperty('traffic_flow_workloads', {'hrefs': list(traffic_flow_workloads)}) 
incident.addNote( 
    helper.createRichText( 
        u"<b>Illumio: Block Port</b> workflow: found <b>{0}</b> traffic flows".format(len(traffic_flow_workloads)) 
    ) 
)

illumio_policy_object_hrefs text -

results = { 
    "version": 2.0, 
    "success": True, 
    "reason": None, 
    "content": {
        "provisioned_hrefs": [ 
            "/orgs/1/sec_policy/active/virtual_services/575f43f4-3f99-4bb0-8a6f-9e2da7a9fbd2" 
        ] 
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    }, 
    "raw": None,
    "inputs": { 
        "illumio_policy_object_hrefs": "/orgs/1/sec_policy/draft/virtual_services/..." 
    }, 
    "metrics": {
        "version": "1.0", 
        "package": "fn-illumio",
        "package_version": "1.0.0", 
        "host": "C02G82JEMD6R", 
        "execution_time_ms": 490, 
        "timestamp": "2022-01-07 10:23:20" 
    } 
}

inputs.illumio_policy_object_hrefs = workflow.properties.virtual_service.content['href']

if results.content['provisioned_hrefs']: 
    active_href = results.content['provisioned_hrefs'][0] 
else: 
    active_href = workflow.properties.virtual_service.content['href'] 

workflow.addProperty('virtual_service_active_href', {'href': active_href}) 
incident.addNote( 
    helper.createRichText( 
        u"<b>Illumio: Block Port</b> workflow: provisioned service with HREF <b>{0}</b>.".format(active_href) 
    ) 
)



illumio_enforcement_mode select -

illumio_workload_hrefs text -

results = { 
    "version": 2.0, 
    "success": True, 
    "reason": None, 
    "content": {
        "errors": [], 
        "workloads": [ 
            "/orgs/1/workloads/3d14ec61-edaf-452e-b1b9-b7308652c0f6", 
            "/orgs/1/workloads/1fd97272-1497-47b8-95c9-6f530dbe0749" 
        ] 
    }, 
    "raw": None,
    "inputs": { 
        "illumio_enforcement_mode": "selective",
        "illumio_workload_hrefs": "/orgs/1/workloads/3d14ec61-edaf-452e-b1b9-b7308652c0f6,..." 
    }, 
    "metrics": {
        "version": "1.0", 
        "package": "fn-illumio",
        "package_version": "1.0.0", 
        "host": "C02G82JEMD6R", 
        "execution_time_ms": 1107, 
        "timestamp": "2022-01-07 11:17:34" 
    } 
}
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inputs.illumio_workload_hrefs = ','.join(workflow.properties.workload_hrefs['hrefs'])

incident.addNote( 
    helper.createRichText( 
        u"<b>Illumio: Block Port</b> workflow: moved all Visibility Only workloads into Selective enforcement." 
    ) 
)
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illumio_traffic_flows

source_ip text 127.0.0.1 Yes

destination_ip text 127.0.0.1 Yes

port number 8080 Yes

protocol select TCP Yes

flows number 0 Yes

first_detected text
2022-01-
01T12:00:00Z

Yes

last_detected text
2022-01-
01T12:00:00Z

Yes

flow_details
rich
text

No
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