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About the Wiz Connector for Illumio

The Wiz Connector for Illumio uses security events from Wiz Cloud to augment cloud re-
sources and cloud flow data in Illumio to help you understand potential vulnerabilities and
exposures to security breaches in your cloud environment. By enabling Wiz Connector for
Illumio, you can view cloud inventory, vulnerabilities, and issues within Illumio Console.

The Wiz integration provides the following benefits:

• Enhanced visibility: The Wiz integration provides enhanced visibility into cloud environ-
ments and gives security teams the necessary insights to apply segmentation policies.

• Improved vulnerability management: This integration improves vulnerability management
by not only detecting misconfigurations and vulnerabilities, but also by adding application
deployment and traffic-flow telemetry data between workloads.

• Faster breach containment: With ths integration, you can implement granular access con-
trols based on real-time threat intelligence to minimize your organization's attack surface
and automatically contain potential breaches.

With this integration, you can see detailed vulnerability information for Cloud resources in the
Illumio Console.

For more information, see Wiz.
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Add a Wiz Service Account

NOTE
You must have created a Wiz service account before you can set up the Wiz
Connector for Illumio. Service accounts are required for machine interfaces to
be able to authenticate with the Wiz API.

1. Log into the Wiz application, navigate to Settings > Access Management > Service Ac-
counts, and click Add Service Account.

2. Name the account and select the Custom Integration (GraphQL API) type of service
account.

3. Select the projects that you want to limit access to if you do not want to grant access to
all projects. Note that you cannot change the projects after you have created the service
account. You must create a new service account.

NOTE
If you create a new service account, you must also edit the Client ID and
Client Secret and save the values to a secure location on your machine.

4. Under API Scopes, grant the following permissions:
• read: issues
• read: vulnerabilities
• read: threat_issues
• read: projects
• read: reports
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• create: reports
5. Click Add Service Account. The dialog box shows the Client ID and Client Secret for the

service account. Your application uses this information to request a new API token. Tokens
last for 24 hours, and after one expires, your system asks for a new one.

6. Copy the Client ID and Client Secret to a secure location. Note that this information only
displays once, so make sure to copy it.

7. Click Finish.

NOTE
Note the following recommendations for service accounts:

• Restrict service accounts to the minimal permissions possible.
• Rotate the Client Secret on a scheduled basis. When you do this, remember

to update the value in the Wiz Connector and save the secret in a secure
location.

• Remove unused service accounts.
• Securely store Client IDs and Client Secrets.
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Set Up Wiz Connector for Illumio

NOTE
Before you set up the Wiz Connector, create a Wiz service account within the
Wiz application. See Add a Wiz Service Account [4].

1. Log into Illumio Console, navigate to the Connector page, and click the Wiz tile.
2. Click the +Add Wiz Connector button. The button only displays if Wiz has not been

onboarded yet.
3. Fill in the following fields:

• Authentication URL (obtain this value from the Tenant Info page within Wiz)
• API URL (obtain this value from the Tenant Info page within Wiz)
• Client ID (obtain this value from the Wiz service account)
• Client Secret (obtain this value from the Wiz service account)

4. Click Save.

After you click Save, Illumio Console starts ingesting data immediately. While Illumio Console
is ingesting data, the Connection Status field shows Onboarding. After it has ingested the
vulnerability data from Wiz, the status changes to Success.

If adding the Wiz Connector fails, the Connector page displays a red warning banner above
the Connection Status pane and lists the reason for the connection failure.

The connection may have failed for the following reasons:

• The Authentication URL or API URL has changed. If so, obtain the correct URL from the
Tenant Info page within Wiz.

• The Client ID or Client Secret was incorrect.
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View Wiz Vulnerability and Risk Information

After you have onboarded Wiz, navigate to the Inventory page and search for a virtual
machine resource.

NOTE
Risks are only visible for virtual machines.

Note the following information:

• Only accounts and subscriptions that have been onboarded to Illumio CloudSecure and
Wiz will be able to view the issues and vulnerabilities in Illumio.

• You will only see risks for workloads that are in subscriptions that have been onboarded
to Illumio CloudSecure and that are part of the Wiz projects that the onboarded service
account has access to.

Drill down on the resource and then click the Risks tab to display more information about the
detected vulnerability.

Click the CVE number to view more information about the vulnerability. This information
comes from the National Institute of Standards and Technology (NIST)'s Common Vulnerabil-
ity Scoring System (CVSS). The risks are scored as follows:
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Risk Score Risk Level

0.1 to 3.9 Low

4.0 to 6.9 Medium

7.0 to 8.9 High

9.0 to 10.0 Critical

The Wiz application detects the vulnerability and the component or resource that it affects
and then associates the issue with the CVSS number.

For more information about NIST vulnerability scores, see NVD Dashboard.

Click the Wiz Issues tab to view vulnerability issues that have been detected for resources in
your network.

After you have viewed the information in the Vulnerabilities and Risks tabs, you have visibil-
ity into workload vulnerabilities and you can also write policies to secure your vulnerable
resources.
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Known Issues for Wiz Connector for Illumio

The following known issue applies to Wiz Connector for Illumio:

Vulnerabilities that reflect N/A as the vulnerability score do not have scores within the Na-
tional Vulnerability Database.

See National Vulnerability Database: https://nvd.nist.gov/
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