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1 Overview

The Illumio application for ServiceNow provides enriched workload collection on the Illumio PCE
(Policy Compute Engine) instance using the database of workloads discovered by ServiceNow.

The application features allow you to use the ServiceNow® tables as a customized source for
workloads as well as synchronize the data to PCE both automatically and manually. Choose the source
tables for workload discovery and fields for label mapping flexibly.

The application allows for the periodic discovery of workloads from ServiceNow to keep the data set
updated. It sends the information about newly found workloads from ServiceNow to PCE and allows
updates of the already known workloads with modified labels if required.

1.1 ServiceNow Integration

Architecture
ServiceNow Instance
Cloud . .
o 3 Perimeter Firewall
SNOW Job Queue |
MID
Server
- = &
L - .
Corporate o= s
Network o -
ServiceMow S m 8
Software
Figure 1. Integration of ServiceNow and Illumio Application

The architecture diagram in Figure 1 shows how the Illumio and ServiceNow components interact.

As a ServiceNow user, you know that the ServiceNow CMDB (Configuration Management Database),
when paired with ServiceNow Service Mapping, becomes service-aware, enabling your ServiceNow
applications to be service-aware as well. The CMDB identifies managed and unmanaged workloads in
a ServiceNow application. That CMDB workload data needs to become available in the lllumio PCE.

The PCE can ingest CMDB workload data by sending a request through the MID Server to pull data
from the ServiceNow job queue. In the ServiceNow instance itself, the Illumio application directs the
CMDB workload data to the ServiceNow job queue. —
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1.2 Data Flow Between the CMDB to PCE

The diagram in Figure 2 shows the flow of data between the CMDB to PCE:

lllumio App for ServiceNow Diagram

SNOW: CMDB SNOW: lllumio App SNOW : ECC Job .
Context Context Queue Mid Server lllumio PCE

«4— Get CMDB data ——

D Add to table

Store Job =———p

¢ Fetch Job ___
Periodically Get data >
#—— PCE Data
44— Send Data
Update Table
Determine Conflicts
D Sync CMDB with PCE
p Store Job =————p Fetch Job
Periodically — Update PCE data —p-
e Send Result = h
D Update Table
:D Update results
Figure 2. Diagram of ServiceNow and Illumio integration

1. CMDB: The workflow data from CMDB is drawn in the SN ECC job queue through the Illumio
application.

2. lllumio application: The application collects and configures the data and adds it to a table.
It also does the following:

o Updates the tables to determine any conflicts.
® Syncs the data from CMDB with PCE.
e Stores the job in the ECC job queue after performing the updating and syncing.

In general, the lllumio application initially collects, configures, and adds the new job data to
tables in the ECC job queue, and then also continuously updates these tables resolving
conflicts and syncing it with PCE.

3. ECC job queue: Both the new job data coming from the Illlumio application and the updated
data coming from PCE gets stored in the ECC queue.
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4. MID Server: The server fetches the new and updated job data periodically from the ECC
gueue and sends it to PCE.
It also draws the data from the PCE and sends it directly to the lllumio application.

5. PCE: The engine forwards the data to the MID Server, which then can send it to the Illlumio
application on ServiceNow.

1.3 lllumio Application

The Illumio application has these features:
= Dashboard, used to view the CMDB data

» Configuration Screen
*  Automatic sync job scheduler

= Threshold Limit
*  Retry Mechanism
* Illumio Label Dimensions
i.  Create Label Dimension
ii. Update Label Dimension
* Illumio Config Class Mappings
i.  ServiceNow CMDB table selection
ii.  Specify criteria to exclude Cls
iii.  Specify criteria to delete Cls
iv. Specify criteria to create incident
V. [llumio Class Field Mappings
=  Mapping to PCE label
* lllumio Critical Label Group Configurations
i Specify critical label groups for Label Dimensions
= PCE Workloads table

*  Workload managed, unmanaged or unknown to PCE — used for creating unmanaged
workloads

*  Conflicts — used for updating PCE labels using the CMDB as a source of truth.

»  Perform “Sync to PCE”, “Sync Server to PCE” and “Sync selected server with PCE” Ul
actions.

* Create manual and auto Incidents.
*= Scheduled Jobs

*  Process monitor.
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* Incident is created when schedule job are completed with following job status :
i Failed
ii.  Completed with errors
iii. Partial success

=  Critical Label Groups
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2 Installation

This section describes how to download/install the Illumio application from the store.

2.1 Supported lllumio Versions

The supported lllumio application versions:

e V225
e v23.2.30
e SaaS
e v23.5.20
e v24.2.10

2.2 Supported ServiceNow Versions

The ServiceNow versions compatible with the lllumio application:
e Vancouver
e Washington DC

e Xanadu

2.3 Prerequisites

Provide the following prerequisites before installing the Illumio application:

2.3.1 Plugins
Activate the following plugins for the integration:

e Configuration Management (CMDB) (com.snc.cmdb)
e Text Index (com.glide.text_index)
e System Import Sets (com.glide.system_import_set)
To install the required plugins:
1. Log in to your instance with your Hl credentials.
2. Verify you have the system administrator (admin) role.
3. Navigate to System Definition > Plugins in your instance.

4. Search and install the listed plugins.

2.3.2 Connectivity
e Connectivity to lllumio PCE via MID Server must be available.

e The lllumio application supports proxy between the MID server and ServiceNow and between
the MID server and Illumio PCE.

e Whether to use a proxy between the MID server and PCE is based on the user’s choice.
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2.3.3 MID Server
Make sure the following prerequisites for discovering the PCE Workloads are in place:
e The MID Server is accessible from the ServiceNow instance.
e The MID Server can communicate with the ServiceNow instance directly or via a proxy.

® Proxies are correctly set.

e lllumio PCE is accessible through the proxy defined in the MID server (If the user wants to
have a proxy between PCE and MID server)

e |llumio PCE APIs are accessible from the MID Server.

2.4 Permissions and Roles

ServiceNow requires the listed roles, and these roles need specific permissions to perform various
activities:

® The system administrator (admin) can install the integration application plugins, can view
application logs, can create Illumio admin and users.

e |llumio Admin can configure the “PCE Configuration”, collect workloads from PCE, Sync
workloads to PCE, can create Incidents and can access the Dashboard.

e |llumio User can sync workloads to PCE, and an access Dashboard.

2.5 Application Download/Install
o Get the lllumio App from the ServiceNow Store to the ServiceNow instance.

Go to the following URL:

https://store.servicenow.com/sn_appstore_store.do#!/store/application/15314f1ddb882700d

c9fabc5ca961943/, click on “Get” and enter your Hl Credentials to get the application for your
instance.
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1.

Log to the instance to which you want to install the application.

servicenow. | Store Q illumio
Apps and Solutions ~ ServiceNow Products  Integrations  Innovation Lab  Events
Back to Search Results
. LA Certified Aop
lllumio App for CMDB .
= Using CMDB darta, update workioads and labels on the llumio PCE
lllumio Inc
Compatibility: Paris, Orlando, New York | Other App Versions
Pricing
Free
WRA R NoRevie snarewith o f

¢= Product Details Rat Revie

Summary

Log In =

& Contact Seller

@ View Profile

Type
Integration

Version
130

Other App Versions

Dependencies and Licensing
View Dependencies and Licensing Requirements

Compatibility
Paris

Orlando

New York

Supporting Links and Docs
Serv re Terms Use

Subscription Terms and Conditions

Installation Guide

llumio Support

Support Contacts

Industry
Financial Services

Hedlthcare

Figure 3.

lllumio application on the ServiceNow store

2. Navigate to “System Applications” —> “All Available Applications” —> “All”.

servicenow ai

Y System Application ® -»

FAVORITES

No Results

ALL RESULTS

v System Applications

Getting Started
Studio
v All Available Applications
All
Available To Obtain From Store
ServiceNow Products
My Company Applications
My Application Import History
Application Cross-5cope Access
Application Restricted Caller Acc...

Application Design Access

Figure 4. ServiceNow Navigation

Page: 11 of 87



L]
SerV|Cen W Illumio ServiceNow Integration Guide

3. Search for the Illumio App for CMDB application, select it, and click on “Install”.
4. A progress bar will appear while the application is being installed onto your instance.

5. Once your application is installed onto your instance, you can navigate to it by searching
“Ilumio” in the navigation bar, as shown below.

servicenow

Y IMlumio

FAVORITES

Mo Results

ALL RESULTS
v lllumio
Dashboard
v Configuration
PCE Configuration
s Tables
PCE Workloads
Scheduled Jobs
Critical Label Groups
s Support

Support Contact

Figure 5. List of lllumio application modules

2.6 Upgrade Application
Steps to upgrade application from the store:
e Log in to the instance, Navigate to System Applications — All Available Applications —
All.
e Find the application in the filter criteria or search bar.
Select the version you want to install from the dropdown, next to the application.
Click Install.

2.6.1 Upgrading the application to 2.1.0

e [f the System Administrator upgrades the Illumio application to 2.1.0 from an older version,
the user has to run Illlumio data collection in order to fill the required data in the PCE
workloads.

® On Successful installation of the new version of the application, the PCE Configuration
module would have the below configurations in the new version:

o The PCE Configuration details such as Name, PCE URL, API Key, Secret Key, Mid-Server
and Organization ID will be the same as the older version configuration.
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_  Nlumio PCE Configuration
==

Save Configuration H Check PCE Configuration H lllumio Data Collection ” Delete Configuration

= Name
# PCEURL
= APl Key

#* MID Server

Enable Limit on New
Label Creaticn

Enable Limit on
Workload
Medifications

Create Unmanaged
Werkloads on PCE
from CMDE records

Enable Limiton
Workload Deleticn

Scheduler | Threshold Limit

poc
https://pocLillum.io
sesasssess

illumic mid

Enable Limits

Retry Mechanism

QOrganization 1D

= Secret Key

@ Enable Proxy be-

tween PCE and MID
server

Cancel Jobon Limit
Exceed

New Label Creation
Limit

Workload
Modifications Limit
Unmanaged
Workloads Creation
Limit

Workload Deletion
Limit

Note: The Cancel Job in Limit Exceed will be by default checked after upgrade.

Figure 6. Illumio PCE Configuration Form view

e Users have to configure the related list view from the PCE Configuration for having lllumio

Label Dimensions, lllumio Config Class Mapping and lllumio Critical Label Groups

Configurations related list in the PCE Configuration.

To view the related list, follow the steps :

1. Click on the Hamburger icon on top and then Navigate to Configure -> Related Lists

based on the below image.
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Insert and Stay

| Configure
| The usel Export
View

Create Favorite
Copy URL
Copy sys_id
Show XML
History

Reload form

Scheduler | Threshold Limit

Enable Limits

Enable Limit on
New Label
Creation

Enable Limit on
Workload
Maodifiratinns

— lllumio PCE Configuration = @ - | SaveConfiguration

0 Thisri Show File Properties

» Form Design
> Form Layout
» Related Lists

Re Dictionary

Check PCE Configuration

Hlumio Data Collection

Delete Configuration

tion, but llumio is the current application. To edit this record click here. [SN Utils] Switch to Global application click here

st have the roles 'x_illu2_illumic.mid_server_user’ and ‘'mid_server’

All

Table

Security Rules
Business Rules
Client Scripts
Ul Policies
Data Policies
Ul Actions

Notifications

Organization ID

Secret Koy eessssssss

Enable Proxy be-
tween PCE and
MID server

Cancel Jobon
Limit Exceed

New Label
Creation Limit

Workload 2
Modifications
Limit

Figure 7. lllumio PCE Configuration form view

2. Select lllumio Label Dimensions — Illumio PCE Configuration, lllumio Config Class
Mapping —>lllumio PCE Configuration and lllumio Critical Label Group Configuration
— lllumio PCE Configuration from the “Available” choices on the left side and move
them to the “Selected” list as shown in the below image.

Configuring related lists on lllumio PCE Configuration form

Available

Selected

Attachments

Auto-Resolution Configuration-=Retrain
Background Job Processor Pool->Schedu
Background Job-=Scheduled Job

Delete Recovery-=Initiating metadata
Deleted Application File-=Parent
Deleted File Related-=Parent

lllumio Incident Mapping-=lllumio PCE C
lllumio PCE Field Mapping [Deprecated]-
lllumio PCE Label Group Details-=Illumio
lllumio PCE Labels Mapping Stage-=Illum
lllumio PCE Labels Mapping-=lllumio PCI
lllumio PCE Workload-=lllumio PCE Coni
lllumio PCE Workloads Mapping Stage-=
lllumio PCE Workloads Mapping-=lllumic
lllumio Scheduled Jobs-=Illumic PCE Cor

lllumio Label Dimension-=Illumio PCE 1
lllumio Config Class Mapping-=|llumio
lllumio Critical Label Group Configurat

Cance' E

View name: | Default view V|

Cancel E

Figure 8. Related List View

3. After the Related List View is saved, then the PCE Configuration would look like

below:
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lllumio Label Dimensions (4) | Nlumio Config Class Mappings (1) | Illumio Critical Label Group Configurations

= ¥ | DisplayName (singu - | Search

lllumio PCE Configuration = lllumio PCE Configuration

Display Name (singular) Display Name (plural)
Role Roles

Location Locations
Environment Environments
Application Applications

1 todofd

Key
role
loc

env

o — | Actions on selected rows...

Label Type Initial
R
L
E

vm

Figure 9. Related List of lllumio Label Dimensions

e Label Dimensions :

o The lllumio Label Dimensions list in the PCE Configuration would be
populated with the default label dimensions of the older version that are :

Application, Environment, Location, Role.

o The Label Dimensions would be listed in the following format.

lllumio Label Dimensions (4) | lllumio Config Class Mappings (2) | llumnio Critical Label Group Configurations
= Y | Display Mame (singu - | Search @

lllumio PCE Configuration = Test 1
Display Name (singular) Display Name (plural) Key
Application Applications app
Role Roles rale

@  Location Locations loc

Envirenment Environments env

1 todofd

Actions on selected rows... v m

Label Type Initial

A
R

-

Figure 10. Related list of lllumio Label Dimensions

_ lllumio Label Dimension
~ Location

@egwf\J,

Key: Enter a unique key for the new Label Type.

Label Type Initial: The |abel type initial is used to create a unique icon for the labels. (Maximum character limit - 2 characters).
Display Name (singular): Enter a Singular Display Name for Label Type.

Display Name (plural): Enter a Plural Display Name for Label Type.

Href: The href will be populated automatically once sync of this newly created label dimension is completed successfully.

= Key loc # Label Type Initial | L
# Display Name | Location s Display Name | Locations
(singular) (plural)

Href  forgs/1/label_dimensions/a?89c494-33f4-

Figure 11. Form view of lllumio Label Dimensions
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e Config Class Mappings :

o The lllumio Config Class Mappings list section will have the class mappings
from the previous version and all the classes that were mapped will be
mapped in the current version along with all its config class field mappings.

Note: There would be a difference that will be seen in the config class field mappings
for multiple config class mapping if configured by the user.

o Ex: If there are two config class field mapping configured in the older version,
that can be cmdb_ci_appl_dot_net and cmdb_ci_Ib_a10.

= ¥ lllumio PCE Field Mapping [Deprecated]s | Source Table - | Search @ — | Actions on selectad rows... hd m

PCE Configuration = Test 1

Source Table Host Name Application Location Role Environment IP Address 1 IP Address 2 1P Addry
cmdb_ci_appl_dot_net  name po_number
@ cmdb_ci_lball narme serial_number host_name sys_domain_path  justification

Figure 12.List view of PCE Field Mapping

o cmdb_ci_appl_dot_net is configured with following class field mappings :

* Source Table | .NET Application [cmdb_ci_appl_dot_net] - |

* Host Name | Name -
Application
Location
Rale
Ervironment

IP Address 1 | PO number -

IP Address 2 | Click to select... -

Figure 13. Form view of PCE Field Mapping

o cmdb_ci_lb_al0 is configured with following class field mappings :

> Source Table | A10 Load Balancer [cmdb_ci_Ib_s10] - |
» HostName | Name -
Application | Serial number -
Location | Host name -
Role | Domain Path -
Envirenment | Justification -
IP Address 1

Figure 14. Form view of PCE Field Mapping
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When the New version is installed, the PCE Configuration related lists would have
config class Field Mapping with the below format :

Illumio Label Dimensions (4) | lllumia Config Class Mappings (2) | lllumio Critical Label Group Configurations

-
T

5 — | Actions on selected rows... ~ m

= ¥V |SourceTable - | Search

Illumio PCE Configuration = Test 1

Source Table Active Conditions for Deleting Workloads Conditions for Excluding Workloads
@ cmdb_ci lb_al0 trus
cmdb_ci_appl_dot_net true
1to20f2

Figure 15. Related list of lllumio Config Class Mapping

e Inthe above example, the cmdb_ci_appl_dot_net class has mapping field of
Hostname and PCE Public IP Address only mapped with dot_net and the
cmdb_ci_Ib_a10 had mapping of all four label dimensions and Hostname mapped in
the class fields.

e After the new version of the application is installed, each class would contain the field
mappings of all its corresponding classes in them, as shown in the below figure.
1. cmdb_ci_appl_dot net:

v
1

] — | Actions on selected rows... ~ m

= 7 Illumic Class Field Mappings | Order = | Search o 5
lllumio Config Class Mapping = crdb_ci_appl_dot_net

Z Type Active Field lllumio Label Dimension Order =
Label Dimension true Location
Hostname true name (empty)
Public IP Address true po_number (empty)
Label Dimension true Application

@ Label Dimension true Environment
Label Dimension true Rale

1 toéofé

Figure 16. Related List view of lllumio Class Field Mapping

2. cmdb_ci_|b_al0:

= V¥ llumio Class Field Mappings| Order - | Search @& — | Actions on selected rows... v m
lllumio Config Class Mapping = cmndb_ci_lb_al10
C Type Active Field lllumio Label Dimension Order =
Label Dimension true justification Environment
Label Dimension true sys_domain_path Role
Public IP Address true {empty)
Label Dimension true host_name Location
Hostname true name {empty)
Label Dimension true serial_number Application

Figure 17. Related List view of lllumio Class Field Mapping
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Note : For a scenario where there were same hostname data available in two different
configured Source Tabe class and with different label dimensions mapped in both the
configurations then after upgrade to avoid any type of data loss both the Config Class
Mapping would be having one another Config Class Field Mapping with Advanced script

option.

The cmdb_ci_appl_dot_net class would have the Config Class Field Mapping of label
dimensions from another class with each of them having their own advance script as shown

below.

= Mllumic Class Field Mapping
Created 2024-04-18 04:03:23

Type: Type to be mapped.
lllumio Label Dimension: Reference to the Illumio Label Dimension Record
Field: Field to be mapped from the Source table with the values from the PCE (This is only considered when Advanced is unchecked).
Advanced: An option for Advanced mapping where you can provide script.
Script: When Advanced is checked the script will be considered for the mapping.
Is Multiple: This field will only be visible when the type is set to IP Address.

o If checked the value expected will be 2 comma separated list of values or array (Either it can be from field or from script)

Configure fields to be mapped between PCE and CMDB for the given source Class Mapping and Source Table,

o If not checked the value expected will be a single IP Address (Either it can be from field or from script)
Order: Order of IP Addresses to be sent to PCE.

Type | Label Dimension

source Table

NET Application

~ Active

# Illumio Label Dimension | Location

cmdb_ci_appl_dot_net]

Advanced

wsaip@e O(F ) [OTe[sTE][Alv[~][F]@][B]%][%)

answer = function

urceGr) |
LideRecord( "cmdb_ci_Lb_ai@'};
eme’, sourceGr.getvalue('nzme"));

var cmdbGr =
cmdbGr. addQue
cmdbGr. setLim
cmdbGr . query
if (cmdbGr. {

return cmdbGr.getvalue( 'host_name');

return "

}(sourcesr);

Figure 18. Form View ofConfig Class Field Mappings with Script
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In the same way the cmdb_ci_Ib_a10 would have the Config Class Field Mapping of the
Hostname and IP Address 1 of cmdb_ci_appl_dot_net in there Config Class Field Mapping
with each one of them from other table having there own advance script as below.

= lllumie Class Field Mapping
Created 2024-04-18 04:03:23

& @ = - | Update

Configure fields to be mapped between PCE and CMDB for the given source Class Mapping and Source Table.

Type: Type to be mapped.
Illumio Label Dimension: Reference to the Illumio Label Dimension Record
Field: Field to be mapped fram the Source table with the values from the PCE (This is only considered when Advanced is unchecked).
Advanced: &n option for Advanced mapping where you can provide script.
Script: When Advanced is checked the script will be considered for the mapping
Is Multiple: This field will only be visible when the type is set to |P Address.
¢ Ifchecked the value expected will be a comma separated list of values or array (Either it can be from field or from script).
o If not checked the value expected will be a single IP Address (Either it can be from field or from script}
Order: Order of IP Addresses to be sent to PCE

Type | Public IP Address A Active

Source Table A10 Load Balancer [emdb_ci_lb_a10

Advanced

FlEETs(E]alv[~][Ele)E[%][%)]
answer = function(scurceer) {
var cmdbGr = new GlideRecord("cmdb_ci_appl_dot_net');
cmdbGr. addQuery ( me’, sourcear.getvalue('name”));
cmdbGr. setLimit (1)}
cmdbGr.query();
if (cmdbGr.next()) {
return cmdbGr.getValue('po_number');

# Script[E

return '';
}{sourcear);

Figure 19. Form View of Config Class Field Mappings

e Critical Label Group Configurations :

The critical label group configured in the older version would get aligned in the below format
in the new version PCE Configuration.

lllumio Label Dimensions (19) lumio Config Class Mappings (2) lllumio Critical Label Group Configurations...

= Y | Label Group = | Search o & — Actions on selected rows...

lllumio PCE Configuration = lllumio PCE Configuration

[ @ Label Group llumio Label Dimension
TrialCritical Application
1 tolofl

Figure 20. Related List view of lllumio Critical Label Group Configuration
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—  llumio Critical Label Group Configuration
- " Created 2024-04-14 12:02:38

&
©
it

o o]

This is an exclusion rule for workloads that can be synced.
Example: The customer dossn't want to accidentally change workloads in production, they can add a critical group containing the production environment label.
s Critical label groups are configured on the PCE for each label type.

* Labelsinacritical label group are not overwritten for a workload. The entire workload record is skipped.
s |f critical label groups are not specified, any label on the PCE can be madified.

lllumio PCE  Numio PCE Configuration
Configuration

* Label Group | TrialCritical

* [llumio Label | Application
Dimension

Figure 21. Form View of lllumio Critical Label Group Configuration

2.6.2 Upgrading the application from a version older than 1.3.1 to 1.4.4

e |[f the System Administrator upgrades the Illumio application to 1.4.4 from a version older
than 1.3.1, and is not running lllumio data collection the System Administrator needs to run
the fixed script(mentioned in the below steps) in the Background script of ServiceNow
instance in order to fill the required data in the PCE workloads.

o If auseris running the Illumio data collection, then there is no need to run the script
after upgrading to 1.4.4 from a version older than 1.3.1.
® Steps to run the script:
1. The admin role is required to run the below script.
2. Go to System Definition - > Script — Background.

3. Select global from the scope.

Running freeform script can cause system disruption or loss of data.

Run script (JavaScript executed on server)

= *
Integration - xMatters
W scriptincludes
xMBackgroundBatchSync
System Definition
Scripts - Background

System Logs

Transactions (Background)

dr

1 -
Run script | in scope ~)| Record for rollback? @ Execute in sandbox? (] Cancel after 4 hours

customer
No scripts

Figure 22. Run background script after app upgrade
4. Copy the following script and add it in the Run script.
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grWorkload = GlideRecord('x_illu2_illumio_illumio_servicenow_servers');

srWorkload.query();

if (lgrWorkload.hasNext()) {

gs.info("No workloads found in the table. Hence skipping the record updates")
HEER

gs.info("Started updating the workloads");

while (grWorkload.next()) {

grWorkload.servicenow_cmdb_identifiers_list = grWorkload.getValue('cmdb_reference_field');
if (lgrWorkload.update()) {

gs.error("Error while updating the record having sys_id: " + grWorkload.sys_id);
}
}
gs.info("Successfully updated the workloads");

}

5. Click on Run script to run the script.
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3 Configuration

This section lists the required configuration steps for the lllumio application.

3.1 Configure the MID Server

You need to install the MID Server to communicate with lllumio PCE and ServiceNow. Deploy the MID
Server in the local network and install its agent in the same network with the product with which you
want to communicate.

3.1.1 Therequired role

System Administrator (admin)

3.1.2 Pre-requisites
The MID Server user configured on the agent should have these roles:
e mid_server

o x_illu2_illumio.mid_server_user(lllumio MID Server User)

Details on How to Configure MID Server are also provided in
https://docs.servicenow.com/?context=CSHelp:MID_Server

3.1.3 Sizing Considerations

In addition to the ServiceNow MID server system requirements, it is recommended to scale the MID
server’s heap size based on CMDB Cl and PCE workload counts as below.

e 50K workloads on PCE: 6GB heap memory
e 100K workloads on PCE: 8GB heap memory
3.1.4 Configuration steps
Follow these steps:
1. Set up a host within the local network as a MID Server agent.

2. Inthe left navigation pane, type mid server in the search box and select Servers in the “MID
Server” section.
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servicenow ai

EAIETCE

FAVORITES

MID Servers

ALL RESULTS

v MID Server
Installation Instructions
Downloads
Servers
Server Issues
Upgrade History
Clusters
Properties
Script Includes
Script Files
IP Ranges

Applications

Figure 23. MID Server module in the navigation menu

3. The VM/mid-server details will automatically show in the list of MID Servers.

T Al

@ Q

= Name a

Search

(D llumio Mid Server

Actions on selected rows... ¥

= Host name

Search

crest

@ lllumio Madrid MidServer ~crest

E]MIDServersm Search Name ¥ | Search

= Status = Validated = Version

Search Search Search Search

london-06-
27-
Down Yes
02-06-
2019_02-...

madrid-12-
18-

04-24-
2019_05-...

= Last refreshed = Started

2018__patché-  2019-06-17 17:54:06 2019-06-11

2018_patchd 2019070723602 oo o2t

1 to2of2
= Stopped = Router = Logged in us
Search Search Search Search

2019-06-11 mid_user
17.08:19 11:02:08 -

20150624 lllumio_mid.
122122 122712 o

1 to2of2

Figure 24.

List view of the available MID Servers

4. The form view of the MID Server record shows the current status of the MID server.
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— MIDServer
=— lllumio_Madrid_MidServer

(4

The MID Server facilitates cor ication between the
about configuring the MID Server or find assistance with MID Server troubleshooting..

platform and external applications, data sources, and services. Add MID Server configuration parameters and capabilities here. Read

Delete

-
== ooo
—

Update

(N

Name (@

Status (M
Validated (7)
Version (%)

Last refreshed (7)
Started (D
Stopped (B

Logged in user ()

lllumio_Madrid_MidServer

up

Yes
madrid-12-18-2018__patch3-04-24-2018_05-0
2018-07-07 23:44:02

2018-06-24 12:27:22

2018-06-24 12:27:12

Illumio_mid_user

Hostname @ crest

IP address @ 10.0.14.6
Router ()
Network @)
Host0S(@  Linux

Windows domain (2)

Unresolved issues @ | 0

Update Delete

Related Links

Rekey
Invalidate
Grab MID logs
MID statistics
Pause MID
Restart MID
Upgrade MID

MID Server Issues | Configuration Parameters (5} ~ Supported Applications (1}  IPRanges (1) ~ Capabilities (1)  Included in Clusters = Extension Contexts = Logs (34) = Threads (64)

= M\DServerlssuesm Search | Short description ¥ | Search

Properties

=

Figure 25. Form view of the MID Server record

5. You can validate the MID Server using the links in the Related Links section.

3.2 Configure User Roles

The Illumio application comes with two custom roles out of the box. As a one time
configuration, you must add the required system roles to these two custom roles.

3.2.1 Therequired role

System Administrator (admin)

Below are the roles you need to add to each custom role:

Custom Role System Roles to be added

Ilumio Application Admin (x_illu2_illumio.illumio_admin)

x_illu2_illumio.illumio_user, export_set_scheduler, itil

Illumio Application User (x_illu2_illumio.illumio_user) itil

3.2.2 Procedure

1. Navigate to “System Roles” and filter a custom role.
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servicenow Al

Y Roles
FAVORITES
No Results
ALLRESULTS
v System Security
v _Users and Groups
Roles
er Adminis
Roles

v Role Delegation

|| Detegate Roles in Group

User Roles

Group Roles

Favorites  History ~ Workspaces  Admin Roles ator ilumic] (&) [])
= V & Roles Name ~ | Search ©® & | Actionsonselected rows.. v m
All > Name contains illumio
Name = Description Elevated privilege
“illumio Search Search

xillu2_llumio.llumio_admin The admin user of lllumio app false

x.illu2_illumio.illumio_pce_configuratio. false

X_illu2_illumio.illumio_user The normal user of lllumio app false

_illu2_illumio.mid_server_user false

Figure 26. List view of the ServiceNow custom roles

2. Select the custom role for which you want to add the system roles.

(= foe
= xilluz_illumiollumio_admin

* suffix® illumio_admin
Name ® x_illu2_illumiollumio_admin
Assignable by @) Q
Requires Subscription ® No s
Description The admin user of llumio app
Update Delete
Contains Roles (1) i with Role Role(s) Role ribut

= conaisrotes [ (B seorh foriee v sesch

<
= contains

& Q
®

Actions on selected rows... §

7 Role=x_illu2_illumio.illumio_admin

x illu2_illumio.illumio_user

@ = ooo Update  Delete N7
Application (?) lumio o}
Elevated privilege (D
1 tolofl =
1 tolofl

Figure 27. Form view of the custom role’s record

3. Assign the system roles mentioned in the table by clicking Edit under the tab “Contains
Roles”.

<

Edit Members

Add Filter | Run filter (@)

~ choose field v —oper—
Collection
O\ export

export_set_admin

Name x_illu2_illumio.illumio_user

v —value--
Contains Roles List
x_illu2_illumio.illumio_admin

ecmdb_admin
export_set_scheduler
x_illu2_illumio.illumio_user
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Figure 28. Multi-select OOB Role window to add the custom role

4. Select the desired roles from the Collection list and move them to the Contain Roles List.

3.3 Create lllumio Admin

The System Administrator creates an Illlumio application Admin user, which can configure the

application that sets up Illumio configurations in ServiceNow.

3.3.1 The required role
System Administrator (admin)

3.3.2 Procedure
1. Navigate to Organization > Users.

2. Click the Users module.

servicenow ai Favorites  History =~ Workspaces ~ Admin Users ¢ @ Arpil=iEmesEE D

Update set: System Administrator [lllumio]

FAVORITES

Q. UserID Name « Email
No Results

ketan.lakum.illumio
ALL RESULTS

mid_user
- Configuration abel.tuter Abel Tuter abel tuter@example.com
v Cl Lifecycle Management abraham.lincoln Abraham Lincoln abraham.lincoln@example.com
Cl State Registered Users O adelacervantsz Adela Cervantsz adela cervantsz@example.com
s Password Reset aileen.mottern Aileen Mottern aileen.mottern@example.com
Blocked Users alejandra.prenatt Alejandra Prenatt alejandra.prenatt@example.com
/ Organization alejandro.mascall Alejandro Mascall alejandro.mascall@example.com
Users alene.rabeck Alene Rabeck alene.rabeck@example.com
/ System Security alfonso.griglen AlfonsoGriglen alfonso.griglen@example.com
« Users and Groups alissa.mountjoy Alissa Mountjoy alissa.mountjoy@example.com
Users allan.schwantd Allan Schwantd allan.schwantd@example.com
s allie.pumphrey Allie Pumphrey allie. pumphrey@example.com
Roles allyson.gillispie Allyson Gillispie allyson.gillispie@example.com
P alva.pennigton Alva Pennigton alva,pennigton@example.com
alyssa.biasotti Alyssa Biasotti alyssa biasotti@example.com
v Reports
‘ Users 1/to500f63C » »

Active
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true

true

@& 4 | Actionsonselect

Created

2024-04-1100:31:45
2024-04-0101:51:20
2012-02-17 19:04:52
2013-07-2317:15:54
2012-02-17 19:04:50
2012-02-17 19:04:49
2012-02-17 19:04:52
2012-02-17 19:04:52
2012-02-17 19:04:53
2012-02-17 19:04:51
2012-02-17 19:04:52
2012-02-17 19:04:53
2012-02-17 19:04:52
2012-02-17 19:04:50
2012-02-17 19:04:50
2012-02-17 19:04:52

Updated

2024-04-1101:48:53
2024-04-0201:33:01
2024-03-30 11:34:07
2024-03-30 11:34:08
2024-03-30 11:34:05
2024-03-30 11:34:07
2024-03-30 11:34:06
2024-03-30 11:34:08
2024-03-30 11:34:08
2024-03-30 11:34:06
2024-03-30 11:34:07

2024-03-30 11:

:08
2024-03-30 11:34:08
2024-03-30 11:34:05
2024-03-30 11:34:09

2024-03-30 11:34:06

)2 @ o @
caons. | [[2

Figure 29. List view of the USER table

3. Onthe Users list that is displayed, click New. A new user form is displayed.
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e . . . _ . ~  Application scope: lllumio o
servicenow All Favorites  History = Workspaces ~ Admin User - New Record vy Q Update set: System Administrator [ilumic] ®) 2 ® o @
<] = User ¢ @ = - [ submit
EANDRUIES User ID Email =2
No Result:
o Results First name Language | --None - v
ALL RESULTS Last name Calendar integration | Outlook v
v Configuration ] 5 ) )
Title Q Timezone | System (America/Los Angeles) v
v ClI Lifecycle Management
Department Q Dateformat | System (yyyy-MM-dd) v
Cl State Registered Users
, Password Reset Password needs reset Business phone
Blocked Users Locked out Mobile phone
v Organization Active Photo Click to add.

Users
v System Security

v Users and Groups

Users
Groups
Roles

s Role Detail View

Web service access only

Internal Integration User

Submit |
Related Links

View linked accounts
View Subscriptions

Figure 30. Form view of the new user record

4. Fill out the form.

Note: The values for the User ID title and email address shown in the following table and figure are

example values.

Field Description

User ID A unique User ID for the role in your Now Platform instance, such as illumio_admin.
First Name The first name of the user you are assigning to be an lllumio application Admin user
Last Name The last name of the user you are assigning to be an lllumio application Admin user
Title The job title of the user, such as lllumio Admin.

Password A unique password created for this role.

Email A unique email address of the lllumio application Admin user
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— User = o i
= Newrecord ¢ @ =

UserID | lllumio_admin Email | email@example.com )

First name Language | --None-- v

Last name Calendar integration | Outlook v

Title Timezone | System (America/Los_Angeles) v

Department Q Dateformat | System (yyyy-MM-dd) v
Password needs reset Business phone
Locked out Mobhile phone

Active Photo Click toadd...

Web service access only

Internal Integration User

Related Links

View linked accounts
View Subscriptions

Figure 31. An example of a filled form
5. Click on Submit. Once the form is submitted, you can assign the role.

6. On the Users list in the User ID column, click on the name of the new user you created, for
example, illumio_admin.

7. Once the record is open, go to the Roles section and click on Edit.
8. Enter x_illu2_illumio.illumio_admin in the Collection field.

9. Inthe Collection column, select and move x_illu2_illumio.illumio_admin to the Roles List.
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£  Edit Members Caneel m

AddFilter | Runfilter (@

—choose field - ¥ | —oper— v -value-
Collection Roles List
il null
O‘ x_ill r
x_illuz_illumio.illumio_pce_configurat *_illu2_illumio.illumio_admin

x_illu2_illumio.llumio_pce_labels_ust
x_illu2_illumio.illumic_pce_selected
x_illu2_illumio.llumic_pce_warkload:
x_illu2_illumio.illumic_scheduled_im|
x_illuz_illumio.illumio_traffic_flow_jo
x_illuz_illumio.illumic_traffic_flow_st: >
x_illu2_illumio.illumio_user
x_illuz_illumio.mid_server_user
*_illu2_illumio.pce_workloads_stage.

Cancel m

Name x_illu2_illumic.illumio_admin

Figure 32. Multi-select window to select a role

10. Click on Save.

3.4 Configure lllumio PCE

The PCE Configuration runs the discovery and pulls existing workloads from the PCE populating
the fetched data into the lllumio PCE Workloads table.

Note : Please check required role(Global Administrator) on the PCE side

3.4.1 The required Role

x_illu2_illumio.illumio_admin

3.4.2 Configure PCE
1. Login to the ServiceNow instance.

2. Inthe search menu in the top left-hand corner, enter lllumio. The lllumio application menu
will be opened.

3. Inthe navigation menu, click on “Configuration” — “PCE Configuration”.
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: : . ; 5 —— Application scope: llumio = &
servicenow ai Favorites  History ~ Workspaces ~ Admin lllumio PCE Configurations ¢ @ e (@) @ @ 8 @

Y llumio ® S = ¥ & lllumioPCE Configurations  Name ~ | Search ® & m

FAVORITES
Name » PCEURL Auto Sync to PCE MID Server Updated
No Results

ALL RESULTS
v lllumio

Dashboard

v Configuration
PCE Configuration

v Tables
PCE Workloads
Scheduled Jobs

Critical Label Groups

Support sl
No records to displ:
Support Contact s

Figure 33. List view of the PCE Configuration

4. Click on the New button on the top. The configuration form is displayed.

— lllumio PCE Configuration . .
| The user provided in the ‘configxml’ on the MID Server must have the roles "x_illuZ_illumio.mid_server_user' and ‘mid_server. |
* Name
# PCE URL Organization 1D
+ APl Key #* Secret Key
* MID Server ‘ Q, Enable Proxy be-
tween PCE and
MID server
Scheduler | Threshold Limit | Retry Mechanism
Auto Syncto PCE Run | Daily hd
Time(run_time} | Hours | 00 00 00
Save Configuration

Figure 34. Form view of the Illlumio Configuration

5. Fill the form and click on Save Configuration.

Field Description

Name Unique name of user for identifying configuration.

PCE URL URL of the Illumio PCE instance to fetch the workloads.
API Key Unique Illumio API ID for authentication.
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MID Server The MID Server is a ServiceNow component installed between the cloud and the data center.
Organization ID Unique Illumio ID for your Organization.
API Secret Illumio API secret key for authentication.

3.4.3 lllumio label dimensions

1. Login to the ServiceNow instance.
2. Inthe search menu in the top left-hand corner, enter lllumio.The Illlumio application menu
will be opened.

w

In the navigation menu, click on “Configuration” — “PCE Configuration”
4. Open the PCE configuration record which is already added.

5. Click the new button on related list of “lllumio label dimension” on PCE Configuration form
new form of Illlumio label dimension will be opened

= It!:tmioPCEConﬁguration é = - I Save Configuration H Check PCE Configuration “ llumio Data Collection H Delete Configuration ]
[—]

MID server

Scheduler | Threshold Limit | Retry Mechanism

Auto Sync to PCE Run | Daily ~

Time(run_time) | Hours | 00 00 00

I Save Configuration “ Check PCE Configuration H Illumio Data Collection H Delete Configuration

Related Links

Run Point Scan

lllumio Label Dimensions (19) lllumio Config Class Mappings (1) Illumio Critical Label Group Configurations

= VW [ | DisplayName(singu + | Search

(]

— [ nctonsomsetcedrons. | [0

Qf Display Name (singular) Display Name (plural) Key Label Type Initial isDeleted

lllumio PCE Configuration = test
= —

Duumy application 2 plural dummay loca ab false

Figure 35. Related list of lllumio label dimensions

— lllumio Label Dimension =
| o= P =
New record ¢ 0 =

Key: Enter a unique key for the new Label Type.

Label Type Initial: The label type initial is used to create 2 unique icon for the labels. (Maximum character limit - 2 characters).
Display Name (singular): Enter a Singular Display Name for Label Type.

Display Name (plural): Enter a Plural Display Name for Label Type.

Href: The href will be populated automatically once sync of this newly created label dimension is completed successfully.

* Key | | # Label Type
) Initial
# Display Name | |
p.'si.ngu\srl : * Display Name
. (plural)
Href
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Figure 36. Form view of lllumio label dimensions

6. Fill the form and click on the Submit button.

Field Description

Key Unique key of label dimension for identifying configuration.
Label Type Initial Initials for label dimension (maximum length 2).

Display Name (singular) Display name (singular) for label dimension.

Display Name (plural) Display Name (plural) for label dimension.

Href Unique Href will be populated after submission of form.

3.4.4 Illlumio Config Class Mappings

For PCE field mapping, users must have to create Illumio Config Class Mappings after that
user has to create lllumio Class Field Mappings.

Procedure:

1. Login to the ServiceNow instance.
2. Inthe search menu in the top left-hand corner, enter lllumio. The lllumio application
menu will be opened.

3. Inthe navigation menu, click on “Configuration” — “PCE Configuration”.
4. Open the PCE configuration record which is already added.

5. Click on the new button of lllumio Config Class Mappings related list.
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— lllumio PCE Configuration
T test

£
]

Scheduler | Threshold Limit | Retry Mechanism

Save Configuration “ Check PCE Configuration “ Illumio Data Collection “ Delete Configuration

AutoSynctoPCE [ ] Run ‘ Daily v|

Timefrun_time) | Hours‘ 00 ‘ou |uo

Save Configuration H Check PCE Configuration H lllumio Data Collection H Delete Configuration

Related Links

Run Point Scan

lllumio Label Dimensions (19} | HIumioConﬁgC\assMappings:1]| lllumio Critical Label Group Configurations
Search ‘ ] — Actions on selected rows... v m

[] ©  SourceTable Active Conditions for Deleting Workloads Conditions for Excluding Workloads

= V¥ & |SourceTable -

lllumio PCE Configuration = test

cmdb_ci_appl_dot_net true

1 tolofl

Figure 37. Form view of lllumio PCE Configuration

6. Form of lllumio Config Class Mappings will be opened.

— lllumio Config Class Mapping @ =
~  Newrecord -

lllumio PCE  test
Configuration

Source Table | .NET Application [cmdb_ci_appl_d V| Active

User Configurable |
Sort Order

Conditions for l Add Filter Condition H Add "OR" Clause ]
Deleting
Workloads

Conditions for l Add Filter Condition H Add "OR" Clause ]
Excluding
Workloads

Add "OR" Clause

Conditions for l Add Filter Condition
Creating Incidents

Source Table |.NETAppIicati0n [emdb_ci_ap... * | Active
User Configurable # Order by | - MNone -- A
Sort Order ColumnMame )
* Order | Ascending V|

Figure 38. Form view of Config Class Mapping
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Field

Description

Illumio PCE
Configuration

Name of Illumio PCE configuration for which new class mapping is being created.

Source Table

Select Source table from CMDB for mapping.

Active

Checkbox to activate or deactivate class mapping (default value checked).

User Configurable
Sort Order

User Configurable Sort Order: Whether to use sort order or not to identify the primary
workload. Enabling this checkbox will populate the following fields:

® Order: Select order for creating workload.
e  Order By Column Name: Column on which the CMDB records will be sorted to
identify the primary workload.

Conditions for
Deleting
Workloads

Provide conditions for deleting workloads from the selected source table.

Conditions for
Excluding
Workloads

Provide conditions for excluding workloads from the selected source table.

Conditions for
Creating Incidents

Provide conditions to automatically create Incidents for the workloads from the selected
source table.

Note: If the workloads are deleted then, the Incident linked to that workloads will not be
deleted and if the same workload is fetched again that the respective Incident will get
linked to it.

3.4.4.1 Illlumio Class Field Mappings

1. Login to the ServiceNow instance.
2. Inthe search menu in the top left-hand corner, enter lllumio.

The Illumio application menu will be opened.

o v k~w

In the navigation menu, click on “Configuration” — “PCE Configuration”
Open the PCE configuration record which is already added.

Open the existing record from Illlumio Config Class Mapping, or create a new one

Form view of Illumio Config Class Mapping will be opened
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Configure Source CMIDE Cl dass bobe wsed with the PCE confguration.

+ Sourpe Table: ServiceNaw OMDS table touse a5 3 saurce for workiaas.
User Comiquraiie Sort Order: Wisther &2 g 3ot arder ar mt 2 idamaify the srimary warklaad.
» (Order:Selact ancer for crestig viorkdazd.
+ _Order By Column Name: Coher=r on which the CMD2 recands will be sorted fa identify the primary werkdoad
itioes for Deleting Warklaacs: Workloads related to the CMDE records that il inba this candition will be deleted.
Conditjons fior Excuding Workdoads: CMOS records that fall inte this cenditicn will be oduded.
+ Conditinns far Crasting Incidents: Creste Ingident for the warkloads that fal inta 3 candsion,

miaFIEC tas
Sauwres Tasle | NET Appiication [cmdb_oi_anol_dot_net] - Lo
Sert Order [
o Dilatig Werkloads | Add Fiter Concitian | [ 433 "0R" Classe |
~walug -
~valug -
~valus -
= 7 lhumioClassField Maggings| O . -
umil 255 Miapping = cmdb_oi_apol_dat_net
(] Active Fisld lumio Label Dimension Order «
e short, description
true rame
trus rams mmmty]

Figure 39. Form view of Config Class Mapping

7. Click on the New button of Illumio Class Field Mappings or select the existing one.
8. Form view of lllumio Class Field Mapping will be opened

lllumio Class Field Mapping =R i
New record g @ = Submit

Configure fields to be mapped between PCE and CMDBE for the given source Class Mapping and Source Table.

Type: Type to be mapped.
lllumio Label Dimension: Reference to the lllumio Label Dimension Record.
Field: Field to be mapped from the Scurce table with the values from the PCE (This is only considered when Advanced is unchecked).
Advanced: An option for Advanced mapping where you can provide script.
Script: When Advanced is checked the script will be considered for the mapping.
Is Multiple: This field will only be visible when the type is set to IP Address.
* |f checked the value expected will be a comma separated list of values or array (Either it can be from field or from script).
* If not checked the value expected will be a single |P Address (Either it can be from field ar from script).
Order; Order of IP Addresses to be sent to PCE.

Type | Label Dimension V. Active
Source Table MNET Application # Illumio Label ‘ | Q |
[cmdb_ci_appl_dot_net] Dimension
Advanced ||
# Field |Clicktoselect... - |

Figure 40. Form view of lllumio Class Field Mapping
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Field Description
Type Type to be mapped.
1. Hostname
2. IP Address
3. Label Dimension
4.  Public IP Address

Source Table Source table from CMDB for mapping already configured from Illumio Config Class Mappings.
Active Check box for activate or deactivate class field mapping (default value checked).

Field Select a particular field from the source table to be mapped with type.

Advanced An option for Advanced mapping where you can provide a script.

Script When Advanced is checked, the script will be considered for the mapping.

Dynamic fields based on Type field:
e Selected Type Field: Hostname / Public IP Address

Default view of Illumio Class Field Mapping form

— Illumio Class Field Mapping
New record

* lype: lype to be mapped.

* lllumio Label Dimension: Reference to the lllumio Label Dimension Record.

* Field: Field to be mapped from the Source table with the values from the PCE (This is only considered when Advanced is unchecked).
.

.

.

Y
-]
il

* | Submit

Advanced: An option for Advanced mapping where you can provide script.
Script: When Advanced is checked the script will be considered for the mapping.
Is Multiple: This field will only be visible when the type is set to IP Address.
» [If checked the value expected will be a comma separated list of values or array (Either it can be from field or from script).
* |f not checked the value expected will be a single IP Address (Either it can be from field or from script).
® Order: Order of IP Addresses to be sent to PCE.

Type | Hostname v Active

Source Table NET Application
[cmdb_ci_appl_dot_net]

Advanced

# Field | Click to select... -

Figure 41. Default view of lllumio Class Field Mapping form

e Selected Type Field: IP Address

An additional field Order will be created for Ordering of IP Addresses to be sent to PCE.
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_ lllumio Class Field Mapping = .
= Created 2024-04-1402:46:15 ¢ =

Configure fields to be mapped between PCE and CMDB for the given source Class Mapping and Source Table.

= Type: Type to be mapped.
= lllumio Label Dimension: Reference to the lllumio Label Dimension Record.
= Field: Field to be mapped from the Source table with the values from the PCE (This is only considered when Advanced is unchecked).
= Advanced: Anoption for Advanced mapping where you can provide script.
= Secript: When Advanced is checked the script will be considered for the mapping.
= Is Multiple: This field will only be visible when the type is set to IP Address.
o |f checked the value expected will be a comma separated list of values or array (Either it can be from field or from script).
< If not checked the value expected will be a single IP Address (Either it can be from field or from seript).
= Order: Order of |P Addresses to be sent to PCE.

Type | IP Address V‘ Active
s
Source Table NET Application [cmdb_ci_appl_dot_net] Order ‘
Is Multiple []
Advanced [ |
> Field | Description R4

Figure 42. Class Field Mapping Form for Type -“ IP Address”

e Selected Type Field: Label Dimension

Additional reference field will be created to add reference of existing label dimensions with
given configuration.

_ lllumio Class Field Mapping = .
= GRS s o = .

Confizure fields to be mapped between PCE and CMDBE for the given source Class Mapping and Source Table.

= Type: Type tobe mapped.
= lllumio Label Dimension: Reference to the lllumio Label Dimension Record.
» Field: Field to be mapped from the Source table with the values from the PCE (This is only considered when Advanced is unchecked).
= Advanced: An option for Advanced mapping where you can provide script.
= Script: When Advanced is checked the script will be considered for the mapping.
= Is Multiple: This field will only be visible when the type is set to IP Address.
o |f checked the value expected will be 2 comma separated list of values ar array (Either it can be from field or from script).
o |f not checked the value expected will be a single IP Address (Either it can be from field or from script).

LI (s e Order of |P Addresses to be sent to PCI

Type | Label Dimension v Active
Source Table NET Application [emdb_ci_appl_dot_net] ™ \IluDljnio La_be\ ‘
Advanced [ ]
= Field ‘Descriutiun - |

Update Delete

Figure 43. Class Field Mapping Form for Type - “Label Dimensions”

In case if a user wants to configure multiple source tables and multiple class field mappings then,
then follow the same steps as mentioned above for another table.

Note

1. The Source Table list will be visible only if the “Itil” role is provided to the user.

2. Users can add multiple source tables as per their need, but he/she cannot map the same label
twice. And once all PCE labels are mapped, then the user cannot create a new field mapping
configuration.
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3.5 Configure Critical Label Groups

This feature prevents Label Changes to the defined Core Service or Critical labels. If a user has
configured the critical label group for a particular label, then the app will fetch all the labels
which are available under that critical label group. And while syncing the workloads to PCE if
any of the CMDB labels are under the critical label group then the entire workload would be
skipped from sync.

3.5.1 The required Role

x_illu2_illumio.illumio_admin

3.5.2 Configure Critical Label Groups

1. Login to the ServiceNow instance.
2. Inthe search menu in the top left-hand corner, enter lllumio. The lllumio application menu
will be opened.

3. Inthe navigation menu, click on “Configuration” — “PCE Configuration”
4. Open the PCE configuration record which is already added.

_ Nlumio Critical Label Group Configuration o N
~  New record g @ =

This is an exclusion rule for workloads that can be synced.
Example: The customer doesn't want to accidentally change workloads in production, they can add a critical group containing the production environment label.

« Critical label groups are confizured on the PCE for each label type.
« Labelsinacritical label group are not overwritten for a workload. The entire workload record is skipped.
« [f critical label groups are not specified, any label on the PCE can be modified.

lllumio PCE  test
Configuration

# Label Group

= lllumio Labe!
Dimension

Figure 44. Form view of the Critical label groups configuration
5. Click on the “Critical Label Groups” tab.
6. Fillin the “Label Groups” name and click on Save.

Note: When a user enters the Critical label group name in ServiceNow, then the app will only
consider the labels of that group as critical. The application will ignore the subgroups and
labels of the subgroups.

Field Description

Illumio PCE configuration | Reference of PCE configuration for which the Critical Label Group is being made.

Label Group Name of Label Group.
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Illumio Label Dimension Reference of lllumio Label dimension to include it in Label Group.

3.6 Configure Threshold Limit

This feature limits the number of changes to be applied for each sync, either manual sync or
auto-sync. If any of the configured limits exceeds, then the entire sync would be prevented.
3.6.1 The required Role

x_illu2_illumio.illumio_admin

3.6.2 Configure Threshold Limit

1. Login to the ServiceNow instance.
2. Inthe search menu in the top left-hand corner, enter lllumio.

The Illumio application menu will be opened.

3. Inthe navigation menu, click on “Configuration” — “PCE Configuration”
4. Open the PCE configuration record which is already added.

= It!l;tmio PCE Configuration g @ = - I Save Configuration H Check PCE Configuration l [ lllumio Data Collection l I Delete Configuration
Scheduler | Threshold Limit | Retry Mechanism

Enable Limits Cancel Job on Limit

Exceed

Enable Limit on New New Label Creation

Label Creation Limit

Enable Limiton Workload

Workload Medifications Limit
Modifications

Unmanaged

Create Unmanagad Workloads Creation

Workloads on PCE Limit

from CMDE records
Worklead Deletion

Enable Limit on Limit
‘Warkload Deletion

= Enable Limits: Enables limits on number of manual or auto changes per sync.
o Sets limits as a number (.5, 300) or percentage (e.g., 20%).
o Rounds up the number of workloads calculated from percentage.
Enable Limit on Mew Label Creation: Limit on creation of new labels on the PCE ina sync.
Enable Limit on Workload Modifications: Limit on number of workloads with label modifications in a sync.
Create Unmanaged Workloads on PCE from CMDB Records: Limit on creation of number of unmanaged workloads on the PCEinasync.
Enable Limit on Workload Deletion: Limit on deletion of workloads on PCE ina sync.
Cancel Job on Limit Exceed: Ifitis marked true then it will cancel the entire sync in case any of the configured limit is exceeded, else it will sync the N number of workloads provided
the limit is N and rest will be ignored.

Figure 45. Form view of the threshold limit configuration

5. Mark checked the “Enable Limit” checkbox to enable the threshold limit feature.

If “Enable Limit” is unchecked, it will not consider any threshold limit configured in fields.

7. Select the checkboxes for which the user wants to set the limit and then specify the limits in
respective text boxes and click on Save.

o
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Field

Description

Enable Limit on New
Label Creation

Mark this field checked and define numbers or percentage in the “New Label Creation Limit”
field to set a limit on the creation of new labels in each sync.

Enable Limit on
Workload Modifications

Mark this field checked and define numbers or percentage in the “Workload Modifications
Limit” field to set a limit on the number of workloads to be modified in each sync.

Create Unmanaged
workloads on PCE from
CMDB records

Mark this field checked and define numbers or percentage in the “Unmanaged Workloads
Creation Limit” field to set a limit on how much workload can be created in each sync.

Enable limit on workload
deletion

Mark this field checked and define numbers or percentage in the “Workload Deletion Limit”
field to set a limit on how much workload can be deleted in each sync.

Cancel Job on Limit
Exceed

Mark this field checked to cancel the whole job if any of the enabled limits exceeds.

Note

1. Users are allowed to set limits in numbers or percentage. For example, a user wants to set
a limit in numbers, then he/she needs to specify the value in a text box with an integer
format Like 90. And in the case of percentage, users can specify the value like 50%.

2. If any of the limits exceeds during the synchronization of workloads to PCE and “Cancel
Job on Limit Exceed” is marked unchecked, then the workloads within the specified limits
will be synced and the rest of the workloads will be skipped. If the “Cancel Job on Limit
Exceed” is marked checked then, the entire sync process would be prevented.

3. Label creation and workload modifications limit will be counted after filtering out the
workloads which have critical labels as conflict.

3.7 Configure Retry Mechanism

This feature allows the user to configure the different parameters for the retry mechanism in
case of any API failure with either 429 status code or server error

3.7.1 The required Role
x_illu2_illumio.illumio_admin

3.7.2 Configure Retry Mechanism

1. Login to the ServiceNow instance.
2. Inthe search menu in the top left-hand corner, enter lllumio. The lllumio application menu

will be opened.

3. Inthe navigation menu, click on “Configuration” — “PCE Configuration”
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4. Open the PCE configuration record which is already added.

= It!lthmioPCEConﬁgurat\‘on g @ = - [ Save Configuration H Check PCE Configuration H lllumio Data Collection H Delete Configuration

Scheduler | Threshold Limit | Retry Mechanism

HTTP Retry Count 5 HTTP Retry interval 300
max (seconds)

HTTP Retry interval 30
increment (seconds)

Retry Mechanism:

Retry Mechanism is being used with a backoff time whenever server error or error with code 429 occurs.

HTTP Retry Count: This is the maximum number of times the app will attempt to synch if the initial attempt fails. Valid values are in the range from 0 to 100.

HTTP Retry interval increment (seconds): This is the starting value of the time (in seconds) between retry attempts, aswell as the incremental increase in the interval between
retries. Valid values are in the range from 0 to 600.

HTTP Retry interval max (seconds): This is the maximum time (in seconds) between retry attempts. Valid values are in the range from 0 to 600,

Figure 46. Form view of the retry mechanism configuration
5. Click on the “Retry Mechanism” tab.
6. Fill in the fields and click Save.

Field Description

HTTP Retry Count This is the maximum number of times the app will attempt to sync if the initial attempt fails.
Valid values are in the range from 0 to 100.

HTTP Retry Interval This is the starting value of the time (in seconds) between retry attempts, as well as the
increment (seconds) incremental increase in the interval between retries. Valid values are in the range from 0 to
600. For example, if the Retry Interval is 10, the Retry Interval Max is 35, and the retry count is
5, then the first retry attempt will be after 10 seconds; the next retry will be 20 seconds later;
the third retry will be 30 seconds later; the fourth retry will be 35 seconds later, and the last
retry will be 35 seconds later.

HTTP Retry Interval Max This is the maximum time (in seconds) between retry attempts. Valid values are in the range
(seconds) from 0 to 600.
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4 lllumio Dashboard

Use the Illlumio dashboard to manage the Illumio application.

4.1.1 The required role
These two users are permitted to work with the Illumio dashboard:

x_illu2_illumio.illumio_admin,x_illu2_illumio.illumio_user

4.1.2 Access the lllumio dashboard
To access the lllumio dashboard, do the following:

1. Loginto a ServiceNow instance.
2. To see the Illumio application, search “lllumio” in the search field in the upper-left corner.

3. From the navigation panel, select “lllumio” — “Dashboard”.

~  Application scope: lllumio

servicenow Favorites  History = Workspaces H Hiumio 77 Q. Update set: System Administrator [Ilumio] @& @ @ o
Y illumio = B llumio ~ @ @
FAVORITES lllumio Home | Advanced View
No Results
Total PCE Configurations Total Unique Workloads Total Unique Workloads of Cenflic Total Duplicate Workloads

ALL RESULTS

~  lllumio
Dashboard
~ Configuration

PCE Configuration
v Tables

PCE Workloads Unique Workloads Label Dimensions Workloads by Enforcement Mode
Scheduled Jobs
Critical Label Groups

v Support

Support Contact

%‘e No data to display

%‘o No data todisplay

Figure 47. Dashboard
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4.1.3 Dashboard home page
The Dashboard has 2 tabs named “lllumio Home” and “Advanced View”.

4.1.3.1 lllumio Home

When you open the lllumio dashboard, it shows up in the default admin view.

lllumio Home | Advanced View

Total PCE Configurations Total Unique Workloads Total Unique Workloads of Conflicts Total Duplicate Workloads

2 39 16 O

Unique Workloads Label Dimensions Workloads by Enforcement Mode

full=1

sslestives 4 “
Test=17 fempty)=&
39
S Test=1% 38 JTest=19 39

Groupby | lllumio PCE Configuration v

visibility_on...

Managed Workloads by VEN Status Managed Workloads by Active VEN Versions Managed Workloads by 05

active=4
’ stopped=2
6

Hlumia PCE Werltnad Ceurt Illumie PCE Warsizad Covnt

Scheduled Job History [Wezkiy]
4

2

n

ks Sc hecha bed Jabs Gt

1

Wasks

Ganczled M Comaletsd Ml Complctedwithemars (Ml Faded PartislSuccess M Running

Figure 48. lllumio dashboard (lllumio Home Tab)

The Illumio dashboard opens with a set of reports. The dashboard reports in lllumio Home are:
1. Total PCE Configdurations: Number of PCE configurations on lllumio application.
2. Total Unique Workloads: Number of unique workloads on the PCE Workloads table.
3. Total Unique Workloads of conflicts: Number of unique workloads with conflicts (Label

conflicts).

4. Total Duplicate workloads: Number of duplicate workloads on the PCE Workloads table.
5. Unique Workloads:

Unique workloads by lllumio PCE configurations

Unique workloads by lllumio Known to PCE

Unique workloads by lllumio Duplicate

Unique workloads by lllumio Conflicts

a0 oo
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Label Dimensions: Number of Label dimensions per PCE configuration

Workloads By Enforcement Mode

Managed Workloads By VEN status

Managed Workloads by Active VEN Versions

10. Managed Workloads By OS

11. Scheduled Job History [Weekly]: Bar chart of scheduled job history configured weekly on job
completion time, stacked by job status. Clicking on the data bar will redirect to thePie chart of
selected job status grouped by job type.

4.1.3.2 Advanced View

Select Advanced view tab from dashboard to see Advanced View Tab

lllumio Home | Advanced View

Lookup Filter 7 Total Unique Workloads ¥ Total Unique Worldoads of Coi 7 Total Label Dimensions ¥ Total Duplicate Workloads
lllumio PCE Configuration

‘AH ' 3 5 1 é 3 8 O

7 Unique Workloads - Known to PCE 7 Label Dimensions

Unknown =&

Managed =& ’

‘ plural dummay = 8
plural =2

Operating Systems = 2 . 123s=2
‘ 38 .  Applications =2
defs=2

Unmanaged = 2 Jpem ‘ . . - demas=2

Locations =

Environments = 2 Devs=2
displays =2 A Dewws=2
W Workload List

Hostname Known to PCE Conflicts lllumio PCE Configuration
AppServerHelpDesk2 Unknown true JTest

Storage-D1 Unmanaged true JTest

JTESTNode 2 Unknown true JTest

SAPLB1 Unknown true JTest

apache linuxny 100 Unmanaged false Test

v-62 Managed false Test

SAPWEBO1 Unmanaged false Test

SAPWEBQ2 Unmanaged false Test

SAPWEB0D4 Unmanaged false Test

10-0-9-55 Managed false Test

crest testl Unmanaged false Test

1 to3%0f39

Figure 49. Advance View tab of Dashboard

The Advanced View opens with a set of reports The dashboard reports of Advanced View are as
follows:

1. Lookup Filter: Filter to apply on all the reports in the Advanced View tab, based on selected
PCE configuration, Default value for all PCE configurations.

2. Total Unique Workloads: Number of total unique workloads existing in all / selected PCE
configuration.

3. Total Unique Workloads of Conflicts: Number of total unique conflicting workloads existing in
all / selected PCE configuration

4. Total Label Dimensions: Number of total Label Dimensions existing in all / selected PCE
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configuration

5. Total Duplicate Workloads: Number of total Duplicate Workloads existing in all / selected PCE
configuration

6. Unique Workloads - Known to PCE: Pie chart of Total unique workloads grouped by Known to
PCE value existing in all / selected PCE configuration

7. Label Dimensions: Donut chart of total Label Dimensions existing in all / selected PCE
configuration

8. Workloads List: List view of Workloads existing in all / selected PCE configuration

4.1.4 Configuration
e PCE Configuration is a list of current configurations, with the following fields:
o Name, such as lllumio PCE Configuration
o PCEURL
o Auto Sync to PCE, whether it is allowed or not (true or false)
o MID Server, such as ip-10-1-1-10
o Updated, a time stamp
e lllumio Label Dimensions is a list of label Dimensions, With the following fields:
o Key
o Label Type Initial
o Display Name (singular)
o Display name (plural)
o Href
e |llumio Config Class Mapping is a list of Class Mapping, with the following fields:
o Source Table
o Condition for Deleting/Excluding workloads
o Condition for creating Incidents
o Illumio Class Field Mapping
= Host Name
* Ip Address
= Label Dimensions

* public Ip Address

4.1.5 Tables

® PCE Workloads is a list of current managed and unmanaged workloads, with the following
fields:

o Hostname, such as IP999999
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o ServiceNow Record Identifiers, source of CMDB records (in related list)
o Known to PCE, which is defined as Unmanaged, Managed or Unknown
o Duplicate, true(Duplicate CMDB record based on hostname matching) or false

o Primary workload, which reflects the associated primary workload (If Duplicate is
true) or empty

o Label Conflicts, true (with RAEL conflicts) or false
o Href
o PCE Public Ip Address
o Interfaces
o Incident
o lllumio PCE Workload Field Values
» Created, a time stamp
= lllumio Label Dimensions
= CMDB Value
= PCE Value
e Scheduled Jobs:
o Job type, such as Data collection or Data sync
o Current Operation, such as Completed discovery
o Job Status, such as completed
o Job Started, a time stamp
o Job Completed, a time stamp
o Logs
o Incident

o lllumio PCE Configuration

4.1.6 Support: Contact for lllumio
Website: https://www.illumio.com/support

E-mail: support@illumio.com
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5 Workflow and User Action
This section describes different use cases of the Illumio integration with ServiceNow.

5.1 Illumio Discovery

The lllumio Discovery application pulls a PCE workload from a PCE instance and compares it to a
ServiceNow CMDB table you select.

5.1.1 The required role
x_illu2_illumio.illumio_admin

5.1.2 Procedure
1. Loginto a ServiceNow instance.
2. Inthe navigation menu, select PCE Configuration.

3. Click on the existing configurations or click New to create a new configuration (refer to the
section for creating a new configuration: Configure lllumio PCE).

servicenow Favorites  History ~ Workspaces  Admin lllumio PCE Configurations v Q Search v (&) 2 ® o Q
Y illumio = V¥ & lllumio PCE Configurations | Name ~ | Search © & Actions on selected rows... Vm
Al
FAVORITES
Q. Name « PCEURL Auto Syncto PCE MID Server Updated
No Results
Search Search Search Search Search
ALL RESULTS
Hlumi m true illumio mid 2024-04-16 01:10:18
v lllumio -

Dashboard

v _Configuration

‘ PCE Configuration

v Tables
PCE Workloads
Scheduled Jobs
Critical Label Groups
v Support

Support Contact

Figure 50. lllumio configuration record to run discovery

4. Click Hlumio Data Collection to start lllumio Discovery.
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H o o . - CRE o Application scope: lllumio
servicenow Favorites  History ~ Workspaces Hllumio PCE Configuration - Test v+ QP ate ot Systom Administrator [lumia) (&) s @
Y illumio ‘ < !}él;:niuPCE EOnOERS & @ = ++ | SaveConfiguration H Check PCE Configuration || Illumio Data Collection | Delete Configuration ‘ T
FAVORITES The user provided in the ‘config.xml' on the MID Server must have the roles 'x_illu2_illumio.mid_server_user' and 'mid_server"
No Resuits
* Name | Test
ALL RESULTS
> PCEURL Organization 1D
v lllumio
H APlKey eeescssess ¥ SecretKey | eosescesee
£ MIDServer | lllumic Mid Q Enable Proxy between PCE
and MID server
Configuration
Tables —
Scheduler | Threshold Limit | Retry Mechanism
PCE Workloads
Scheduled Jobs Auto Sync to PCE Run | On Demand v

Critical Label Groups

Support Save Configuration || Check PCE Configuration || lllumio Data Colle n‘ Delete Configuration

Support Contact Related Links
Run Point Scan

Figure 51. Form view of the lllumio configuration record

5. Schedule discovery by filling in the required data in the Scheduler tab.

Q Awplication scope: lllumio

servicenow Al Favorites ~ History =~ Workspaces  } Illumio PCE Configuration - Test vt e Update set: System Administrator [ilumic] ®)  ® 0 @

* ‘ < ‘ Ty RCE Sottgsthy @ @ = - | SaveConfiguration H Check PCE Configuration ” lilumio Data Collection || Delete Configuration ‘ N
A
FAVORITES The user provided in the ‘configxmi' on the MID Server must have the roles _illu2_llumio.mid_server_user' and 'mid_server:
No Result
© Results * Name | Test
ALL RESULTS
* PCEURL | Organization ID
v lllumio
X APIKey | sesesneses * SecretKey

Dashboard

Enable Proxy between PCE

* MIDServer | lllumio Mid
and MID server

v Configuration
PCE Configuration
s Tables

Threshold Limit | Retry Mechanism

PCE Workloads

Scheduled Jobs Auto Sync to PCE Run | Weekly M

Critical Label Groups Day(run_dayofweek) | Monday v
Support -
Time(run_time) | Hours| 00 00 00
Support Contact
Save Configuration H Check PCE Configuration ” Illumio Data Collection H Delete Configuration
Related Links
Run Point Scan
Ilumio Label Dimensions (19) | lllumio Config Class Mappings (2) | lllumio Critical Label Group Configurations
= ¥ | DisplayName (singu ~ | Search ® & — | Actionsonselectedrows.. v m

Figure 52. The “Scheduler” tab for PCE configuration

6. Select Scheduled Jobs to check the discovery status.
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> . . X " Y ~  Application scope: lllumio
servicenow ai Favorites  History ~ Workspaces ~ Admin lllumio Scheduled Jobs % B ey e T
» = V¥ & lllumioScheduled Jobs | Job Started - Ibearch
Al
FAVORITES
Q. JobType Illumio PCE Configuration Current Operation Job Status Job Started ~
No Results
DataCollection ~ JTest Fetching PCE data ® Failed gga‘;%‘z“
ALL RESULTS -
: ) Synchronization with PCE 2024-04-13
« lllumio DataSync Test oAb ® Completed o000
Dashboard e . oa
Connectivity et Connectivity check O @S 20240413
« Configuration Check successful 23:03:17
N SynchronizationwithPCE @ Completed 2024-04-13
PCE Configurati 2
I Data Sync Test completed witherrors 23:01:39
Rkl Synchronization with PCE 2024-04-13
b DataSync JTest e Partial Success 500 O
Scheduled Jobs Connectivity . Connectivity check 2024-04-13
Check fest successful ® Completed 22:26:39
Critical Label Groups Smchronizationuith BCE 20240615
ynchronization wi ) -04-
— DataSync JTest R Partial Success 5,0 o
Support Contact DataCollection  JTest Fetching PCE data @ Cancelled 2(2)-22427%713

®)

@

@ & | Actionsonselected rows..

Job Completed

2024-04-1401:39:37

2024-04-1323:09:17

2024-04-1323:03:28

2024-04-1323:02:09

2024-04-1323:03:52

2024-04-1322:26:49

2024-04-1322:27:28

2024-04-1322:22:24

Job Owner

System
Administrator

System
Administrator

System
Administrator

System
Administrator

System
Administrator

illumio user

System
Administrator

System
Administrator

Figure 53. List view of the Scheduled Jobs

7. Check the logs to monitor the status of discovery.

3 . . q 5 B o Application scope: lllumio
servicenow Al Favorites  History ~ § lllumio Scheduled Jobs - Created 2024-04-13 23 @ e e T T )
y n <] = Illumio Scheduled Jobs
Y illumio Created 2024-04-13 23:05:00
FAVORITES JobType ~DataSync Current Operation
No Results JobStarted 2024-04-1323:05:00 JobStatus  Completed
CULETES Job Completed  2024-04-1323:09:17 Incident
v lllumio . N
Logs  [2024-04-14T06:05:00.0912] lilumio data collection started

Dashboard
s Configuration
PCE Configuration
Tables
PCE Workloads

Scheduled Jobs

Critical Label Groups

Support

Support Contact

lllumio PCE Configuration

| Delete |

[2024-04-14TO .0917] Fetching PCE data
[2024-04-14T06:05:32.836Z]Total labels fetched : 848
[2024-04-14T06:06:53.712Z]Total workloads fetched : 12425
[2024-04-14TO .8277] Added PCE data to mapping table
[2024-04-14TO 1.471Z] Fetching CMDB servers
[2024-04-14T06:08:01.494Z] Mapping CMDB servers to PCE
[2024-04-14T0 2.035Z] Synchronizing workloads to PCE
[2024-04-14T0 .437Z]Creating 2 unknown workload(s)
[2024-04-14TO 3.797Z1Total critical label groups fetched : 0
[2024-04-14T06:08:43.110Z] Updating 6 unmanaged workload(s)
[2024-04-14TO 9.63271Synchronization with PCE completed

Total workloads: 8
Created unknown workloads: 2
Updated managed workloads: 0
Updated unmanaged workloads: 6
Skipped workloads: O

Deleted workloads: 0

Test

)

¢ @

Synchronization with PCE complets

Figure 54. Form view of the Scheduled Jobs

8. Once the discovery is completed, verify the workloads in the lllumio PCE Workloads table.
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servicenow i

Favorites History Workspaces Admin

lllumio PCE Workloads v

Application scope: lllumio
q A P

Update set: System Administrator [lllumio]

e 2 0 o @

» = V¥V & lllumio PCE Workloads| Hostname - |bearch @ & | Actionsonselected rows.. M| Syncselected servers with PCE
All
FAVORITES
[ | @ Hostname Illumio PCE Configuration Known to PCE Conflicts PCE Public IP Address Incident Href &
No Results orr o B [O— e -
Jorgs/138/workloads/868e9a1«
ALL RESULTS
apache linux ny 100 Test Unmanaged false (empty) PRy
v lllumio ]
v-6.2 Test Managed false 124.123.123.30 INC0010008 {,"ﬁ/ 13%“2’“"‘“"5/ VRO
Dashboard B
9 : Jorgs/138/workloads/826f91b¢
v Configuration
g SAPWEBO1 Test Unmanaged false (empty) 3dodaerg
‘ PCE Configuration
Jorgs/138/workloads/dc58d8fa
< T SAP WEB02 Test Unmanaged false (empty) O,
PCE Workloads o) /orgs/138/workloads/2a699db:
© SAPWEB04 Test Unmanaged false Ll (empty) 1bbe-40c9-a...
Scheduled Jobs A
orgs/138/workloads/abe8c!
G (R B 10-0-9-55 Test Managed false 203.88.139.34 (empty) 5d14-48f8-8...
Support Jorgs/138/workloads/d49e27ac
crest_test1 Test Unmanaged false INC0010004 3f0-48b9-8...
Support Contact
Jorgs/138/workloads/5a4c39bc
Node 3 JTest Unmanaged true (empty) Sl
Jorgs/138/workloads/f368dcbf:
Sap3 JTest Unmanaged true (empty) hedbmen
- Jorgs/138/workloads/171f4921
Sap2 JTest Unmanaged true (empty) led2-420e-a...
Cinrncro i IToct I, o
w— - >
1 to 39 of 39 ®

Figure 55. lllumio PCE Workload table with the populated data

5.2 Syncto PCE

5.2.1 The required role

x_illu2_illumio.illumio_admin or

x_illu2_illumio.illumio_user

5.2.2 Procedure
1. Loginto a ServiceNow instance.
2. Syncto PCE in one of these three ways:

e Configure Auto “Sync to PCE”

e Ul action from the workload’s Form view

e Ul action from the PCE workload table list view

5.2.2.1 Configure Auto “Sync to PCE”
1. Inthe navigation menu select PCE Configuration
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servicenow  ai Favorites  History ~ Workspaces ~ Admin lllumio PCE Configurations Q Search v (e © 0 @
Y illumio = YV & lllumioPCE Configurations Name - | search ©® & | Actionsonselectedrows.. Vm
Al
FAVORITES
Q. Name « PCEURL Auto Syncto PCE MID Server Updated
No Results
Search Search Search Search Search
ALL RESULTS
) true illumio mid 2024-04-16 01:10:18
v lllumio

Dashboard

\_Configuration
PCE Configuration
v Tables
PCE Workloads
Scheduled Jobs
Critical Label Groups
Vv Support

Support Contact

Figure 56. lllumio configuration record list view

2. Select the “Auto Sync to PCE” checkbox.

Favorites  History  Workspaces H lllumio PCE Configuration - Test ¢ a : P o . ® o & o ﬁl

Lo et i § @ = - | SaveConfguration || Check PCEConfiguration | lllumioDataCollection || Delete Configuration

The user provided in the ‘config.xmi” on the MID Server must have the roles ‘s illu2_illumio,mid_server_user’ and ‘'mid_server’

% Mame

ALL RESULTS
* PCE URL rganization
< lumio
Plicy sessssnass ¥ SecrclKey  sessssssss
MID Server | llumio Mi ) Enable Proxy between PCE
and MID server

Threshold Limit | Retry Mechanism

Auto Syne to PCE Rur Yaily -

Save Configuration || Check PCE Configuration || Illumio DataCollection | Delete Configuratios

Related Links

Run Point Scan

Mumio Dimensions (1 Niumio Config Class Mappings (2) | Nlumio Critical Label Group Configurations
Ilumio PCE Configuration = Test
Displav Name (singular] Display Name (plural} Kev Label Tvoe Initial i

Figure 57. “Scheduler” tab of PCE Configuration

This configuration syncs all the non-duplicate known, Managed and Unmanaged workloads
and creates Unknown workloads in PCE automatically.

3. The Job Type of the discovery process is changed to “Data Collection” — “Data Sync” after
the auto-sync process starts. Check the logs to get statistics of the sync process.
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: N . . B 0500 < Application scope: lllumio P ~
servicenow  Ai Favorites  History i lllumio Scheduled Jobs - Created 2024-04-13 23:05:00 v Q e st syt admistr. (B) @ @ 0 @

— Illumio Scheduled Jobs =
Rl | © | = Created 2024-04-1325:05:00 ¢ @ = = [Ddete| 1

a
FAVORITES JobType DataSync Current Operation ~ Synchronization with PCE complet:
No Result:
onesuE JobStarted  2024-04-13 23:05:00 JobStatus Completed
GRS Job Completed ~ 2024-04-1323:09:17 Incident
v lllumio § .
Logs  [2024-04-14T06:05:00.0917] lllumio data collection started
Dashboard [2024-04-14TOx .0917] Fetching PCE data
[2024-04-14T06:05:32.836Z]Total labels fetched : 848
Configuration [2024-04-14T06:06:53.712Z]Total workloads fetched : 12425
) [2024-04-14T06:07:50.827Z] Added PCE data to mapping table
PCE Configuration [2024-04-14T0¢ 1.4717] Fetching CMDB servers
. [2024-04-14TOx 14947] Mapping CMDB servers to PCE
Tables [2024-04-14T0 0357] Synchronizing workloads to PCE
[2024-04-14TO, .437Z]Creating 2 unknown workload(s)
REENdoikicads [2024-04-14TOx 797 Z1Total critical label groups fetched : 0
Scheduled Jobs [2024-04-14TOx .1107] Updating 6 unmanaged workload(s)
[2024-04-14TO, .632Z]Synchronization with PCE completed
Critical Label Groups
Total workloads: 8
Support Created unknown workloads: 2
Updated managed workloads: 0
Support Contact Updated unmanaged workloads: 6
Skipped workloads: O
Deleted workloads: 0
Iilumio PCE Configuration  Test
Delete
o v

Figure 58. Schedule job form view for job type Data Sync

5.2.2.2 Ul action from the workload’s Form view (Update workload on PCE)

1. Select the Illumio PCE Workloads table.
2. Click on any managed/unmanaged workload that has a flag in the Label Conflicts
column as “true”. (Note: Only non-duplicate workloads can be synced to PCE)

SerVicenow All Favorites ~ History =~ Workspaces ~ Admin lllumio PCE Workloads

» = V¥V & lllumio PCEWorkloads| Hostname v|bearch @& & | Actionsonselectedrows.. v |[JEUEEIG VLT O] ol

Application scope: lllumio > & 0o @
e} @
Q. Update set: System Administrator [ilumia] (&) 2 @ &

FAVORITES
Q. Hostname Iilumio PCE Configuration Known to PCE Conflicts PCE Public IP Address Incident Href -
No Results - S— R — cruc S —
ALL RESULTS apachelinuxny 100 Test Unmanaged false (empty) Jorgs/A38/workloads/B6BeFaty
v lllumio "
v-62 Test Managed false 12412312330 INCo1000a eS8ty odcalelzZiocke:
Dashboard 03c7-4b428...
Configuration SAPWEBO1 Test Unmanaged false (empty) ;"3’5;{ zg;‘fg’rk“’a“/ 626£91b4
PCE Configuration
Jorgs/138/workloads/dc58d8fa
b SAPWEB02 Test Unmanaged false (empty) b
PCE Workloads © SAPWEBO4 Test Unmanaged false 1111 (empty) g"gszfjgf;z"’““dy BT
Scheduled Jobs
TDOGE T a— i . N Jorgs/138/workloads/abe8c80
Critical Label Groups > & 00237 PLy) 5d14-48f8-8...
bt crest_test1 Test Unmanaged false INC0010004 {)";fgﬁ;f;g"rkmady 49627
Support Contact
Node 3 JTest Unmanaged true (empty) /3‘3'58{ ﬁ?ﬁ"r“"a“/ Cagea
Sap3 ITest Unmanaged true (empty) /5:23: jzje/ :""“ms’ f368dcbf
4921
Sap2 JTest Unmanaged true (empty) /fe'f;/ }':Z‘f;‘”kba“/ (2
[ - i e R
— — »
1 to 39 of 39 ®

Figure 59. PCE workload table with populated data

3. Click Sync Server to PCE to update the label information of this particular workload.
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servicenow  au Favorites
. u — lumio PCE Workioad
FAVORITES Hostname
(D= Known to PCE
ALL RESULTS Duplicate

v/ lllumio
Dashboard

v Configuration

PCE Configuration Href
Tables
PCE Workloads Interfaces

Scheduled Jobs

Critical Label Groups PCE Public IP Address

Support
0sID

Support Contact

Incident

History ‘Workspaces

Admin Illumio PCE Workload - Node 3 % Q

72 @ =
Node 3 Illumio PCE Configuration
Unmanaged Deleted from PCE
Conflicts

If the Hostname of this record
matches the Hostname of another
record and marked "Duplicate’,
this record will not be used.

/Jorgs/138/workloads/5a4c39bc-34e0-4c5d-b644-a96d0a267d9c

":""'emdb_value™:""}}

Enforcement Mode

ServiceNow CMDB Identifier

Sync Server to PCE H Create Incident H Delete

Application scope: lllumio
Update set: System Administr...

JTest

If there is any update in the CMDB
value then “Conflicts" in the
workload will be enabled.

visibility_only

Node 3

Figure 60. Form view of the managed/unmanaged workload record

5.2.2.3 Ul action from the workload’s Form view (Create workload on PCE)

1.

Select the Illumio PCE Workloads table.

2. Click on any unknown workload. (Note: Only non-duplicate workloads can be synced
to PCE)

servicenow

Favorites

History Workspaces

Admin lllumio PCE Workloads Q

Application scope: lllumio
Update set: System Administr...

®)

¥ illumio = ¥ & lllumioPCEWorkloads| Hostname ~ | Search @ & | Actionsonselectedrows..  v|RU Tt LT e
FAVORITES
Q  Hostname Illumio PCE Configuration Known to PCE Conflicts PCE Public IP Address Incident Href
No Results
Search Search Search Search Search Search Search
ALL RESULTS
. AppServerHelpDesk2  JTest Unknown true INC0010014
v lllumio
- Jorgs/138/workloads/b1dbacaZ
T Storage-D1 ITest Unmanaged true (empty) e
Configuration JTESTNode 2 ITest Unknown true (empty)
PCE Configuration SAPLBL ITest Unknown true (empty)
Tables R Jorgs/138/workloads/868e9als
apachelinuxny 100 Test Unmanaged false (empty) o426 b
PCE Workloads
B v-62 Test Managed false 124.123.123.30 INC0010008 gf;/ ﬁ%‘fg”"““/ 77496bc:
Critical Label Groups ) Jorgs/138/workloads/82691b¢
SAPWEBO1 Test Unmanaged false (empty) iy
s Support
R - — . — Jorgs/138/workloads/dc58d8fa

Support Contact

Ob66-4ec3-9...

Figure 61.

PCE workload table with populated data

with the given label information.

Click Sync to PCE to create the particular workload as an unmanaged workload on PCE
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. . . . - B e Application scope: lllumio s m A
servicenow ai Favorites  History =~ Workspaces  : lllumio PCE Workload - AppServerHelpDesk2 v; Q e ®) Q ® o @
( _ lllumio PCE Workload = o 1 ]
Y illumio ® B | < | = AppServerHelpDesk2 ¢ @ = - smctopcE | Delete | v
, a
FAVORITES Hostname ~AppServerHelpDesk2 lllumio PCE Configuration JTest ®
No Results Known toPCE  Unknown Deleted from PCE
ALL RESULTS Duplicate Conflicts
« llumio If the Hostname of this record Ifthere is any update in the CMDB
matches the Hostname of another value then "Conflicts" in the
Dashboard record and marked "Duplicate’, workload will be enabled.

this record will not be used.

s Configuration

PCE Configuration Href
v Tables
PCE Workloads Interfaces  {*umw0"{"pce_value":"cmdb_value":""}}
Scheduled Jobs
Gl = PCE Public IP Address Enforcement Mode
v Support —
0sID ServiceNow CMDB Identifier ~ AppServerHelpDesk2 ®
Support Contact — h
Incident  INC0010014 @

Syncto PCE H Delete J

Figure 62. Form view of the unknown workload record

5.2.2.4 Ul action from the PCE workload table list view
1. Select the lllumio PCE Workloads table.
2. Select a workload from the list view and click Sync selected servers with PCE to update
all the selected workload labels/IPs on the PCE. (Note: Only non-duplicate workloads
can be synced to PCE)

3. In case of unmanaged workload, we can append up to 32 IP addresses in PCE IP
addresses. The same IP address which is present in the PCE IP address list will be
ignored. PCE public IP address will always be replaced with CMDB IP address if it has
value.

. Application scope: lllumio

servicenow Favorites  History  Workspaces ~ Admin Illumio PCE Workloads % Q Ubelate set: System Administr ®

= V¥ & lllumioPCE Workloads | Hostname v|lSearch @ & | Actionsonselected rows... M SyncselectedserverswithPCE

Y

illumio

FAVORITES

Q. Hostname lllumio PCE Configuration Known to PCE Conflicts PCE Public IP Address Incident Href O
No Resuits
Search Search Search Search Search Search Search
ALL RESULTS
5 AppServerHelpDesk2 ~ JTest Unknown true INC0010014
v lllumio
Jorgs/138/workloads/b1dbacaZ
Dashboard Storage-D1 JTest Unmanaged true (empty) d‘:;g; b 4‘”3” 0ads! aca
v Configuration JTESTNode 2 JTest Unknown true (empty)
PCE Configuration SAPLB1 JTest Unknown true (empty)
Tables ) - Jorgs/138/workloads/868e9al«
apache linuxny 100 Test Unmanaged false (empty) prrmay
PCE Workloads
Jorgs/138/workloads/77496bc:
Scheduled Jobs v-62 Test Managed false 124.123.123.30 INCO010008 28 " T
Critical Label Groups Jorgs/138/workloads/826f91b¢
- SAPWEBO1 Test Unmanaged false (empty) 20 daerg
Support
Jorgs/138/workloads/dc58d8f:
G @riie: SAPWEB02 Test Unmanaged false (empty) e T I
. Jorgs/138/workloads/2a699db:
SAPWEB04 Test Unmanaged false 1111 (empty) e

Figure 63. Manual Sync multiple records

5.3  Sync IP addresses for workloads

1. We can sync up to 32 CMDB IP addresses to PCE IP addresses using Auto Sync, Sync To PCE,
and Sync Selected Server to PCE functionality.
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2. We can view CMDB IP addresses and PCE IP addresses in the workload as follows.

_  lllumio PCE Workload =
= Viest3 ¢ @ = - |SynctoPCE T~ L
Hostname  Ytest3 Illumio PCE Configuration  Crest MNC
Known to PCE  Unknown Deleted from PCE

Duplicate Conflicts
If the Hostname of this record If there is any update in the CMDB
matches the Hostname of ancther value then "Conflicts” in the
record and marked "Duplicate”, workload will be enabled.
this record will not be used.

Href
Interfaces  {"umw0":{"pce_value™:""emdb_value™:"123.123.123.123"} umw1":{"pce_value”:""'cmdb_value":"10.10.10.10"}

PCE Public IP Address

Enforcement Mode

5.4

Ytest3

OSID ServiceNow CMDB Identifier

Incident

Syncto PCE

INC0010026

Figure 64. CMDB and PCE IP address listing

In case of an Unmanaged workload, we can append up to 32 CMDB IP addresses into PCE IP
addresses. The CMDB IP addresses which are already present in the PCE will be ignored.

Check PCE Configuration

To check end-to-end connectivity between ServiceNow, MID server, and PCE, click on Check
PCE Configuration in PCE configuration.

— lllumio PCE Configuration p =
— Testl ¢ 0 =

—
Save Configuration |‘ Check PCE Configuration || Illumio Data Collection Delete Configuration

The user provided in the ‘config:xml’ on the MID Server must have the roles "x_illu2_illumio.mid_server_user' and ‘mid_server’.

* Name | Test1
= PCE URL Organization ID
S APl Key  ssssssssss ¥ SecretKey ssssssssse
¥ MIDServer | illumio mid Enable Proxy between PCE
and MID server
Scheduler | Threshold Limit = Retry Mechanism
Auto Sync to PCE Run | Daily v
Time(run_time) | Hours 00 00 00

SaveConﬁguration] Check PCE Configuration I lllumio Data Collection ‘ Delete Configuration

Display Name (singular | Disolay Name (plural) Kev Label Tvpe Initial

Figure 65. Check PCE configuration
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2. The status of the connectivity can be seen in the Schedule jobs.

Y illumio

FAVORITES

No Resuits

ALL RESULTS

~ llumio

Dashboard

v

Configuration

PCE Configuration

Tables

PCE Workloads
Scheduled Jobs
Critical Label Groups
Support

Support Contact

Illumio Scheduled Jobs -
< ‘ = Created 2024-04-1320:28:36 ¢ O = Delete

Job Type  Connectivity Check Current Operation  Connectivity check successful

JobStarted 2024-04-13 20:28:36 JobStatus  Completed

Job Completed  2024-04-13 20:28:54 Incident

Logs [2024-04-14T03:28:36.0887] MID Server is running and it is up-to-date
[2024-04-14T03:28:36.088Z] MID Server user has required roles
[2024-04-14703:28:36.0887] Started validating the connectivity with PCE
[2024-04-14T03:28:46.948ZChecking connectivity between MID Server and the PCE,
[2024-04-14T03:28:56.116Z|Successfully authenticated the PCE credentials

lllumio PCE Configuration  Test

Delete

~

@

Figure 66. Check PCE Configuration status

Configure sort order for duplicate workloads (with the same hostname)

1. In Illumio PCE field mapping, the User Configurable Sort Order checkbox is available for

sorting workloads.

2. To enable sorting select the User Configurable Sort Order checkbox.
3. Select Ascending or Descending to sort the selected column in ascending and descending

order respectively.

4. Select the field name in Order by Column Name to sort workloads according to this field.

servicenow i

Y illumio

FAVORITES

No Results

ALL RESULTS

v lllumio

Dashboard

s Configuration

5.6

PCE Configuration
Tables

PCE Workloads
Scheduled Jobs
Critical Label Groups
Support

Support Contact

Application scope: lilumio

Favorites  History ~ Admin Illumio Config Class Mapping - cmdb_ci_web_server ¢ Q Update set: System Administr... ®) 2 O o
_Illumio Config Class Mapping = e
\ < ‘ = cmdb_ci_web_server ¢ @ = { Update ‘ Delete ‘

Configure Source CMDB Cl class to be used with the PCE configuration.

» Source Table: ServiceNow CMDB table to use as a source for workloads.
« User Configurable Sort Order: Whether to use sort order or not to identify the primary workload.
o Order: Select order for creating workload.
o Order By Column Name: Column on which the CMDB records will be sorted to identify the primary workload.
» Conditions for Deleting Workloads: Workloads related to the CMDB records that fall into this condition will be deleted.
» Conditions for Excluding Workloads: CMDB records that fall into this condition will be excluded.
+ Conditions for Creating Incidents: Create Incident for the workloads that fall into this condition.

IHlumio PCE Configuration  Test W\
Source Table | Web Server [cmdb._ci_web_s... ¥ Active
User Configurable Sort Order * Order by Column Name | -None - v
> Order | Ascending v

Conditions for Deleting | AddFilter Condition H Add "OR" Clause ]

Workloads
~choose field - v | ~oper— —value -
Conditions for Excluding | Add Filter Condition || AddoR" Clause |
Workloads
- choose field - v | ~oper— —value -
Conditions for Creating | Add Fiter Condition [ Add"OR" Clause |
Incidents )
- choose field - v | ~oper— —value -

Figure 67. Sorting workload

Dot walking for easier field mapping

1. While mapping fields in Configuration, we can also get fields of the reference table to easily

Page: 56 of 87




servicenow

Illumio ServiceNow Integration Guide

map fields of reference tables.

Select the element from the tree

| Avatar
aContact
[E] Created
[E] Created by
[E]Floors

Elgzlocation
[# caCompany
[# caContact
[£] Coordinates retrieved on
[E] Country
[F]Created
[E] Created by
[E) Duplicate
[£1 Fax nhone

Figure 68.Dot walking for field selection in Class field mapping

_lllumio Class Field Mapping = e
= Created 2024-04-13 22:08:49 & @ = N

Configure fields to be mapped between PCE and CMDB for the given source Class Mapping and Source Table.

+ Type: Type to be mapped.
« |llumio Label Dimension: Reference to the lllumio Label Dimension Record.
« Field: Field to be mapped from the Source table with the values from the PCE (This is only considered when Advanced is unchecked).
« Advanced: An option for Advanced mapping where you can provide script.
« Script: When Advanced is checked the script will be considered for the mapping.
« |s Multiple: This field will only be visible when the type is set to IP Address.
s If checked the value expected will be a comma separated list of values or array (Either it can be from field or from script).
« If not checked the value expected will be a single IP Address (Either it can be from field or from script).
e Order: Order of IP Addresses to be sent to PCE.

Type | Hostname v Active

Source Table Cluster Node
[cmdb_ci_cluster_node]

Advanced ||

* Field [Assigned to Building Location City

Figure 69. Selection of other table field in mapping

5.7 Add proxy between ServiceNow < MID server and MID server < PCE

1. Inthe Configuration, select the checkbox named Enable proxy between MID server and PCE
to enable proxy for connection between ServiceNow and MID server / MID server and PCE.
2. Proxy server information should be stored in the MID server config file.
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Scheduler  Critical Label Groups |~ Threshold Limit

== Hllumio PCE Configuration - — P D: i
€ = IiumioPCE Configuration S = ation  Check PCF Configuration llumio Data Collection  Delete Configuration
The user provided in the ‘config.xml* on the MID Server must have the roles “x_illu2_illumio.mid_server_user’ and ‘mid_server'
* PCEUR rganization ID
sk APl Key —_— K SecretKey e
5k MID Server ilumiol23 Enable P

Run Dai v
Time{run_time} Hours 00 00 0
wwe Configuration heck PCE Cor lumio Data Collection  Delete Configuratior
Related Links
Run Point 5
Time(run_time) | Hours | 00 00 00
Save Configuration ] Check PCE Configuration I lllumio Data Collection ‘ Delete Configuration

| Disolav Name [singular) Disolay Name (olural) Key Label Tyoe Initial v

Figure 70. Enable proxy server

5.8 Delete unmanaged workload:

1. Inthe Configuration field mapping, set conditions for workloads that we want to delete.

servicenow

Y illumio

FAVORITES

No Results

ALL RESULTS
v lllumio
Dashboard
s Configuration
PCE Configuration
s Tables
PCE Workloads
Scheduled Jobs

Critical Label Groups

/ Support

Support Contact

Q Application scope: lllumio
Update set: System Administr...

¢ @ = - [@ Delete |

Favorites  History  Admin Illumio Config Class Mapping - cmdb_ci_web_server

o)
15

®) 2 C(

Illumio Config Class Mapping
cmdb_ci_web_server

Configure Source CMDB Cl class to be used with the PCE configuration.

« Source Table: ServiceNow CMDB table to use as a source for workloads.
« User Configurable Sort Order: Whether to use sort order or not to identify the primary workload.
o Order: Select order for creating workload.
o Order By Column Name: Column on which the CMDB records will be sorted to identify the primary workload.
« Conditions for Deleting Workloads: Workloads related to the CMDB records that fall into this condition will be deleted.
« Conditions for Excluding Workloads: CMDB records that fall into this condition will be excluded.
« Conditions for Creating Incidents: Create Incident for the workloads that fall into this condition.

Illumio PCE Configuration  Test @

Source Table | Web Server [cmd|

Active

User Configurable Sort Order

Conditions for Deleting ‘ Add Filter Condition H Add "OR" Clause 1
Workloads - .

~ choose field - v | ~oper— ~value ~

Conditions for Excluding ‘ Add Filter Condition ” Add "OR" Clause 1
Workloads

~ choose field - v | —oper— —value

Conditions for Creating | AddFilter Condition || Add"OR" Clause J
Incidents

-~ choose field -- v oper - --value -

Update ‘ Delete

Figure 71.Enable condition for deletion

2. In the Configuration, under the Threshold tab we can set the limit of workload deletion by
selecting the checkbox named Enable limit on workload deletion and provide the limit
value.(limit value should be in integer or percentage).
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5.9

- ) § . 5 - — . Application scope: lllumio P
servicenow ai Favorites  History — Workspaces  Admin lllumio PCE Configuration - Test ¢ [o} T e ®) @ O
Y illumio <| = !}L‘;T'“Pcsa"ﬁg”’a""“ @ @ = - | SaveConfiguration || Check PCE Configuration H ilumio Data Collection H Delete Configuration ‘ e

FAVORITES The user provided in the ‘configxml’ on the MID Server must have the roles _illu2_llumio.mid_server_user' and 'mid_server’
No Results
* Name | Test
ALL RESULTS
* PCEURL Organization ID
v lllumio
% APIKey | esessesese * SecretKey | ssessesses
Dashboard —
* MIDServer | lilumio Mid allo] Enable Proxy between PCE

v Configuration and MID server

PCE Configuration

v Tables —
Scheduler | Threshold Limit | Retry Mechanism
PCE Workloads

Scheduled Jobs Enable Limits Cancel Job on Limit Exceed
Critical Label Groups Enable Limit on New Label New Label Creation Limit

v S Creation
. Workload Modifications Limit

A Enable Limit on Workload
Modifications Unmanaged Workloads

Create Unmanaged Creation Limit

Workloads on PCE from
CMDB records

> Workload Deletion Limit | 100

Enable Limit on Workload
Deletion

« Enable Limits: Enables limits on number of manual or auto changes per sync.
o Sets limits as a number (e.g., 300) or percentage (e.g, 20%).
o Rounds up the number of workloads calculated from percentage.

«_Enable Limit on New Label Creation: Limit on creation of new labels on the PCE in async.

Figure 72. Limit of record deletion

In the auto-sync process, workloads that match the condition for deletion will be marked as
Retired workloads, and those workloads will be deleted.
If the Enable limit on workload deletion limit exceeds, then the sync process will be stopped.

Create Incident

There are three ways to create incident

The required role
x_illu2_illumio.illumio_admin ,x_illu2_illumio.illumio_user and

itil

Manual Incident Creation for workload:
Procedure:

An incident can be created manually for a workload using Ul Action named “Create Incident”
in workload form.

1. Loginto a ServiceNow instance.

2. To see the lllumio application, search “lllumio” in the search field in the upper-left
corner.

3. From the navigation panel, select “lllumio” — “PCE Workloads”.

Table named “lllumio PCE Workloads” will be opened.

5. Open a Workload.

e
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servicenow

Y illumio
FAVORITES
No Results
ALL RESULTS

v lllumio

Dashboard

Configuration

PCE Configuration

+ Tables

PCE Workloads

Scheduled Jobs

@

abel Groups

Support

Support Contact

Favorites

Al
[ a

History

lllumio PCE Workloads 77

Application scope: lllumio
Undate set: System Administrator [lllumic]

Y B lllumio PCE Workloads | Hostname ~ | Search |
@ & ‘ Actions on selected rows... v ‘ Sync selected servers with PCE
Hostname lllumio PCE Configuration Known to PCE Conflicts PCE Public IP Address Href
Search ‘ ‘ Search ‘ ‘ Search ‘ ‘ Search ‘ | Search | | Search
/orgs/138/workloads/57bd95d|
I Tes est
JTest23 Test1 Unmanaged false iy
. N forgs/138/workloads/9fb61aac|
Jtest22323 Test1 Unmanaged false Ty
lor=s/138/ ,
JTest22 Test1 Unmanaged false gf:_:‘g%_‘;frk‘aads' 9229421
. Jorgs/138/workloads/0717deé|
JTEST323323 Test1 Unmanaged true F70-439-b...
»
1 todof4 ®

Figure 73. PCE Workloads List View

Form view of workload will be opened, an incident can be created of workload if it doesn't

have any existing incident.

Note: workload without incident will have empty incident field and Ul action of Create
Incident will be visible

— lllumio PCE Workload
~ JTest23
Hostname  JTest23
Knownto PCE | Unmanaged
Duplicate
If the Hostname of this record
matches the Hostname of another
record and marked “Duplicate”, this
record will not be used.
Href
Interfaces {}
PCE Public IP
Address
OsID
Incident

Illumio PCE

Test1

Configuration

Deleted from PCE

Conflicts

il

‘ Create Incident | Delete

If there is any update in the CMDB
value then "Conflicts” in the
workload will be enabled.

Enforcement  visibility_only
Mode
ServiceNow  JTest23

CMDE Identifier

Figure 74

. Form view of PCE Workload Record

6. Click on “Create Incident”, a new incident will be created and its reference number
will be populated on the Incident field.
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= lllumio PCE Workload 2 S — e |
= JTest23 g @ = \m lete |
Hostname  JTest23 lumio PCE  Test1 G |

Configuration

Known to PCE | Unmanaged Deleted from PCE

Duplicate Conflicts
If the Hostname of this record
matches the Hostname of another
record and marked “Duplicate’, this
record will not be used.

If there is any update in the CMDB
value then "Conflicts” in the
workload will be enabled.

Href
Interfaces [}
PCE Public IP Enforcement  visibility_only
Address Mode
0SID ServiceNow JTest23 0
CMDB |dentifier -
Incident} INC0010017
Figure 75. PCE Workload form
= Incident ¥ =T - Follow . Update Resolve . Delets|
INC0010017
Number | INCO010017 Channel | --None-- v
f Caller State | New v
Category | Inquiry/Help Impact | 3-Low v
Subcategory | --None - Urgency | 3-Low v
Service Priority 5-Planning
Service offering Assignment group
Configuration item | JTest23 Assigned to
% Short | Test 1: JTest23
description
Description | Hostname: JTest23
Known to PCE: unmanaged -

Figure76. Incident form view

b. Auto Incident Creation for workload:
Procedure:
Incident can be created automatically based on condition of Config Class Mapping form

1. Loginto a ServiceNow instance.

2. To see the lllumio application, search “Illumio” in the search field in the upper-left
corner.

3. From the navigation panel, select “lllumio” — “PCE Configuration”.

4. Open any existing PCE Configuration and navigate to any existing lllumio Config Class.
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Mapping record from lllumio Config Class Mapping related list.

5. Configure the Condition on Source table on Conditions for Creating Incidents field
and save the Config Class Mapping.

= lllumio Config Class Mapping
cmdb_ci_appl_dot_net

4 @ = ~ o

Configure Source CMDB Cl dass to be used with the PCE configuratien.

s Source Table: ServiceNow CMDB table to use as a source for worlkloads.
+ User Configurable Sort Order: Whether to use sort order ar not to idenify the primary warkload
o Order: Select order for creating workload

& Order By Column Name: Column en which the CMDE records will be sarted toidentify the primary worklosd
+ Conditions for Deleting Workloads: Workloads related to the CMDE records that fall into this condition will be deleted.
+ Conditions for Excluding Workloads: CMDB records that fall into this condition will be excluded
+ Conditions for Creating Incidents: Create Incident for the warkloads that fall into this condition.

lllumio PCE Configuration Test1

User Configurzble Sort Order ||

Source Table |.NET Application [amdb_ci_apol do... ~ |

Conditions for Deleting Workoads | Add Filter Condition | Add "OR" Clause |

Active

| Name

= || contains

b ‘ ‘ Delete

Conditions for Excluding

Add Filter Condition || Add "OR" Clause |

Workloads

| . chiosse field -
0sefeld

alue

() - |

Conditions or Creating Incdents | Add Filter Condition || Add "OR" Clause |

[ Name

|| contsins

< [rervr

[EEY) - |

Figure 77. lllumio Config Class Mapping form

6. Perform the Data Collection by clicking on Data Collection Ul action on PCE

Configuration.

7. As aresult, Incidents will be created for the Workloads containing “server” in its

name.

c. Auto Incident Creation for Scheduled Job Table:

Procedure:

1. For creating Incident for Scheduled Job, Users have to Update System property.
2. Login to ServiceNow Portal and type “sys_properties.list” press enter., a table named
“System Properties” will be opened.

servicenow  ai

Y sys_properties.list ® » =

FAVORITES

No Results

ALL RESULTS

No Results

Faverites

O a

" ] e o ) ( Awplication scope: liumio )
History  Admin System Properties QU Update set: System Administrator [llumic] &) =2 @
V@ SystemProperties Applicstion - |fearch v ® & | Acomonseectearons. | [N
Name Value Type Application a Description !
Search | | searcn | [search | | searcn || searcn I

glide-utah-12-21-2022_patch7a-09-26- ) 3
glidewar fempty)

202 «
glidewarassigned glide-utah-12-21-2022_patch7a-09-26- R ‘
upgrade server_url https:/nodeupgrade.service-now.com/ (empty) 4

o . ) Admin Experience ]

sn_ace.ace-whitelisted-experiences f30203e4c3020110fcB69bc8aB40dd17 string 1

Framework 3

} o ) AES Catalog 3

sn_aes_cat builder.sn_app_eng studiogli... 03302dd377023010f082d599cf529%ba  string o ]

sn_app_eng_studio.glide scbuilder.aes._c. 211f71ca732020103e42d31ee2f63785 string SEﬁd&‘E‘OE (

Uilder

et D temlate b < . true | AES Portal Ul 3

sn_portal starte O.template.payload.scri rue i Tt F

Figure 78. System Properties list view

3. Search property named: “x_illu2_illumio.incident_creation_for_scheduled_job” and
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open it.

= W E) System Properties | Application = | Search

All > Name starts with x_illuZ_illumic.incident_creation_for_scheduled_job

Q. Name Value Type
*_illu2_illumio.incident_creation_for_s Search Search
*_illu2_illumio.incident_creation_for_sc..  true true | false

r e & Actions on selected rows...

vm

Application a Description Updated Updated by
Search Search Search Search
Illumio Z?SSZ\L:?;:;EHD 202404-11 admin
‘ N 22:33:27

creat..

Figure 79. Search result in System properties

4. The view of “x_illu2_illumio.incident_creation_for_scheduled_job” will be opened.

~ | — SystemProperty
= lluZ jllumio.ncident_creation_for_scheduled_job

= Suffix | fincident_creation_for_scheduled_job |

Name | xllu2_illumioincident_creation_for_schedule

Choices

Type | true|false

Description | System property to enable Incident creation for the Schedule Job withstatus: Failed, Completed with Errors and Partial Success

Application  lllumio

¢ @

Value 2> | true

Ignorecache

Private

Read roles

admin, x_ilu2_{llumio.llumio_sdmin

Witerls

admin, x_illu2_illumio.illumio_sdmin

Figure 80. Form view of System Property

5. To activate / deactivate Incident creation for Scheduled Job, set the Value field as true

and false respectively

6. Incidents for Scheduled Jobs will be created only for the job status: Failed, Partial

Success and Completed With Errors.

7. Avreference of the incident will be automatically populated in the form view of a

particular Scheduled Job.

lllumio Scheduled Jobs
Created 2024-04-11 07:05:37

(<] =

JobType Data Collection

Job Started  2024-04-1107:05:37

Job Completed 2024-04-1109:05:44
Logs [
[2024-04-11T14:05:37.1607] Fetching PCE data
[2024-04-11T16:05:44.9407] Time Limit Exceeded
[

llurnio PCE
Configuration

Current Operation Completed fetching PCE data

Job Status  Failed

Incident ~ INCO0100%8

2024-04-11T14:05:37.160Z] lllumio data collection started

2024-04-12T02:21:08.720Z] Added PCE data to mapping table

Figure 81. Incident Form for Scheduled Job
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_ Incident
— INC0010098

Number | INCOO10098

* Caller |

Category | Inquiry / Help

Subcategory | --Nane -

Service |

¢ v =

= [ Follow H Update H Resalve H Delete l

Channel | --None -

State | New

Impact | 3-Low

Urgency | 3-Low

Priority ~ 5- Planning

B
Service offering | ‘ Q ‘ Assignment group | ‘ Q |
Configurationitem | ‘ Q ‘ Assignedto | ‘ Q |

* Short description | data collection falled for pee config

Description | Job Type: data collection
Current Operation: Completed fetching PCE data
Job Status: failed -

Figure 82. Incident Form for Scheduled Job

= :;c(i:?)%'itmﬂ g @ * = o [ Discuss H Follow H Update ” Resolve H Delete ] J
Number | | Channel | -- None -- V‘
* Caller | E State | New v
Category | Inquiry / Help v‘ Impact | 3-Low v‘
Subcategory | - None -- V‘ Urgency | 3-Low V‘
Service | Q Priority ~5-Planning

Service offering |

2]
‘ Q ‘ Assignment group | | Q ‘
]

Configuration item | autodum 3 Assigned to | | Q ‘

= Short description I POC config: ]

Description | Hostname:

Href:
Known ta PCE: unmanaged

Related Search Results >

Figure 83. Incident Form for Workloads

5.10 Modularization and ServiceNow Spoke

Using ServiceNow Spoke actions, users can receive a response from a different API call from
ServiceNow to PCE.

The required role
These two users are permitted to work with the ServiceNow Spoke.

x_illu2_illumio.illumio_admin ,x_illu2_illumio.illumio_user and

flow_operator

Procedure

1. Loginto a ServiceNow instance.
2. To see the Flow Designer, search “Flow Designer” in the search field in the upper-left corner.
3. Go to the “Actions” tab and search the action Name that you want to perform.
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Servicenaw Flow Designer

Flows Subflows Executions Connections Help m
Search Updated ¥ Search
<
Y All
(o} Name Internal name Application Status Active Updated by Updated ¥
Search Search Search Search Search Search Search
2024-04-05
Create Async Jobs  create_async_jobs Illumio Published true admin ottt
Update Label 2024-04-04
- d: label. 1L Published
S update_label_dimensions umio ublishe true admin S
2024-04-04
Fetch Label
etch Label Groups ~ fetch_label_groups Illumio Published true admin g
Delete a Collectic 2024-04-04
ereatoledlol delete_a_collection_of_workloads lliumio Published true admin
of Workloads 22:32:06
Create Label create_label_dimensions lumio Published  true admin 20240404
Dimensions 22:30:46
” . 2024-04-04
Create Label create_label Illumio Published  true admin ot
Check PCE 4-04-04
hed check_pce_configuration llumio published  true admin 202
Configuration 22:25:12
2024-04-04
Update Label update_label Illumio Published true admin 20:02:39
Get A Job 2024-04-04
cLAsnClo get_async_job_status illumio Published true admin
Status 20:01:22
Get Async Job 2024-04-04
cLAsyncto get_async_job_results llumio Published true admin
Results 20:00:37 -
4

Figure 84. Flow Action list view

4. Click on the Test button to perform action.

Servicenaw Flow Designer

) Action < |6

Fetch Label Dimensi...

CG> Fetch Label Dimensions

Action Outline < Action Input @ Create Input  Daty  collapse Al N
3| s Label Name Type Mandatory VIS

Script step » (pcE configuration ) Record
1 @ Script PCE Configuration pce_configuration Reference.lllumio ... « - w

v Script step

Mid Script step
2 [ JSON

Script
L+ » (step Status ) Object

)

[> Error Evaluation

¥ Mid Script ste|
[> Outputs A

Status string

JSON

» e e ) JSON

Figure 85. Fetch Label Dimension Action

5. Provide the required parameters for each action as mentioned below in Required Parameter
with Example and click on the Run Test.
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Test Action X

Run your Action to make sure it has no errors before you activate it. When the test finishes running, check the execution details to see
each step's configuration, runtime values, and the log messages for any errors that occurred.

* PCE Configu
ration

Test 1 X~ ‘9

Run test in background &

Figure 86. Test Action

6. To see the execution of the action, click on the “Your test has finished running. View the
Action execution details”.

Test Action X

Run your Action to make sure it has no errors before you activate it. When the test finishes running, check the execution details to see
each step's configuration, runtime values, and the log messages for any errors that occurred.

* PCE Configu
ration

Test 1 X~ ‘ 0}

IYour test has finished running. View the Action execution deta\ls.l

Run test in background (&

Figure 87. Action Test Execution Result Link

7. Upon successful completion of the action, you can view the status code, headers and
response of the API call.
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Servicenaw Flow Designer o
@

Action Operation
FEHIEPEIDIMERSME N  Exccution Details +
Fetch Label Dimensions G TestRun - Completed Open Action Open Context Record
State Start time [C]
Calling Source Flow Designer Test
ACTION
‘1\7 s Fetch Label Dimensions Open Action =z Completed 2024-04-17 20:00:36 2297ms
Configuration Details
VARIABLE NAME CONFIGURATION TYPE
PCE Configuration Test1® Reference
Output Data
VARIABLE NAME RUNTIME VALUE CONFIGURATION TYPE
Action Status {"Action Status":{"code":0,"message":"Success"}} Object
Don't Treat as Error true true True/False
e AL ) on
[{"href":"/orgs/138/label_dimensions/4f06096b-2f0d-4cdb-a
Response a<20'ed07tc6956a5 key""$$$ ‘,”msp\ay,:awe =y 20N
Status 200 (_status ) String
Figure 88. Action Test Execution Result
Required Parameters with Example:
1. Check PCE Configuration
API call to refer for Check PCE Configuration
APl Name Endpoint HTTP Method
Product Version /api/v2/product_version GET
Parameters
Field Required Description
PCE Configuration yes Select anyone PCE
Configuration from the
drop-down.
2. Create Async Job
API call to refer for Create Async Job
APl Name Endpoint HTTP Method
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Create an Async Job Request | /api/v2/orgs/{org_id}/{workload GET
s/labels}
Parameters
Field Required Type Description
PCE Configuration yes - Select anyone PCE
Configuration from
drop-down.
Type yes - Select anyone type
from drop-down.
Query Parameters no string Use query parameters
for a filtered job
request.
For Example : key=role
(return only the ‘role’
labels).
3. Get Async Job Status
API call to refer for Get Async Job Status.
APl Name Endpoint HTTP Method
Get Async Job Status /api/v2/[href] GET
Parameters
Field Required Type Description
PCE Configuration yes - Select anyone PCE Configuration
from drop-down.
Async Job Location yes string href of Job location.
For example :
“Jorgs/138/jobs/1b1045ae-955e-
42f7-abe2-c8aacfde7efa”

4. Get Async Job Result

API call to refer for Get Async Job Result.
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APl Name Endpoint HTTP Method
Get Async Job Result /api/v2/[href] GET
Parameters
Field Required Type Description
PCE Configuration yes - Select anyone PCE Configuration
from drop-down.
Async Job Result yes string href of Job Result.
Location for example :
"/orgs/138/datafiles/8faec520-dal
c-013c-f357-02e08809¢359”
5. Fetch Label Dimensions
API call to refer for Fetch label Dimensions.
APl Name Endpoint HTTP Method
Fetch Label Dimensions /api/v2/orgs/{org_id}/ GET
label_dimensions
Parameters
Field Required Description
PCE Configuration yes Select anyone PCE
Configuration from drop-down.
6. Create Label Dimensions
API call to refer for Create Label Dimension
APl Name Endpoint HTTP Method
Create Label Dimension /api/v2/orgs/{org_id}/ POST

label_dimensions

Parameters
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Field Required Type Description
PCE Configuration yes - Select anyone PCE Configuration from the
drop-down.
Request Body yes Object Example request body:
{ "key":"sha", "display_name": "SHA 256",
"display_info": {"initial": "ALg",
"display_name_plural": "SHA 256s" }}
7. Update Label Dimensions
API call to refer for Update Label Dimension
APl Name Endpoint HTTP Method
Update Label Dimension /api/v2/orgs/{org_id}/ PUT
label_dimensions
Parameters
Field Required Type Description
PCE Configuration yes - Select anyone PCE Configuration from the
drop-down.
Label Dimension href yes string href of label dimension
for example :
“/orgs/138/label_dimensions/afc16fa2-7d
03-4af3-b62a-e12b921166a2”
Request Body yes Object Example request body:
{ "display_name":"Dummy 2",
"display_info": { "initial": "ab",
"display_name_plural": "plural dummy"}}
8. Fetch Label Groups
API call to refer for Fetch Label Groups
APl Name Endpoint HTTP Method
Fetch Label Groups /api/v2/orgs/{org_id}/ GET

sec_policy/active/label_groups

Parameters
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Field Required Type Description
PCE Configuration yes - Select anyone PCE Configuration from the
drop-down.
Query Parameters no string Use query parameters for filtered label
groups.
For Example : “key=app”
(return only the ‘app’ labels).
9. Create Label
API call to refer for Create Label
API Name Endpoint HTTP Method
Create Label /api/v2/orgs/{org_id}/ POST
labels/
Parameters
Field Required Type Description
PCE Configuration yes - Select anyone PCE Configuration from the
drop-down.
Request Body yes Array of Object Example request body:
(length=1) [{ "key": "role", "value": "New role"}]
10. Update Label
API call to refer for Update Label
APl Name Endpoint HTTP Method
Update Label /api/v2/ [href] PUT
Parameters
Field Required Type Description
PCE Configuration yes - Select anyone PCE Configuration from the
drop-down.
Label href yes string href of label
Request Body yes Array of Object Example request body:
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(length=1)

[{"value": "update label"}]

11. Create Collection Workload

API call to refer for Create Collection Workload

API Name Endpoint HTTP Method
Create Collection Workload /api/v2/orgs/{org_id} PUT
/workloads/bulk_create
Parameters
Field Required Type Description
PCE Configuration yes - Select anyone PCE Configuration from the
drop-down.
Request Body yes Array of Example request body:
Objects [{"name":"dummy
(Max namel","hostname":"dummy_hostnamel
length=1000) "L{"name":"dummy
name2","hostname":"dummy_hostname2
|l}]
12. Update Collection Workload
API call to refer for Update Collection Workload
APl Name Endpoint HTTP Method
Update Collection Workload /api/v2/orgs/{org_id} PUT
/workloads/bulk_update
Parameters
Field Required Type Description
PCE Configuration yes - Select anyone PCE Configuration from the
drop-down.
Request Body yes Array of Example request body:
Objects [{"href":"/orgs/138/workloads/9d416475-
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(max
length=1000)

4d53-470b-95be-b900756a015c",
"hostname": "dummy_hostname" },
{"href":"/orgs/138/workloads/76d46475-4
d53-470b-95be-b900756a015c",
"hostname": "dummy_hostname2"} ]

13. Delete Collection Workload

API call to refer for Delete Collection Workload

APl Name Endpoint HTTP Method
Delete Collection Workload /api/v2/orgs/{org_id} PUT
/workloads/bulk_delete
Parameters

Field Required Type Description
PCE Configuration yes - Select anyone PCE Configuration from the

drop-down.

Request Body yes Array of Example request body:
Objects [{"href":"/orgs/138/workloads/32d21c7d-f
(length=1000) | 237-4871-a604-bacefed3bcf5"},{“href”:”/o
rgs/138/workloads/67d45c7d-f237-4871-a
564-abcdfed3bcf5”}]

5.11 Cancellation of Scheduled Job

The required role

x_illu2_illumio.illumio_admin or

x_illu2_illumio.illumio_user

Procedure

vk wnN e

Login to ServiceNow instance.
To see the lllumio application, search “Illumio” in the search field in the upper-left corner.
From the navigation panel, select “lllumio” — “Scheduled Jobs”

Open any scheduled job having job status “Running".
Click on “Cancel Scheduled Job” to stop execution of the current job.
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Note: Canceling the Scheduled Job might not cancel it immediately in case of bulk synchronization, it
will first perform the process of one chunk and then cancel the rest of the jobs.

Q  Application scope: lllumio p
C 3
Q. Update set: System Administrator [ilumic] &) ¥ @ 8 @

servicenow ai Favorites  History lllumio Scheduled Jobs - Created 2024-04-15 22:37:04

Y illumio = Cremeashasoas 2700 ¢ @ = | CancelScheduledlob | Delete &

EAVCRITES JobType Data Collection Current Operation  Fetching PCE data
No Re It

o Results JobStarted 2024-04-15 22:37:04 Job Status  Running
ALL RESULTS Job Completed Incident

v lllumio
@logs [2024-04-16T05:37:04.595Z] lllumio data collection started

Dashboard [2024-04-16T05:37:04.595Z] Fetching PCE data
[2024-04-16T05:37:32.458Z]Total labels fetched : 990
Vv Configuration

CEEE e Illumio PCE Configuration  Test

Tables

——— Cancel Scheduled Job || Delete |

Scheduled Jobs

Critical Label Groups ®

Support

Support Contact

Figure 89. Cancel Scheduled Job Ul action

H . B q . _ L a Avplication scope: lllumio >
servicenow Al Favorites  History  } lllumio Scheduled Jobs - Created 2024-04-15 22:37:04 Qe cets syt Aamimistrator humig] (8) @ @ 0 @
— lllumio Scheduled Jobs = o | )
Y illumio | = Created 2024-04-1522:37:04 ¢ @ = Delete | N
ez JobType DataCollection Current Operation ~ Fetching PCE data
Re
No Results JobStarted 2024-04-1522:37:04 JobStatus  Cancelled
ELREESUE S Job Completed ~ 2024-04-15 22:37:44 Incident
v lllumio . .
Logs [2024-04-16T05:37:04.595Z] lllumio data collection started
Dashboard [2024-04-16T05:37:04.595Z] Fetching PCE data
[2024-04-16T05:37:32.458Z]Total labels fetched : 990
v Configuration [2024-04-16T05:37:44.5617] The Job is Cancelled

PCE Configuration

Illumio PCE Configuration  Test
Tables

PCE Workloads @

Scheduled Jobs

Critical Label Groups

Support

Support Contact

Figure 90. Form View Canceled Scheduled Job
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6 Upgrade

The ServiceNow application gets upgraded on occasion, and this change affects the Illlumio
application as well.

Upgrading is similar to installation, and the Illumio application should function normally after the
ServiceNow upgrade.

Keep the following steps in consideration while upgrading:

Verify the upgrade steps so that they do not impact working integration with the Illumio
application.

Connect the test instance of ServiceNow to the test instance of PCE.

Run the Discovery once before performing any actions, as there might be changes in field
choice values and some new fields may be added.

Update the application on the ServiceNow instance and perform manual sync of labels to one
or two workloads. If these tests are successful, you can put the application into production.

If you upgrade a version of ServiceNow supported by the Illumio application, such as
Vancouver, Washington DC, and Xanadu the application continues to function with no
additional changes.

The PCE versions supported by the lllumio application are also published. Upgrading the PCE
to a version supported by the application is transparent to you as a customer.

If you upgrade ServiceNow to a version that the lllumio application does not support, there is
no guarantee that the application will function properly.

As a practice, the Illumio application is updated soon after every ServiceNow release, and it is
recommended to upgrade your ServiceNow version to the one for which the lllumio
application is tested and certified.

Before upgrading the application, please make sure there is no scheduled job in the running
state in order to avoid unexpected results.
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7 Uninstallation

To uninstall the Illumio Application from the ServiceNow Ul:

1. Inthe navigation menu, go to System Applications -> My Company Applications -> Installed.

servicenow Al

Y my company applicatior & +

FAVORITES

Mo Results

ALL RESULTS

w System Applications

My Company Applications

Figure 91. Navigation menu

2. On the Application Manager screen, go to the Installed tab.
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¢ application Manager ¢ || Filterby Apps Create new
AllApps  InDevelopment NotInstalled  Installed Find in Store
Installed
llumio
Allumio o version2.01
* Installed on Apr 14, 2024 2.0.1 [Installed]

*  Uploaded by admin via ven02375 on Apr 14, 2024

by liumi Inc

Figure 92. Uninstall an application

3. Open the application, scroll down to the related links and click on Uninstall.

_Store Application =
~ Useraccess e =

o The User access application cannot be changed because Rapid7 InsightCloudSec CMDB Integration is selected in your application picker. Switch to User access. [SN Utils] Switch to Rapid7
InsightCloudSec CMDB Integration click here

Subscription Management. If this application is licensable, set the subscription requirement and model. ]

Licensable I

Subscription requirement  Monitor

Subscription Model ~ Not applicable

License Definition

Related Links

Manage Developers

Move restricted to tracking
Move tracking to restricted
Switch to this Application
Scan Application

Repair ication
I install

Figure 93.Form view of Store Application

4. Click on OK in the confirmation popup.

Uninstall User access

Are you sure you want to uninstall this application: User access ?

« Table(s) in this application: 1 (Show tables)
s Record(s) in this application: 0
« Fields defined on tables outside of this application: 50

Retain tables and data

Cancel

Figure 94. Pop-up of Uninstall User access
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8 Support & Troubleshooting

8.1 Support
e Contact details for lllumio Support: https://www.illumio.com/support

SerVicen W Favorites  History  Workspaces  Admin
¥ illumio ’ I'_I
FAVORITES L <
No Results .
[llumio Support Contact
ALL RESULTS
Website:
E-mail:

v Suppe

Support Contact

Figure 95. Support Contact

8.2 Troubleshooting

8.2.1 Check ServiceNow logs
To print error messages, use the following methods: gr.warn() and gs.error().

To print information messages use gs.info().
Go to Application logs from the navigation menu to analyze all the logs related to the application.

Note: Keep in mind that the critical error messages are listed as “Error”, and debug statements are
listed as “Information”.

8.2.2 Check MID Server Logs
The error logs are populated in the file Agent0.log on the MIDServer under

/servicenow/<mid server name>/agent_folder/logs/agent0.log.0

Logs are also available from the ServiceNow instance. To view the logs:
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Go to MID Server -> Server -> [Specific Record] MID Server.
Click Grab MID Logs under the Related Links.
Click on the Agent Files under the Related Links.

Open a record with name agent.log0.0

vk W e

View the attachment payload.txt.

8.2.3 Not able to execute lllumio PCE discovery
If data is not populated or the PCE discovery is failing:

1. Check whether the MID Server is up-and-running.
2. Check if the proper roles are assigned to the configured users.
3. Check the status of the PCE discovery.
a) Navigate to “Scheduled Jobs” and verify the discovery status.

b) If the discovery status failed or is in error state, check the MID Server logs for that
time.

4. Check if the integration is configured with the proper credentials;
a) Navigate to lllumio” > “PCE Configurations.

b) Check the API Key and Secret.

8.2.4 Application modules are not visible
1. Ifauseris unable to find the application-related modules from the navigation bar.
Check the roles available to the ServiceNow user:
e The lllumio Admin and Illlumio Mid Server User has access to all modules.
o The lllumio User does not have access to configuration modules.
2. How to check the user role.
The ServiceNow platform administrator can check the user role by navigating to System — Users.

Select the user from the list and check the granted roles from the Roles tab.

8.2.5 Workloads skipped while updating on PCE

While performing auto-sync if the workloads are not updated on PCE and all are marked as skipped,
there is a possibility that the threshold limit set for that particular PCE Configuration has exceeded for
any one of the parameters:

1. Label Creation.

2. Workload Modification Limit.

3. Workload Deletion Limit.

4. Unmanaged Workloads update on PCE from CMDB records.

Role Required : x_illu2_illumio.mid_server_user or x_illu2_illumio.illumio_admin
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Procedure :

e Navigate to the PCE Configuration -> Select any one of the Configuration.

e Click on the Threshold Limit section and set the specific limit by selecting the parameter in
the left side and specify the corresponding value in the right hand side field for specifying the
limit.

Scheduler | Threshold Limit | Retry Mechanism

Enable Limits Cancel Jobon
Limit Exceed
Enable Limit on Newlabel 1
MNew Label Creation Limit
Creation
Workload 2
Enable Limit on Modifications
Workload Limit
Modifications
Unmanaged 2
Create Workloads
Unmanaged Creation Limit
Workloads on PCE
from CMDE Workload 2
records Deletion Limit

Enable Limit on
Workload
Deletion

Figure 96. PCE Configuration form for Threshold Limit tab

The second reason can be the number of workloads to be sent for sync has exceeded the maximum
limit defined in APl schema. Change the batch size property in system property to create smaller
batches of workloads while creating payload for updating workloads on PCE.

Role Required: System Administrator
Procedure:

1. Navigate to System Properties -> “bulk_operation_batch_size”
2. Change the batch limit to required number
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— System Property - —
= X illu2_illumio.bulk_operation_batch size | sys_properties & W V- = oo Update 7 Delete ?
>k Suffix | suffix bulk_operation_batch_size Application | sys_scope Illumio [0)
Name | name x_illu2_illumio.bulk_operation_batch_s
Description | description The batch size to perform bulk operation on PCE - Default 1000

Choices | choices

Type| type integer | integer v

Value | value 1000

Ignore cache | ignore_cache

Private | is_private

Read roles | read_roles Va

Write roles |write_roles ya

Figure 97. System Property form view

8.2.6 Data collection failed

The data collection might fail when there is a large amount of data in the CMDB table to map with the
PCE workloads data, and the MID Server logs contain transaction canceled message as shown below:

@c me/lllumio_79560/agent/logs X

04 Ja y E : r 15t 2 ~

2 oot

rest/hos

1909

30-09-2019

Figure 98. Data collection failed

In this case, you need to change ServiceNow’s “Transaction Quota Rule”, the “REST Table API request
timeout” and “REST and JSON Catch All”.

Role Required: System Administrator
Procedure:

1. Navigate to System Definition -> Transaction Quota Rules.
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2. Click “REST Table API request timeout” and “REST and JSON Catch All".

servicenow i Favorites ~ History ~ Workspaces ~ Admin Transaction Quota Rules ¢¢ Q_ Search vy (&) @ ® o @

Y Transac = ¥V &3 Transaction Quota Rules | Execution Order ~ | Search © & Actions on selected rows.
Al
FAVORITES
Q. Name Active Condition Description Maximum Duration (seconds) Execution Order
No Results
Search Search Search Search Search Search
ALL RESULTS
Fix Script B N _ Allows the fix script
V) System Definition Procecsn: true type=xmihttp®urlLIKEsysparm_processor=co.. 00 5 BT 14,400 1
Transaction Quota Rule REST Batch API
S Dia request timeout true urlMATCH_RGX*/api/now(/v[0-9]+)?/batch.... 300 90
System Diagno: multipart

Active Transactions (All Nodes)

When system is busy

) Presence true UrISTARTSWITH/api/now/ui/presence EQ il off the prosanc. 10 100
v Stats
SBW Transactions Scan timeout true type=instance_scan*EQ 10,800 100
) ) REST Notification : )
Transaction Call Chain APl request true type=rest*urMATCH_RGX/api/now(A[0-9]... tT::H“l:‘Z;"":{: applies 60 100
Transaction Call Chain Regis... timeout
Transaction Call Chains UIREST S A This is acomplement
ey N false type=restforeground=true urIMATCH RGX.. 1018 €omP emen 298 100
System Logs .
cripts o
1L - 44
Transactions Backaround true urlLIKEquota_managed.transaction=on"EQ 14,400 100
o : This quota rule appli
Transactions (All user) true type=batch_rest*urlMATCH_RGX.api/now(/... SRR AL 30 100
toallincoming..
Transactions (Background)
REST Import Set This quota rule applies
Client Transactions API reauest true tvoe=rest*urlMATCH RGX:/api/now(A10-91... d PP 60 100 ~

Figure 99. REST Table API request

3. Change the Maximum Duration (seconds) to 120 or higher, depending on the transaction
duration.

i i i s . - . Application scope: Global . -
servicenow Favorites  History i Transaction Quota Rule - REST Batch API request timeout ¢ Q Goastesetperiticons; © * @ o @

Transaction Quota Rule

¥ transaction = REST Batch APl request timeout ¢ O = = ﬂ\ Delete [T
FAVORITES Name | REST Batch APl request timeout Application  Global
No Results
o Resu Active Execution Order 100
ALL RESULTS I Maximum Duration (seconds) 120 Maximum Events
Maximum Business Rules Maximum Jobs
Maximum Database Time Maximum SQL Queries
v System Diagnostics (total)
Active Transactions (All Nodes) Maximum SQL Statement
ime

v Stats

. Maximum Outbound Maximum Outbound Request
Slow Transactions

Requests Duration (seconds)
/ Transaction Call Chain * Condition | Add Filter Condition \[ Add"OR" Clause ]
Transaction Call Chain Regi Al of these conditions must be met
Transaction Call Chains Type s | [ BatchReST o E‘@
v System Logs -
N — URL v || matchesregex || Zapimow(a10-91bate| @,‘i .

Transactions (All user) URL ~ || doesnot contain v || sysparm_payload_type=rr| | AND || OR -

Figure 100. Update Maximum Duration record

4. Click Update.
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When the user had not added the cross scope of the config class then there will be error in mapping
data to CMDB Table and the error will be as follows :

JobType DataCollection Current Operation Mapping Discovery
JobStarted 2024-04-12 03:24:02 Job Status  Failed
Completed 2024-04-12 03:28:38 Incident  INC0010002 ‘ 0] ‘

Logs [2024-04-12T10:24:02.593Z] lllumio data collection started
[2024-04-12T10:24:02.593Z] Fetching PCE data
[2024-04-12T10:24:37.456Z]Total labels fetched : 817
[2024-04-12T10:27:31.136Z]Total workloads fetched : 12391
[2024-04-12T10:28:27.4527] Added PCE data to mapping table
[2024-04-12T10:28:38.268Z] Fetching CMDB servers
[2024-04-12T10:28:38.3192Z] Mapping CMDB servers to PCE
[2024-04-12T10:28:38.5907] Exception occured while mapping data com.glide.script.fencing.access.ScopeAccessNotGrantedException:
read access to cmdb_ci_Ib_a10 not granted

lllumio PCE  lllumio PCE Configuration ‘ (0] ‘
nfiguration

Figure 101. Schedule Job form view
To resolve the error, follow the below procedure
Role Required: System Administrator

Procedure :

1. Select “lllumio” as application scope

. . ) . " , Application scope: Ilumio .
servicenow Favorites ~ History ~Workspaces  Admin L Update set: System Administrator [llumic] | 2

Y flowdes Application scope: lllumio Q>

FAVORITES Update set: System Administrato... © >

e App Engine Studio

~ Process Automation
Flow Des . Build apps fast.

Build low-code apps quickly. Create from scratch or templates. Safely scale
cross-enterprise experiences that users love.
All on one platform.

Lef's Go

Figure 102. Homepage

2. Navigate to “System Applications > Application Cross-Scope Access” and create the new
scope by clicking on the “New” button in the top right corner.
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ServiCenOW Al Favorites History Workspaces  Admin Cross scope privileges 17 Q Search
o) i "
¥ ion Cross Scope Accesq ® 2 @ | Actions onselected rows.
Al
FAVORITES
Target Scope Target Name Operation Status
No Results
Global Glide API: Translationl oader Execute API Allowed
ALL RESULTS
Global Glide API: TranslationLoader Execute AP Allowed
v System Applications Global Glide API: Translationl oader Exccute API Allowed
lication Cross-Scope Access Global Glide API: Translationl oader Execute API Allowed
Global Glide API: TranslationLoader Execute AP Allowed
AES Flow Templates Global sys_db_object Read Allowed
Performance Analytics - Enhanced Ul Global PAULils Execute AP| Allowed
User Experience Analytics PAR Integration Global Glide API: TranslationLoader Execute API Allowed
Al Search For Next Experience Global ais_datasource Create Allowed
AES Catalog Builder Wizard Global Glide API: TranslationLoader Execute AP Allowed
MLUI Global mi_trainer definition Read Allowed
Audio player component Global Glide API: Translationl oader Execute AP| Allowed
Interceptor Ul for Service Operations Wo. Global Glide API: TranslationLoader Execute AP Allowed
Data Grid Ul Component Global Glide API: Translationl oader Execute AP| Allowed
Mobile App Builder API Global Glide API: Translationl oader Execute AP| Allowed
Service Level Management Experience for ... Global Glide API: TranslationLoader Execute AP Allowed
Application Intake Global Glide API: Translationl oader Execute API Allowed
1/10200f677 » W o [

Figure 103. List view of “Application Cross-Scope Access”

3. Fill in the details below and submit it.

o Target Scope: Global

o Target Name: CMDB table name for which read access needs to be granted.
o Target Type: Table

o Operation: Read

o Status: Allowed

Cross scope privilege z
New record ¢ @
Source Scope  lllumio Application  Illumio

“k Target Scope ‘ Global ‘ > Operation ‘ Read

% TargetName |:mdb,m' | Status | Allowed v|

* Target Type ‘ Table .,‘

Figure 104. Form view of Cross scope privilege
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When such type of exception is encountered during data collection

Illumio Scheduled Jobs > -
Created 2024-04-15 23:33:40 & = -+ | Delete l

JobType DataCollection Current Operation  Fetching PCE data

JobStarted  2024-04-15 23:33:40 Job Status  Failed

Job Completed =~ 2024-04-15 23:40:39 Incident  INC0010033 )
logs [2024-04-16T06:33:40.690Z] lllumio data collection started

[2024-04-16T06:33:40.690Z] Fetching PCE data

[2024-04-16T06:34:21.3197]Total labels fetched : 990

[2024-04-16T06:35:56.427Z Total workloads fetched : 22735

[2024-04-16T06:40:39.8307 JException occurred while posting results to SNOW, Please check MID server logs for more details.

Illumio PCE Configuration ~ Test

Delete

Figure 105. Scheduled jobs form view

Follow the below steps to resolve the error :

1. Go to the mid server downloaded folder in the system where the mid server is configured.
2. Then go to the agent—conf—wrapper-override.conf file.
3. Uncomment the line with “wrapper.java.maxmemory=1024".

4. Increase the size of heap memory(in MB), restart the MID server and again execute the
[llumio Data Collection job.

8.2.7 Check PCE Connectivity

User can go to the PCE configuration and click on the Check PCE configuration button to check if there
is any issue in connectivity between ServiceNow and PCE.

1. To check end-to-end connectivity between ServiceNow , MID server and PCE, click on Check
PCE Configuration in PCE configuration.
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Test1

SR llinchCE e p:ation ¢ @ = - [ Save Configuration ][ Check PCE Configuration I[ Illumio Data Collection H Delete Configuration

The user provided in the 'config:xml’ on the MID Server must have the roles 'x_illu2_illumio.mid_server_user' and 'mid_server’.

> Name ‘ Test1

Organization 1D ‘ ‘

|

* PCEURL | \
% APIKey ‘ sessscases ‘ * Secret Key ‘ csssessase ‘

|

* MID Server ‘ illumio mid Q Enable Proxy between PCE ||
and MID server
Scheduler | Threshold Limit | Retry Mechanism
Auto Syncto PCE Run | Daily v ‘

Time(run_time) | Hours‘ 00 ‘ 00 ‘ 00

Save Configuration I[ Check PCE Configuration ][ Illumio Data Collection H Delete Configuration ]

Figure 106. Check PCE configuration

2. The status of the connectivity can be seen in the Schedule jobs.

Q Awplication scope: Global
Update set: Default [Global]

servicenow Favorites  History ~ Admin i lllumio Scheduled Jobs - Created 2024-04-16 02:38:08 ¢

_lllumio Scheduled Jobs
<] = Created2024-04-1602:38:08 ¢ o

Y lllumio

FAVORITES JobType ~Connectivity Check Current Operation Connectivity check successful

No Result:
oResus JobStarted 2024-04-16 02:38:08 Job Status Completed

EERRESURE Job Completed ~ 2024-04-16 02:38:27 Incident
v lllumio
Logs [2024-04-16T09:38:08.713Z] MID Server i running and it is up-to-date
[2024-04-16T09:38:08.713Z] MID Server user has required roles
[2024-04-16T09:38:08.713Z] Started validating the connectivity with PCE
v Configuration [2024-04-16T09:38:17.505Z]Checking connectivity between MID Server and the PCE (https://devtest428.ilabs.io:8443)
[2024-04-16T09:38:31.859Z]Successfully authenticated the PCE credentials

Dashboard

PCE Configuration
v Tables lllumio PCE Configuration

PCE Workloads

Scheduled Jobs Delete

Critical Label Groups

v Support

Support Contact

+ | Delete

b

Figure 107. Check PCE Configuration status

Note: If the connectivity check is not successful do check the Organization ID, PCE URL, API Key

Secret Key are properly configured.

8.2.8 Modularization ServiceNow Spoke :

The user can get the below error in the Flow Designer Actions whenever the JSON data given in the

input field of the Action is in invalid JSON format.
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P
(al

tion &
Delete a Collection ...

Fran el Update Label Dimensions

Error; JSON; line 42)

Configuration Details

ction x
Update Label Dime...

Update Label Dimensions

cf-deal

58c-0aa30

. GO to error Open Action

Open Col

Xt Record

State Start time

Error

8.2.9 403 error while creating or updating labels :

Please check required role(Global Administrator) on the PCE side

Mid Server Log:

Figure 108. Execution Details tab

2024-08-22 00:00:41 INFO (Worker-Standard:JavascriptProbe-d903182f1b085a10ceb6da88b04bcba5)
[MIDSystem:35] *** Script: >>> ERROR: IllumioLogs: Exception occurred while getting async job status
from PCE, Response Code: 403

llumio

Policies
Deny Rules
Drafts & Versions
@ Servers & Endpoints
Workloads
Pairing Profiles

& Policy Objects

S Access
Global Roles
Scopes
External Groups
External Users
Local Users
Service Accounts
User Activity
Authentication
Access Restriction

8 Infrastructure

£} Settings

88 Home > % A

Access Wizard

0 Select Roles

Global Viewer
Global read-only access to all resources

Global Policy Object Provisioner

Provision Services, IP Lists, Label Groups, and Security Settings. Read-only

access to all other resources.

O Global Administrator

Manage all resources and Security Settings. Cannot manage users and roles

Global Organization Owner

Manage all resources, users and Security Settings

Summary Scope Al

R

Rulesets and Rules  View, Add, Modify,

DenyRules  View, Add, Modify,

Workloads and VENs  View, Add, Modify,
llumination Map ~ View
AppGroupMap  View
App Groups List  View
Illumination Plus View
ScopesandRoles  None
Users and Groups ~ None

Services  View, Add, Modify,

IPLists  View, Add, Modify,

User Groups  View, Add, Modify,

Label Groups  View, Add, Modify,

Virtual Services  View, Add, Modify,

Virtual Servers  View, Add, Modify,

Labels  View, Add, Modify,

Pairing Profiles  View, Add, Modify,

Infrastructure View, Add, Modify,

Blocked Traffic  View, Delete

® Jaymeet Mehta v

Provision, Delete
Provision, Delete
Delete

Provision, Delete
Provision, Delete
Delete
Provision, Delete
Provision, Delete
Provision, Delete
Delete
Delete
Delete

Security Settings  View, Modify, Provision

App Group Configuration  View
My Profile  View, Modify
My APIKeys  View, Add, Modify,
SSO Config ~ None
Reports  None

Delete
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